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NMpaBuna 6e3onacHocTH
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AC750 becnpoBogHow AByXAnana3oHHbIN
Archer C2 rmrabuTHbIN MapLpyTn3aTop

KoMnnekT nocTtaBKu

B koMnnekT noctaBku BXOOAT:

> Archer C2, AC750 BecnpoBoaHol ABYyXAMaNa3OHHbIA TMrabuTHbIA MapLlpyTU3aTop

> ApganTep NocTosHHOro Toka ansa mappyTtusartopa Archer C2

> PykoBoacTtBo no ObicTpoK HacTporike

» KomnakT-guck ¢ matepuanamm gna mapLupytusaropa Archer C2, Ha KOTOPOM Haxo4aTCs:
e [laHHOe pyKoBOACTBO Morb3oBaTens
e [lpovas nonesHasa nHdopmauus

& lMpumevaHue:

Y6enurtecb B TOM, YTO KOMMIIEKT COAEPXUT BCE YKa3aHHbl€ BbllL€e HAaUMEHOBaAHUA. Ecnu yto-nnbo

MOBPEXAEHO UMM OTCYTCTBYET, 06paTUTECH K CBOEMY ANCTPUOBLIOTOPY.



AC750 becnpoBogHow AByXAnana3oHHbIN
Archer C2 rmrabuTHbIN MapLpyTn3aTop

'maBa 1. BBepneHue

11 OG63op

MapuwpyTtusatop Archer C2 BkriodaeT B cebsi 4-x MOPTOBbIN KOMMYTaToOp, MEXCETEBOW 3KpaH,
mapwpyTtnsatop NAT wn OGecnpoBogHyto TouKy pgoctyna. becnpoBogHoOV AByxAuanasOHHbIN
rmrabutHbIi MmapLupyTmusatop cepumn AC750 obecneumBaeT GOrbLLYHO 30HY NMOKPLITUSI CETU N BbICOKYHO
CKOpPOCTb Mepefayy faHHbIX, KOTopble MOMHOCTbI0 OTBevaloT TpeboBaHusm ceten knacca SOHO
(HebonbLUon ocurc nnn gomaluHni oduc), a Tarke TpeboBaHNSAM MONb30BATENEN, HYXXOAOLLMXCS B
boriee BbICOKOW NPOM3BOAUTENBHOCTU CETU. YTOOBI BaM He MeLlanu noMexu, Bbl MOXeTe BblbpaTb
fSonee nogxogdAwmn Bam AmManasoH 4acToT, 4 rmrabuTHblx nopTa obecneyat cBepxObICTpyto nepeaady
OaHHbIX MeXay YCTPOMCTBaMM B NPOBOAHON MOKanbHOM CETH.

HeBeposiTHasi CKOPOCTb '

MapuwpyTtusatop Archer C2 oGecneumBaeT CKOPOCTb COeauHeHWs ¢ Apyrumu 6ecrnpoBoaHbIMK
ycrponcteammn 433 M6ut/c Ha vacTtote 5 My n 300 M6uTt/c Ha vacToTe 2,4 ITu, YTO AenaeTt ero
noeanbHbiM  BbIOOpOM and  paboTbl C  HECKONbKMMM MOTOKaMW  [aHHbIX OOHOBPEMEHHO U
obecneumBaeT cTtabunbHylo paboty cetu. [pon3BoaUTENBHOCTL AAHHOMO YCTPOMCTBA CTaHgapTa
802.11ac Ha 650% Bbile MO CpaBHEHMIO C MapLupyTM3aTtopamu ctaHgapta 802.11n. YcTponcteo
coBMecCTMMO ¢ npogyktamu ctaHgapTos IEEE 802.11n, IEEE 802.11a, IEEE 802.11b n IEEE 802.11g.

KomnnekcHasa cuctema 6e3onacHocTu '

Bnarogapa KomnnekcHom cucteme 6e30MacHOCTU, BKMOYaroLWen B ceba yHKUMIO KOHTpONs
BewaHmsa SSID, 64/128/152-6uTtHoe wndpoeaHne WEP ans 6ecnpoBoaHon nokanbHon cetn, WiFi
protected Access (WPA2- PSK, WPA- PSK), a Takke MeXCEeTeBOW 3KpaH C NepeaoBbiMU (OyHKUMSMU
3awmThl, Mapwpytmdatop Archer C2 obGecneuvBaeT MOMHYH KOH(WMAEHUMANBHOCTL nepeaaydn
OaHHBIX.

MbKuin KOHTpONb gocTyna '

MapLupytusatop Archer C2 obecneumBaeT rmOkuii KOHTPOMb AOCTYMA, YTO MO3BOSSET POAUTENSAM
WM CETEBOMY aAMMHWUCTPATOPY OMpedensiTb MONMUTMKY OrpaHuMuYeHust OocTyna nnsa OeTen unm
nepcoHana. YCTpoMCTBO Takke noaaepknsaeT pyHkumm BupTtyanbHbeii cepsep u DMZ ysen ans Port
Triggering, 4TO NO3BONSAET aAMUHUCTPATOPY OTCIIEXMBATbL COCTOSHUE U YNPaBMATb CETHIO B PEXNME
pearnbHOro BpeMeHU, MCnosnb3ys OYHKUMIO yaaneHHoro ynpaeneHusl.

MpocTasa yctaHOBKa '

MapLupyT3aTop COBMECTMM MPaKTUYECKN CO BCEMM OCHOBHBLIMW OMEPALMOHHBIMU CUCTEMAMMU,
MO3TOMY MM Ferko ynpaensTtb. Monb3oBateny MoryT 3anyctutb MacTep GbICTPOW HacTpouku, a
[laHHOE PYKOBOACTBO COAEPXKUT MOAPOOHbIE MOLWaroBble WHCTPYKUMWU. [lepen  ycTaHOBKOA
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MapLupyTu3aTtopa cnengyet BHMMaTesribHO U3y4nTb AJaHHOE PYKOBOACTBO, 4YTOObl 03HAKOMMWTBLCS CO

BCEMMU PYHKUUAMM YCTPOMUCTBA.

1.2 [NonyuweHus

Mcnonb3yeMoe B HacTosLLEM pykoBoACTBe HanmmeHoBaHue Archer C2 unu Mapuwpytnsatop 6e3
Kakoro-nmbo gononHuTenbHoro o6bacHeHus nogpasymeBaeT nog cobon AC750 BecnposogHom

ABYXAManasoHHbIN rmrabuTHbln MapLupyTmsaTtop mogenu Archer C2.

1.3 OCHOBHbIE XapaKTepPUCTUKKN

> Toppepxka ctaHgapta IEEE 802.11ac

» 1 nopt WAN 10/100/1000 M6uT/Cc C byHKUMEN aBTOMATMYECKOro COrMacoBaHWUs CKOPOCTM
(pasbém RJ45) m 4 nopta LAN 10/100/1000 M6uT/c C dyHKUMEN aBTOMaTU4ECKOro

cornacoBaHusi ckopoctu (pasbém RJ45), nogaepxka asTo-MDI/MDIX

> BctpoeHHbin nopT USB ¢ noagepkkon  (pyHKUMA  CETEBOrO  XpaHunuiia

haHHbIX/FTP-/Megua-/npuHT-cepBepa, a Takke 3G/4G USB-moanemoB
> AyteHTudpukauna WPA/WPA2, WPA-PSK/WPA2-PSK, windposaHne TKIP/AES

> (ObecnevyeHne COBMECTHOIO AOCTyNa K AaHHbIM U K ceTu WHTEpHET, nogaepxka AocTtyna K
NHTepHeT yepes gmHamnyeckmn IP; ctatnyeckun IP; PPPoE/PPPoE Poccua; PPTP/PPTP

Poccus (aBonHoun goctyn); L2TP/ L2TP Poccusa (aBonHon goctyn); kabenb BigPond

> B03MOXHOCTb OOHOBPEMEHHbIX COeaMHeHM Ha 4vactotax 2,4 Ty u 5 Ty c obwen

nponyckHow cnocobHocTbio Ao 750 MéuTt/c

> [Noppepxka dyHkUMN BupTtyansHein cepsep, DMZ yana u Port Triggering (aBTOMaTmnyeckumn

npo6poc nopToB)
» Noppepxka TexHonorun UPnP, OuHamunyeckon DNS 1 Ctatudeckon mapLupyTtunsaLmm
» ABTOMaTMyeckoe nogknodeHne n nogknoveHne Kk MHTepHet no pacnucanuio (ans PPPoE)

> TNoppepxkka 64/128/152-6utHoro wudgpoBanns WEP wun cnucka KoHTponss poctyna

©GecnpoBoAHOM NoKanbHOM ceTn

> BcTtpoeHHbin NAT(B ToM 4ncne annapatHbin) 1 DHCP-cepBep ¢ nogaepkkon ctaTu4ecKkoro

pacnpegenenus |IP-agpecos
> Topgaepxka pyHKUMn Pogutenbcknin KOHTposnb 1 KoHTporb goctyna

> rlO,D,KJ'II'O‘-IaeTCﬂ K VIHTepHeT no Tpe6OBaHVII'O N OTKIOYaeTCca BO BpeMd npoctod AOnd
PPPOE/PPTP/L2TP
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> I'Iop,,qepmxa CTaTUCTUKM NO NOTOKaM

> Toppepxka IPv6

> [opnepxka o6HoBneHus BcTpoeHHoro O 1 ynpaeneHue Yepes BeG-mHTepdenc



AC750 becnpoBogHow AByXAnana3oHHbIN
Archer C2 rmrabuTHbIN MapLpyTn3aTop

1.4 OnucaHue naHeneu

1.4.1 MepeaHsas naHenb

[1}] = Ln! i3 ) &
Puc. 1-1 HgukaTopbl Ha nepegHen naHenm

CeeToamogHbie MHOMKAaTOPbl pacnonoXeHbl Ha nepe,u,He|7| naHenn (cneBa HanpaBo).

MHaukatop | CoctosiHue 3HavyeHue

BbIkn. MnTaHue BbIKNKOYEHO.

O (MuraHue)
Bkn. MuTaHune BKIHOYEHO.
BblIkn. BecnpoBogHoe BellaHne OTKIHYEHO.

2 (Wi-Fi) BecnposogHoe BellaHWe BkNtoYeHo. MapupyTtusartop
Bkn. pabotaet Ha yacTtote 2,4 [Ty unu 5 Ty nMbo Ha oBeux

yacToTax.

Bbikn. K noptam Ethernet He nogknoyeHbl yCTpoOUCTBA.

& (Ethernet)
Kak MWHMMYM OAQHO YCTPOWCTBO MOOKIOYEHO K MnopTam

Bia. Ethernet.
S BblIkn. Het goctyna k UHTepHeT.
(MHTepHeT)
Bkn. EcTb goctyn k cetn un IHTepHeT - coeanHeHne akTUBHO.
Bhikn K nopty USB He nOAKMOYEHO YCTPOWCTBO XpaHeHUst
' OaHHbIX, NpuHTep unn 3G/4G USB-moaem.
> (USB) M MponcxoanT onpedeneHve MOAKIYEHHOMo YCTPOWCTBaA
uraet
XpaHeHuns AaHHbIX, npuHTepa nnn 3G/4G USB-moaema.
Bkn. YCTPOWMCTBO yCneLwHo onpeaeneHo.
M BecnpoBogHOEe YCTPOMCTBO NPOM3BOAUT MNOLKITHOYEHNE K
eaneHHo
MUAraET ceTtu Yepes yHkumuio WPS. 3ToT npouecc 3aHnmaet
NPYMEpPHO OBE MUHYTHI.
a8 (WpPSs) Bkn BecnpoBogHoe yCTpOMWCTBO ObISIO YCNELLHO MOAKMYEHO K

ceTtn nocpeactsoM yHkumm WPS.

BbicTpo He ypanocek nogkntountb 6ecnpoBogHoe YCTPOMCTBO K
Muraet ceTn nocpeactsoM dyHkumm WPS.

Tabnuua 1-1 CBeToanoaHble MHAMKaTOpPbI

& lMpumeyaHue:

1. Tlocne Toro, Kak yCTpoWCTBO ObIfO YCMELHO MOAKMIOYEHO K CceTu yepe3 dyHkumo WPS,

nHankatop WPS GyaeT npogomkarb ropete NPUMMEPHO 5 MUHYT, @ 3aTeM MOracHeT.
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2. Tlo yMon4aHWIO Ha MaplipyTM3aTope HacTpoeHa BO3MOXHOCTb  OLHOBPEMEHHOIO

ncnonb3oBaHusa yactoT 2,4 [Ty n 5 My, Ecnn Bbl X0TUTE camun BbibpaTh paboyyto YyacToTy

MapLupyTusartopa, cMm. pasgen 4.5 Buibop paboyen YacToThl.

1.4.2 3agHAA naHenb

Puc. 1-2 3agHas naHenb

Ha 3agHel naHenu pacnonoxeHsbl crieqytolme anemMeHTbl (Cnesa Hanpagso).
> WPS/Reset:

HaxaB aTy KHOMKy W yaepxuBasi €€ HaxaTton MeHee 5 CeKyHA, Bbl BKNoYaeTre oyHKUUIO
WPS. Ecnu Bawe KIMEHTCKOe YCTPOWCTBO, Hanpumep, OGecnpoBogHOM apantep,
nogaepxusaet yHkumo Wi-Fi Protected Setup — Hactpowika sawmwénHoro Wi-Fi (WPS),
Bbl MOXeTe ObICTPO yCTaHOBUTbL OECNpOBOOHOE COEOUHEHWE MEXAY MapLUpyTU3aTOpoOM M

KIMTMEHTCKMM YCTPOMCTBOM, aBTOMATUYECKN HAacTPOMB B TOXE BpeMs 3almuTy GecnpoBoaHoi

CeTn ogHUM Haxatuem kHonkn WPS.
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HaxaB 3Ty KHOMKY W yaepxusasa e€ Haxarton 6onee 5 cekyHa, Bbl OcyllecTBnsieTe copoc
HacTpoek MapllpyTusatopa. He oTknioyass nutaHua MapLipytus3atopa, HaxmuTe u
yoepxuBanTe Haxarton kHornky WPS/Reset (npumepHo 8 cekyHp). Kak Tonmbko BCE
WHOMKAaTOpPbI 3aropsitcsl, OTNYCTUTE KHOMKY. [ocne 3Toro MmapLipyTmM3aTtop nepesarpysmTcs u

BOCCTAHOBUT 3aBOACKUE HaCTDOIZ KW.

Wireless On/Off: (becnpoBogHoe BelwaHve Bkn./Bbikn.) [daHHasi KHOMKa CRyXuT Ans

BKMIOMEHUS/BbIKNIOYEHMS 6ECNPOBOAHOIO BELLAHMS.
Internet: K sTomy nopty Bbl nogkntoyaete DSL/kabenbHbin mogem nnu kabenes Ethernet.

Ethernet (1, 2, 3, 4): O™ noptol (1, 2, 3, 4) ucnonb3yTCa ANA MNOAKMOYEHUS

MapLLpyTU3aTopa K KOMMbioTepam NokansHOW ceTu.
USB: lNopT ansa nogkntoveHnsa USB-ycTponcTBa XpaHEHUS AaHHbIX UMW NPUHTEpA.
Power On/Off: KHonka BKNOYEHUS/BBIKIIOYEHNS NUTAHUS.

Power: Pasbem ansa nogknioveHus kabensa agantepa nutadus. MNoxanyincra, ncnonb3ynTe

afanTep NUTaHUS, BXOAALLMIA B KOMMNEKT NOCTaBku K MapipyTusatopy Archer C2.

AHTeHHa: CJ'Iy)KVIT ansa 6eCI'IDOBOLI,HOFO nonyvyeHuna n nepenayvyn gaHHbIX.
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naBa 2. lMoagknyeHne mapLipyTUsaTopa

21 CwucTteMHble TpeboBaHUA

»  LlUupokononocHbin goctyn k MIHTepHeT (DSL/kabenb/Ethernet)

» DSL/kabenbHbin Mogem ¢ pa3bémom RJ45 (He Tpebyetcsi, ecnn yCTPOMCTBO Hanpsamyto

noaknto4yeHo kK kabento Ethernet)
»  KomnbloTepbl ¢ paboTtatowmm agantepom u kabenem Ethernet (pasbém RJ45)
» [Nogpepxka npotokona TCP/IP ans kaxgoro koMmnbioTepa

» Beb-6payaep, Hanpumep, Microsoft Internet Explorer, Mozilla Firefox nnn Apple Safari

2.2 TpeboBaHuA K cpefie YCTaHOBKMU

> MapUprTVISGTOp AOJMKEeH HaxoanTbCA B XOPOLLO nNpoBeTpnBaeMomM MecTe B oTAarieHnm ot

HarpeBaTene|7| nin 060rpeBaTeJ'IbHO-BeHTVIﬂﬂLI,VIOHHbIX CUCTEM

> yCTpOIZCTBO HEe OOJNKHO noapeprartbCda nNpAMomy BO34ENCTBMIO UCTOYHUKOB CUIBHOIO CBETAa

(Hanpumep, COMNMHEYHbIN CBET)
»  Bokpyr ycTponcTBa JOMmMKHO OCTaBaTbCsl He MeHee 5 cM cBOGOAHOrO NPOCTPaHCTBA

> Temnepatypa akcnnyatauun: 0° C —40° C

> OTHocuTenbHasa BNaXHOCTbL Bo3gyxa npu akcnnyatauun: 10%-90%, 6e3 obpasoBaHus

KoHOeHcaTa

2.3 [lopgknoyeHne mapupyTmusatopa

Mepen ycTaHOBKOW MapLupyTM3aTopa creayet y6eamuTbesi, YTO Ha BalleM KOMMbITEpPe MMEeTCs
LLUMPOKOMOSIOCHOE MoakntodeHne k MHTepHeT. Ecnu y Bac ecTb NpoGrnemMbl ¢ NOAKMHOYEHNEM K
NHTepHeT, obpaTuTech k Balemy nocTaBuKy VMIHTepHeT-ycnyr, 3aTeM npousseauTe YCTaHOBKY
MapLupyTM3aTopa COIMacHO WHCTPyKuMKW. He 3abyabTe OTKMOYUTL NUTAHME YCTPOWCTB U

npoun3sognTe aHHbIe nencTeuns CyXMU pyKamMmu.

1. BblknounTe Mogem (ecnu y Modema ecTb pe3epBHbIii akKKyMymnsTop, BbIHETE €ro; ecrv Bbl
“cnonb3yeTe MapLUpyTU3aTop, OTKMIOYMTE U ero TOXe; eCnM MOAEM He WCMonb3yeTcs,

nponyctuTe warn 1 n 4).

2. CoepguHute nopt Internet mapLipytnsatopa ¢ noptom LAN mogema nnm ceTbto nocTtaBLimKa
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WHTepHeT-ycnyr ¢ nomoLbto kabens Ethernet.

MoakntounTe koMnbloTep K ogHoMy 13 noptoB Ethernet (1-4) mapwpyTunsaropa ¢ NOMOLLbIO

kabens Ethernet.
Bkrnitounte mogem 1 nogoxamnte 2 MUHYTHI.

MopkniounTte kabenb apanTepa nuUTaHus K pasbemy Power maplupytusartopa, 3aTtem
noaknioumMTe agantep NUTaHUsA K anektpoposetke. Haxmute kHonky Power On/Off ons
BKIMIOYEHUSA NMUTaHMA MaplipyTtusatopa (nepea BKMAYeHWeM MaplipyTusatopa ybeamtecs,

yto Baw komnbioTep HE NMOOKITKOYEH Hu k ogHon 6ecnpoBoaHON CeTu).

N N

Cxema MnoagKJIr4YeH VIFI

Puc. 2-1 MogknioyeHne ycTponcTs

I'IDp'r USE-D,I'IS! COBMECTHOMRD O0CTYNa
5.9,3 NEHHHA P ca -
EE:I - 3G
uepes Hpa-AnHwE gt { ] MogEM
@ FTP-cepeep @ 4”““3"" Bt MEHTELTY o

Puc. 2-2 MopgknioyeHne k nopty USB
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'naBa 3. PykoBoacTBO no ObicTpOoM
HacTpounke

B aton rmaese paccKka3bliBaeTCcAaA O TOM, KaK B Te4eHNEe HECKOJIbKMX MUHYT NPOnN3BECTU HaCTpOIZKy

Ba3oBbix dyHKLUMI MapLupyTrdaTtopa Archer C2 npu nomoLum mactepa 6bLICTPOM HACTPONKM.

3.1 Hactpouka TCP/IP

IP-agpec maplwpyTtusaTopa no ymonyaHuio 192.168.0.1, a macka nogcetn 255.255.255.0, npu
XernaHum 3TU 3HavyeHust MoryT ObiTb M3MeHeHbl. B aHHOM pykoBOACTBE B KayecTBe npumepa

NCNoNb3yTCA 3HA4YEHUA MO YMONMYaHUIO.

MoakntounTe KOMNLIOTEP NOKanbHOM CETU K ogHOMY 13 noptoB Ethernet mapipyTtusatopa. Nocne
3TOro Bbl MOXeTe HacTpouTb IP-agpec komnbloTepa, A4ns 3Toro BaMm HeobBXoaUMMO B HaCTpoMKax
napameTtpoB TCP/IP Ha komnbloTepe ykasaTb "Monyuntb IP-agpec aBTomaTtu4yecku". Ecnu Bbl

He 3HaeTe, Kak 3To genaetcsi, cmotpute [NpunoxerHmne B: HacTpolika komnboTepa. BCTpoeHHbIN

DHCP-cepBep HasHauMT komnbtoTepy IP-agpec.

Tenepb a5t NPOBEPKM CETEBOTO NOAKIIOYEHMS MEXAY KOMMbIOTEPOM Y MapLLPYTU3aTOPOM MOXHO

ucnonb3oBaTtb yTunuty Ping. MNpumep Huxe ykasaH ang Windows XP.
OTkponTe KOMaHAHYIO CTPOKY 1 BBeauTe ping 192.168.0.1, 3atem HaxmuTe Enter.

» Ecnwn Bbl nony4nnu pesynsrat aHanorMyHbl npegctaBneHHomy Ha Puc. 3-1, aTo o3Havaer,

YTO coeaunHeHne Mmexay KOMnbTePOM U MapLUPyTU3aTopoM ObIno YCTaHOBJ1€HO yCNeLHO.

-10 -
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R Administrator: C\Windowshsystem32\cmd.exe |

Microzoft Windows [Verszion 6.1.76801 -
Copyright <(c> 2009 Microsoft Corporation. All rights reserved.

C:~lserssrussianrping 192.168.8.1

Pinging 192.168.8.1 with 32 bytes of data:

Reply from 192.168.8.1:- hytes=32 time=2ms TTL=64
Reply from 192.168.8.1: hytes=32 time=%ms TTL=64
Reply from 192.168.8.1: hytes=32 time=2ms TTL=64
Reply from 192.168.8.1: hytes=32 time=1ms TTL=64

Ping statistics for 192.168.0.1:
Packet=s: Sent = 4. Received = 4, Lost = @ (8x

Approximate round trip times in milli-seconds:
Minimum = 1ms,. Maximum = 9ms,. Average = 3Ims

C:<lzersrussian>

Puc. 3-1 YcnewHbin pe3ynsrar BbINOMHEHMS KomaHabl Ping

» Ecnn pe3ynbratr aHanormdeH npeancrtaBjieHHOMY Ha Puc. 3-2, 310 o03Ha4yaer, 4TO

NoAKIMK4YeHne Mexagy KOMnbrTepoM N MapLUpyTU3aToOpoOM OTCYTCTBYET.

BN Administrator: CiWindows\system32\cmd.exe e=nren X

Microzoft Windows [Uersion 6.1.760@1
Copyright <{c> 2009 Microsoft Corporation. All rights reserved.

C:~Users~russian2>ping 192.168.8.1

Pinging 192.168.8.1 with 32 hytesz of data:

Reply from 192.168.08.108: Destination host unreachabhle.
Reply from 192.168.08.108: Destination host unreachahble.
Reply from 192.168.0.18A: Destination host unreachahle.
Reply from 192.168.8.108: Destination host unreachahle.

Ping statistics for 172.168.0.1:

Packets: Sent = 4. Received = 4, Lost = B (Bx loss>.

C:lzersrussian’

Puc. 3-2 HeygayHbIv pesynbraT BbINonHeHUss komaHabl Ping
MpoBepbTe NoaknioYeHue cneayroWUM o6pa3om:

1. SBnsetca nu nogknoyveHne wmexagy Bawum  KoMablOTEPOM Y MapLUpyTU3aTOpPOM

KOPPEKTHLIM?

-11 -
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NuavkaTtop Ethernet mapwpyTtusatopa, n MHOUKaTOPbl CETEBOrO aganTepa KOMMblTepa AOMKHbI
3aropeTbCes.

& lMpumevaHue:

2. TlpaBunbHO nn HacTpoeHsbl napameTpbl TCP/IP Ha koMnbloTepe?

& [lMpumevaHue:

Ecnun IP-agpec mapwpyTtusatopa 192.168.0.1, 1o IP-agpeca KOMMNbIOTEPOB AOMKHbI NexaTb B
AnanasoHe 192.168.0.2 - 192.168.0.254

3. MpasunbHbii nn LAN IP-agpec mapLupyTmsaTopa no yMONYaHuo?

& MpumeyaHue:

Ecnu LAN IP-agpec mogema, nogko4YeHHOro K Ballemy MapLupyTtumsaTopy, aenserca 192.168.0.x,
T0 LAN IP-agpec maplpyTtusatopa no yMomnyaHuio astomatmyeckn namenntcsa ¢ 192.168.0.1 Ha
192.168.1.1, uTobbI M3bexaTb koHdnukTa IP-agpecos. Moatomy, ana Toro, 4Tobbl MPOBEPUTL
coelHeHVe Mexady BaluMM KOMMbIOTEPOM U  MapllpyTusatopoMm, Bbl MoOXeTe OTKpbITb
KOMaHOHY0 CTPOKY, BBeCTU ping 192.168.1.1 n 3atem Haxatb Enter.

3.2 PykoBoACTBO Mo 6bICTPON HACTpPOMKe

Beb-ytunuta — 9T0 YAOOHBIN MHCTPYMEHT HACTPOMKM WM YyNpaBfeHWst MapLupyTU3aTOPOM.
Beb-ytunuty moxHo ncnonb3osatb B nobon OC — B Windows, Macintosh unun UNIX OS (4epes

Beb-6paysep).

1. 0Ona pgocTyna K yTUnuMTe OTKpolTe Beb-Opaysep M BBeauTe aapec Mo YMOMYaHuio

http://tplinkwifi.net B agpecHon cTpoke.

& Mycras crpanvua - Windows Internet Explorer

) & ntp/rplinkwifinet | ~|»|x]

Puc. 3-3 Bxog B mapLupyTumsaTop

[NosaBNTCA OKHO BXOA4a B CUCTEMY, aHanorm4yHoe ToMy, Kak npegcrasneHo Ha Puc. 3-4. B
KayecTBe MMEHW Mnomnb3oBaTens 1 naponsi BBegute admin B 00oux Monsix, Mcnonb3ymnTe

HWXHUI pernctp. 3atem HaxmmTe Bxoa nnu knasuwy Enter.

-12 -
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T p-LI NK [ByxananasoHHbIf GecrnpoBoaHoli rMrabuTHbIA MapwpyTusaTtop ACT50
Mopent Ne Archer C2

L admin

£ sssss

Copyright © 2015 TP-LINK Technologies Co., Ltd. All rights reserved,

Puc. 3-4 Bxog B BeG-yTUNUTY HACTPOMNKU

& [lMpumevaHue:

Ecnu BbileykasaHHOE OKHO He MOSIBNSAETCH, 3TO O3HAYaeT, YTo Ball Opay3ep HAaCTPOEH Ha
ucnonb3oBaHue npokcu-cepsepa. epengute B CepBuc > CBonctBa obGo3peBaTens >
MopknroyeHua > HacTponka ceTm M CHMMUTE ranodyky ¢ napametrpa “‘Ucnonb3oBatb
npokcu-cepBep” 1 Haxmute OK anga 3aeeplueHus (ons npumepa ucnonb3oBaH Internet

Explorer).

Mocne ycnewHoro Bxoga B cuctemy Bbibepute MeHio BbicTpas HacTpowuKka 4515t HAaCTPOWMKK

MapLpyTusartopa. Haxxmute [anee.

CocroAxne

BLICTpan HacTpoika BeicTpas HacTpoiika - Hawano

CeTb

BuiGop pabo4ei YacToTh
3anyctute Mactep GeICTpol HACTPOKK ANA TOTO, YTOBK! BPYYHYI0 HACTPOMTE LIHTEPHET-NOAKMIOYEHE W GECNPOROOHON pExXUM

BecnpoEoaHOI pexum - 2,4 Iy

BecnposoaHo# pexum - 5 My [NA NPOROMHKeHnA HEXMATE KHoNKy Janee.
Focresan ceth
DHCP

Hacrpo#nkn USB

Puc. 3-5 BeicTpas HacTpolka

Moxanyncta, nosTanHO yKaXuTe CTpaHy, rOpPOA/PEerMoH W HauMeHoBaHWE Ballero
nocraBlimka WHTepHeT-ycnyr, nocrie 4ero MaplpyTv3aTtop npeanioxuT noaxoasiine
HaCTPOWMKN MOAKIIOYEHN ONns Bawero noctaBwuka WHTepHeT-ycnyr. Mactep 6biCTpon

HaCTOWKM 3aBepLUnT HaCTDOVIKy B COOTBETCTBUM C Bbl6paHHbIM TUNOM NOOKIKYEHUA.

-13 -
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BricTpana HacTpoiKa - ABTOHACTPOMKA NoagknovYeHWA K MHTepHeT

Crpava: | -Beibepute wa cnucka- |E|
lopog/Pernon: | -Bribepute 13 cnucka-
MNocTaewuk MHTEpHET-YCIYT: -Bribepute wa cnucka-
Tun nognwyeHna WAN: -Bribepute w3 cnucka-

(] H He HAWEN NogX0OAIWM HACTPORK

Haaapg,

Puc. 3-6 bbicTpas HacTpolika - ABTOHacTponka nogkntoveHns kK IHTepHeT

CtpaHnua ABTOHAcTpOWMKM MNOAKMOYEeHNA K WHTepHeT no nocTtaBwmky WIHTepHeT-ycnyr
MOMOXET HaCTPOWUTb NoAkmdeHne K MHTepHET no napameTpam perMoHa u nocTaBLiuKa
WHTepHeT-ycnyr, KoTopble Bbl ykasanu. Ytobbl yoeamTbCsl, Kakon MMEHHO TWMN MNOAKIMIOYEHNS K
MHTepHeT, ncnomnb3yetrca Ha BalleM KOMMbHTepe, BaM HEOOXOAMMO obpaTUTbCs K BalleMy

nocTaBLUuKy VIHTEpHET-yCnyr.

CTtpaHa — Bbibepute cTpaHy 13 BbinagatoLero cnucka.

Fopoa/PernoH — BbibepuTe ropoa/pernoH 13 cnmcka.

MocTtaBwuk UHTepHeT-ycnyr — BbibepuTe Bawero noctaewmka IHTepHET-yCcnyr U3 cnucka.
Tun nopgkntoyeHna WAN - MapwpyTtmnsatop npeanoxuT BaM MNOAXOAAWMN  TUn

nogknt4YeHna Ana sallero nocrtasLlinKka l/IHTepHeT-ycnyr.

Ecnn Bbl He MOXeTe HalWTu Heobxoaumble NapaMeTpbl, OTMeTbTe none S He Halén
noaxoAsAlWMNX HaCTPOeK, KaK YyKa3aHO Ha WU300pakeHWn Hmxe, 4ToObl HaAcTpoOUTb TWM

NnoaKroyeHns camocToaTensHo. Haxmute Oanee.

BbicTpan HacTpoKa - ABTOHACTpoOKKa NoaKNKYeHnA K MHTepHeT

Cmpana: | Bulbepute ua cnncka-

Fopon/Pernow: -Bribepute na cnncka-

MNocTaBwmue HHTEpHET-yCnyr: -Bribepure nz cnucka-
Tun nogenovyeHns VWAN: -Bribepute na cnucka-

[ 9 ne nawén nogxogAwmMK HacTpoek

[ Haaan ] [ [anee ]

Puc. 3-7 BeicTpas HacTpolka - ABTOHacTponka nogknioyeHus K MHTepHeT

-14 -
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5.

Bbl6epMTe M3 Cnncka I/ICI'IOJ'Ib3yeMbIl7I BaMu TUMN NOAKIIOYEHUA.

BeicTpan HacTpolka - Tun nogknovyeHna WAN

MOAroToEKE K HacTpoike MHTepHeT-NogKNoyeHnA. BuifepuTe 0OuH N3 NpegnaraemMely HU¥Ee BAPUAHTOR B COOTEETCTENN C
MHBOPMAELNER, NONYYEHHON 0T BAWEro NOCTaRIWMKA VIHTepHeT-ycryr. BeiGepuTe TUN NOOKNKYEHNA, YToGE! NPOUNTATE KPATKYI
CNPARGYHYHD MHBOPMALMK O HEM.

@ [uxamu4eckui IP-agpec

OnA kabeneHoro/DSLALMpOKONONOCHOIO NOQKNINYEHWA, KOTOA Bbl Cpa3y MMeeTe goctyn K FIHTepHeT 6e3 HeofxogumMocTy
COBEPWATE HACTRORKKM W BEOOWTE WMA NONB30BATENAMAPONG.

(7 Cratuyeckud IP-agpec
~) PPPoE/PPPoE PoccuHA
*) L2ZTPIL2TP Poccua
~1 PPTP/IPPTP Poccua

Mpuieyanie: B HeKOTOpkX perMoHay (Poccua, YKpanHa 1 T.0.) None30BaTenaAm Heodxogumo camum 0GpalaTeca K CBoemy
NOCTARWMEY FIHTEPHET-YCNYT ONA YKA3aHWUA TUNA NOAKNKUYEHHA BOYYHYI.

[ Haaap ] [ Hanee ]

—_
~

Puc. 3-8 Tun nogkntoyenna WAN

Ecnu 6bin BbiGpaH AuHamuuveckun IP-agpec, nosBUTCA CTpaHWLa KNOHUMPOBaHWUS
MAC-agpeca (cm. Puc. 3-9). B 6onblumHcTBe criyyaeB krnoHupoBaTb MAC-agpec He
HyHO. MoxHo BblbpaTb “HeT, MHe He HyXHO kKnoHupoBaTb MAC-agpec’ n 3atem
HaxaTb [anee. Ecnv B Bawem cnyyae Heobxogumo kroHupoBatb MAC-agpec,
BblGepuTe “[a, MHe HYXXHO KnoHupoBaTb MAC-agpec” n 3atem HaxmnTe Janee.

BbicTpan HacTpoiika - KnoHnpoeanue MAC-agpeca

MAC-agpec - 370 YHHKANEHLIA WOAEHTUEWKATOR, N0 KOTOPOMY B CETH ONPeOenAeTCA Bal KOMNBKTER MW YCTROACTEC. HEKOTOPEIE
NOCTABIMEN IHTE PHET-YCAYT MOMYT pErMCTpUpoRaTe MAC-agpec BaWEro KOMMNLIOTERA, KOTOPLIA GbIN B NEPBLIA a3 NOOKNIOYEH K
YCMyram MIHTEPHET-NPOBAROEPA, M He NPEACCTABNAKT OOCTYN K MIHTEPHET HOBOMY KOMMBKITEPY MMM MAPWPYTA3ATOpRY.
Mapwpytuaatop TP-LINK nomoxeT “"KnoHMpoeEaTe” 3apericTpupoBaHdeIiil MAC-aapec Balero Nepeoro KOMNeKTEpA.

B G0NbWHHCTES CNYYAEE B KNOHWPOBAHWW MAC-agpeca HeT HeoOX0AUMOCTI. TEM HE MEHEE, BCNK Y BAC HET OOCTYNA K VIHTEpHET
nocne 3ageplleHnA GelCTpOR HACTPOAKMW, Bel MO¥ETE 3AMYCTUTE GLICTPY0 HACTPOMKY elé pas » nonpoGoBaTe KNOHWPOEATE MAC-
agpec.

@ HET, MHe He HYHO KnoHuposark MAC-agpec.

) OA, mHe HY¥HO Knoduposare MAC-agpec.

MpuneyaHne: yGeanTeCk, YTO BALW KOMMEKTER - 3T0 TOT KOMNBKTER, KOTOPEI GEIN NepBLIM NOQKNIDYEH K BALWEMY MOLEMY MK
YCTPOACTEY BAWETD NOCTABWMES MIHTe pHET-yCnyr.

[ Haaaz ] [ [anee ]

2)

Puc. 3-9 KnoHuposaHne MAC-agpeca

Ecnu Bbl ucnonbsyete Ctatndeckun IP-agpec, oTkpoeTcsa cTpaHumua kak Ha Puc. 3-10.
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BbicTpan HacTpoiika - CtaTudeckuid IP-agpec

BeeguTe napamMeTpsl Ga30BLIX HACTPOAK, NMPEAOCTABNEHHLIE BAM BAWWM NOCTABWMKEOM VIHTRPHET-YCMYT. ECAW 3TW QaHHLIE BAM
HE W3BECTHLI, CBAMMWTECE C BAWWM NOCTABWMKOM IHTE PHET-YCIyT.
IP-agpec: 0.0.0.0
Macka noaceTu: 0.0.0.0
OCHOBHOW wnw3:  [0.0.0.0
MpeanoynTaemsii DNS-cepeep: 0.0.0.0
AnbTepHaTHBHLIA DNS-cepeep: 0.0.0.0 (no eeiBopy)
[ Haaag ] [ [anee ]

3)

Puc. 3-10 BeicTpas HacTporka — Ctatudeckun IP-agpec

IP-appec — 310 WAN IP-agpec, BMAMMbIA BHELHMM Monb3oBaTensam B WMHTepHeT
(Bkrtoyasa Bawero noctasLumka MIHTepHeT-ycnyr). Ykaxute IP-agpec, npegocraBneHHbIN

BaM BalLlMM NOCTaABLLUMKOM VIHTepHeT-ycnyr B 3TOM none.

Macka nogcetn — Macka nogcetu, ucnonodyemass WAN IP-agpecom. Baw nocrtasLumk
MHTepHeT-ycryr npegocTaBuT BaM Macky NOACETW, KaK NpaBuiio, 3TO 3HayeHue

ykasbiBaeTca Tak: 255.255.255.0.

OcHoBHOM w3 — Baw nocraBwmk WHTEpHeT-ycnyr npegoctaBut Bam IP-agpec
LuNto3a, KOTOPLIN npeacTasnsieT coboi agpec cepeepa MNocTaBLiMKa VIHTEpHeT-ycnyr.

Ecnu Heobxoanmo, ykaxuTe IP-agpec wno3a B 3TOM nore.
Mpeanountaembin DNS-cepBep — B 3Tom none ykaxute |IP-agpec DNS-cepsepa.

AnbTtepHaTtuBHbIN DNS-cepBep — Ecnu Bil nonyuunu ot noctaswimka VIHTepHeT-ycnyr

agpec gpyroro DNS-cepBepa, ykaxuTte ero B 3ToM nore.

Ecnu Bbl ucnonbsyete tun nogknoveHns PPPoE/PPPoE Poccus, nosasutcs ctpaHuua
Kak Ha Puc. 3-11. Hactponte napameTpbl 1 HaxkmuTte Oanee.

BbicTpas HacTpoilika - PPPoE

MoxkanyiicTa, yKakuTe VIMA Nonb3ceatena u Maponb. ECnK Bel He 3HaeTe MIMA Nonk308aTenAlapons, CEAXUTECH © BAWWM NOCTABWWKOM VHTEPHET-YCNYT.

HmA nonkzoearens:
NMapone:

MoaTeepauTs Naponk:

BropuyHoe nofknwyenne: @ OTkMioueHo ) JwHamuueckwii IP-agpec () CTatwueckwil IP-agpec (OnA Dual Access)

[ Haaag ] [ llanee ]

Puc. 3-11 BeicTpas HacTpoiika — PPPoE/PPPoE Poccus
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> Wma nonb3oBatens/Maponb — Ykaxnute Uma nonb3oBaTtens v Maponb, nonyyeHHbIe
OT nocTtaBlmka MHTepHeT-ycnyr. 9Ty nonsa sBNSATCA YyBCTBUTENbHBIMUA K PEruUCTpY.

Mpy BO3HMKHOBEHUW NPOGeMbl 06paTUTECH K MOCTaBLUMKY VIHTEPHET-yCnyr.

> [lNoarBepauTb naponb — BeeguTe ewé pas naponb, MOMAYYEHHbIN OT MOCTaBLUMKa
WHTepHeT-ycnyr, 4ToObl y6eauTbesi, YTO BBEAEHHLIM Bamu naponb npaBunbHbii. Ecnn
3[eCb Bbl BBEMW 3HAYEHNE, KOTOPOE HE COBNadaeT C NaporieM, NOsIBUTCA OKHO, HAXXMNUTE

OK v BBEANTE 3aHOBO naposib n nogreepxXxneHne naposn4d.

Bbibepute OuHamnueckun unu Crtatuuveckmn IP-agpec ana akTMBauun BTOPUYHOTO
MOAKMIYEHNs, €eCcnvM Ball MOCTaBLMK WHTepHeT-ycnyr npeaocraBnseT BO3MOXHOCTb
BTOPMYHOIO MNOAKMOYEHMS K NokanbHon cetn (QuHammnyeckun/Ctatnyeckun IP-agpec).

4) Ecnwn Bbl ucnonb3yete Tun noakntodeHus L2TP/L2TP Poccus, nosBuTCca cTpaHuua Kak
Ha Puc. 3-12. Hactporite napamertpbl 1 Haxvmnte danee.

MoManyiicra, BEEAWTE MMA NONL30BATENA U NAponb. ECAW Bl WX 3a06IN0, 0GpaTHTeCk 33 KOHCYNbTAUMEN K BAWEMY NOCTABLMKY WHTEPHET-YCMyT.

A nonb3oBaTens:
Mapone:
Tun agpeca: @ [OuHamuueckui IP-agpec Cratnyeckwil IP-agpec
IP-agpec/MmA cepeepa:
IP-agpec: 0.0.0.0
Macka nogceru: 0.0.0.0
Lintos: 0.0.0.0
DMS-cepeep: 0.0.0.0, 0.0.0.0

[ Hasan | [ fanee |

Puc. 3-12 BbicTpas HacTpolika — L2TP/L2TP Poccus

> Wma nonb3oBatens/Maponb — Ykaxnte Uma nonb3oBaTtens v Maponb, nonyyeHHbIe
OT nocTtaBwymka MHTepHeT-ycnyr. QT nonsa sABNSATCA YYyBCTBUTENbHBIMUA K PErUCTPY.

Mpu BO3HMKHOBEHMM NPOGRembl 06paTUTECh K NOCTaBLUMKY VIHTepHeT-ycnyr.

Ecnn IP-agpec/macka nogcetu/wnio3 n agpeca DNS-cepBepoB He Obinv npegocTaBneHbl
BalWwwuMm nocTtaBwukom WHTepHeT-ycnyr, Bblbepute [OuHamuuyeckum IP. Torga Bam
notpebyerca ykasatb Tonbko IP-agpec VPN cepBepa unu AoMeHHOe MMs OT Ballero

noctasLimka VIHTepHeT-ycnyr.

Tun agpeca: @ [JduHaMwuyeckwil IP-agpec CTaTtiyeckuil IP-agpec

IP-agpec/iMMA cepeepa:

Ecnn IP-agpec/macka nogcetw/wnio3 un agpeca DNS-cepBepoB Obinv npenocTaBneHbl

BalUMM nocTaBLUMKoM WHTepHeT-ycnyr, Boibepute Ctatuueckun IP. Beegute IP-appec VPN
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cepBepa unnM goMeHHoe UMA, NMpegoctaBlieHHble BallMM MOCTaBLUMKOM l/lHTepHeT-ycnyr,

BBEOUTE NMpo4mne napameTpbl.

Tun agpeca: OuHamuyeckii IP-agpec @ CTatwyecknid IP-agpec
IP-agpec/MmMA cepeepa:
IP-agpec:

Macka noaceTH:

Limrpa:

Mpeanoyntaemsid DNS-cepeep:

ol ol ol o] a
o| o| o| o] ©
o| o| o| o] ©
o| o| o| &| ©

ANbTepHaTHEHLIA DNS-cepeep:

(no eslBopy)

5) Tpn Bbibope PPTP/PPTP Poccua nossutca cTpaHuua kak Puc. 3-13. Hacrtponte
cnegylowuve napameTpbl, a 3aTeM HaxxmuTe [lanee Ans NpoaooiKeHUs.

MoxanyicTa, BEeANTE MMA NONB30BATENA W Napons. ECNW Bkl WX 3a6kink, 0GpaTUTeck 33 KOHCYNbTaUWeR K BalWemMy NoCTABILMKY
MHTEQHET-yCnyT.
MMA nons3oBaTens:
Napone:
Tun agpeca: @ JuHamwyeckui IP-agpec Cratnyeckui IP-agpec
IP-agpec/MmA cepeepa:
IP-agpec: 0.0.0.0
Macka nogcera: 0.0.0.0
inkoa: 0.0.0.0
DN S-cepeep: 0.0.0.0, 0.0.0.0

| Haaapn, | | [Nanee |

Puc. 3-13 BeicTpasa HacTponka — PPTP/PPTP Poccus
> Wmsa nonb3oBatens/Maponb — Ykaxute UmMa nonb3oBaTtens v Maponb, nonyyeHHbIe
OT nocTtaBwumka MHTepHeT-ycnyr. 3Ty nonsa sABNSATCA YYBCTBUTEMbHBIMU K PEruCTpY.

Mpy BO3HMKHOBEHUW NPOGIeMbl 06paTUTECH K MOCTaBLUMKY VIHTEPHET-yCnyr.

Ecnn IP-agpec/macka nogcetn/wnto3 n agpeca DNS-cepBepoB He Obinu npegocTaBneHbl
BalwuM noctaBwukom WHTepHeT-ycnyr, Bbibepute OuHamunyeckun IP-agpec. Torga Bam
notpebyetcsa ykasatb Tonbko IP-agpec VPN cepBepa unuM AOMeHHOe UMSA OT Ballero

nocTaBLLUMKa l/IHTepHeT-ycnyr.

Tun agpeca: @ JuHamwyeckwi IP-agpec CTatwyeckui IP-agpec

IP-agpec/UmA cepeepa:

Ecnn |IP-agpec/macka nogcetw/wnio3 n agpeca DNS-cepBepoB Obinv npenocTaBneHbl

Bawwum noctaswmukom UHTepHeT-ycnyr, Boidepute CtaTtndeckum IP. Beegute IP-appec VPN
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cepBepa Ui gomMeHHoe Umd, npegocrtaBrieHHble BallMM MNOCTaBLLMKOM l/IHTepHeT-ycnyr,

BBEAWTE NpoYne napameTpsbi.

Tun agpeca: ") OuHamMuueckwid IP-agpec @ CTatwuyeckuil IP-agpec
IP-agpec/MmA cepeepa:
IP-agpec: 0.0.0.0
Macka noacem: 0.0.0.0
Limkpa: 0.0.0.0
MpeanoynTaemsli DNS-cepeep: 0.0.0.0
ANbTepHaTHEHLIA DNS-cepeep: 0.0.0.0 (o eslBopy)

Ecnn Bbl nnaHupyete wucnons3oBate 3G/4G USB-mogem B KkayectBe pesepBHOrO
nogknodeHns Kk NHTepHet, otmetere none “Bknwountb 3G/4G B KayecTBe pe3epBHOro

noakntovyeHus K UHTepHeT”. Haxxmute Oanee.
BbicTpan HacTpoiika - 3G/4G

[[] Brntounte 3G/M4G B KaUeCTEE PE38PBHOTD NOOKNKIYEHUA K VIHTEpHET

MOoMHO HACTPOWTE 3GI4G-N0QKNIYEHNE B KAYECTES Pe3ePBHOND NOQKNKYEHWA ONA O0CTyNa K FIHTepHEeT. ECK Bel HE XOTHTE
celfyac HacTpaneaTe NapaMeTpsl 3G/MG, HaxMUTe Janee ANA NPOOON¥EHWA UMK BKMOYKTE Pe3epeHoe 3G/4G-NOOKNIOYEHKE,
yToOkl yKa3aHHEIE BAMKM HACTPOMAKK BCTYNMIK B CUAY.

[ Haaap ] [ Hanee ]

Puc. 3-14 Beictpas HacTpovika - 3G/4G
Mocne Toro, Kak HaCTPOWMKN NOAKMNoYeHUs K HTepHeT Obinn caenaHbl, OTKPOETCSt CTpaHuua
Bbibop pabouen yactotbl (cM. Puc. 3-15). OTMeTbTE YacTOTHbIE Auana3oHbl, B KOTOPbIX

Oynet pabotatb mapLipyTmusatop. Haxmute [lanee ons npogormkeHus.

BbicTpan HacTpoiika - BeiGop paboJeli yacToTbl

MoxkanyAcTa, oTMEeTETE HEOBXOQMMOE NONE ONA BKNKYEHWA UMK OTKNIYEHWA TpedyemMoi YacToTh.

24Ty
51Ty

[ Haaap ] [ Hanee ]

Puc. 3-15 BeicTpas HacTpolika — Beibop paboyei yacToTbl

> 2,4 TTy — MoxHO wucnonb3oBatb Torbko 4actoty 2,4 [Ty Ana nogknodeHus
fonblWKMHCTBA 4acTo WCNOMb3yEMbIX YCTPOMCTB, Hanpumep, WrpoOBbIX KOHCOJMEMN,
HOYTOYKOB, LIMOPOBLIX BUOEO PEKOPAEPOB U T. M.

> 5 Ty — 3TOT YacTOTHLIN gMana3oH MeHee NoABEPXKEH MOMEXaM M UCMNonb3yeTcsa Ansi

NOTOKOBOW nepegadn My3blku, BUoeo nUnn OHJ'Ial7IH-VIFp be3 3aepXxeK. Mcnonb3oBaHue
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3TOM YacToTbl NO3BONUT n3bexarb NoMex OT YCTponcTs, paboTtatowmx B cetn 2,4 T,
UInN OT TaKMX NCTOYHUKOB MOMEX Kak pagmoTenedoHbl Ui MUKPOBOSTHOBbLIE MeYN.
HacTpowTe 6a3oBble napameTpbl 6ecnpoBoaHom cetn 2,4 'L Ha cTpaHuue, kak Ha Puc. 3-16,

3ateMm HaxmuTe Oanee.

HmA GecnpoBOOHONR CETH: TP-LINK_02C5 (Tak#e Ha3klBaeTCA SSID)
Peruon: Pocour El
Jawmra:

@ WPAZ-PSK (pekoMmenOyeTcR)
Mapons 22050458

(BeeguTe oT 8 A0 63 CHMEONOE B KOQMPOBKE ASCI MnW oT 8 Ao 64 CUMBONDE
B WeCTHaOUuaTepuyHoM hopmate.)

OTENHYHTE 3aWnTY

[ononHWTENLHLIE HACTPONKK GECNPOBOOHOTD PEXAMA

| Haaag | | Hanee |

Puc. 3-16 bbicTpas HacTporika — becnpoogHom pexum - 2,4 Ty

> Wma 6ecnpoBoagHon cetn — Takke HasbiBaeTca SSID (Service Set Identification —
naeHTuduKauna KoMmnnekTa ycnyr). Ykaxute 3HadeHne gnuHon go 32 cumsonos. Becem
OecnpoBOfHbIM YCTPOMCTBAM CETU [AOMKeH OblTb MNPUCBOEH OOUH W TOT Xe
noeHtTudpumkatop SSID. Yto kacaetca 6e3onacHocTm ©ecnpoBOAHOM  CETH,
naeHtndpukatop SSID no ymondaHmio TP-LINK_XXXX. [OaHHoe none sBnsieTcs

YyBCTBUTENbHLIM K perncTtpy. Hanpumep, TEST u test — 310 PA3HbIE 3HaueHus.

> PervoH — Bbl66pVITe CoOoTBEeTCTBYHOLlEee 3Ha4YeHne 13 BbliMagarolwero MeHHo. B paHHOM
none ykKka3blBaeTCA pPernoH, rae d)yHKLI,VIFl 6eCI'IpOBOD,HOIZ nepegayvn aHHbIX MOXeT
ObITb Mcnonb3oBaHa. cnonb3oBaHne AaHHON (*)yHKLI,I/IVI B pernoHax, He yKa3aHHbIX B
crnncke, MOXeT ObITb He3aKkoHHbIM. Ecnn Baluen CTpaHbl Unn permoHa HeT B CNUCKe,

obpaTnTech 3a NOMOLLIbIO B MECTHbIE OpraHbl roCy4apCTBEHHOW BNacTu.

&= lMpumeyaHue:

Bepcua yctpornctea pgns CLIA He wmeer onumm Bblibopa pervoHa B cuny
3aKoHO4ATeNbHbIX OrPaHNYEHNA Ha UCNONb30BaHUe onpeaenéHHbIX YacToT.

> 3awwmTta

® WPA2-PSK — 3ta onuus BeiGpaHa no ymon4yaHuio, napons PSK 6yaeTt coBnagatb

¢ PIN-kogom mapLupyTtumsaTopa no yMOn4YaHuio.
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® OTKnuYUTbL 3awumTy — (DyHKLI,VII-O 6eCI'IpOBO,EI,HOIZ 3alnTbl MOXHO BKIHOYUTb UK

OTKMOUNTL. ECnn OHa OTKNIoYeEHa, 6eCI'IpOBO[J,HbIe CTaHUMK MOTYT NoAKNK4YaTbCA K

mapLupyTm3aTopy 6e3 WngpoBaHus.

YKaszaHHble BbIlIE ONUMM OTHOCATCA TONMbKO K HacTponke 6a3oBbiX MapamMeTpoB
OecnpoBogHoOro pexuma. Ona AONONHUTENbHbLIX HAacTpoek HaxmuTe “AonofHUTEenbHble

HacTpPoOMKu 6ecnpoBOAHOro pexumma’, nocrie 4Yero Bbl CMOXETE yKasaTb criegylolue

napameTpbi:
7| NononHWTENbHEIE HACTPOINKY GECNpPOBOOHOID pEXMMa
PesMM: | 11bgn cMelaHHeIil |~ |
lnpusa kawana: | AgTto |E|
Kawan: |Agmo |Z|
> Pexnm — Bblbepute 06ecnpoBogHOM pexuMm, Ha KoTopoMm Oyaetr paboTatb
mapLupyTusaTop.

® 11bg cmewaHHbIn — Bbibepute 3TOT BapuaHT, €Criv Bbl XOTUTE, YTOObI K Bam

MOrnu nogkntoyaTbca 6ecnpoBoaHbie KnueHTbl ctaHgapToB 802.11b n 802.11g.

® 11bgn cmelwaHHbIN — BbibepuTe aTOT BapuaHT, €Cnu Bbl XOTUTE, YTOOLI K Bam

MOrnu nogkntoyaTbca 6ecnpoBoaHbie KnueHTbl ctaHgapToB 802.11b, 11g mn 11n.

> lUupwmHa kaHana — BbibepnTe COOTBETCTBYIOLLEE 3HAYEHME U3 BbiNaaatoLLero cnucka.
3HayeHune no ymornyaHuio ABTO, NMpy KOTOPOM YCTPOWCTBO aBTOMAaTUYeCKu noabupaeT

LWMPUHY KaHana and KrnneHToB.

> Kanan — B aToM norne ykasbiBaeTcst paboyasi YactoTa. 3HayeHne no ymonyaHuio ABTo
(MapwpyTnsaTop aBTOMaTU4ecku BblOMpaeT Haubonee noaxoAawmii kaHan). He
crefyeT U3MeHsITb 3TO 3Ha4YeHWe, eCrN TONbKO HE BO3HWKIM NpobremMbl ¢ moMexaMu oT

HaxoasLwenca nodnmsocTn gpyrov TOUKM JocTyna.

9. HactpowTte 6a3oBble napameTpbl becnpoBogHon cetn 5 [Ty Ha cTpaHuue, Kak Ha Puc. 3-17,

3arem Haxmute Janee.
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WmA GecnpoBOOHOR CETH: TP-LINK 02C5_5G (Tar#e Ha3eleaeTCcA SSID)
Pernon: Poccua E
3amuta:

@ WPAZ2-P5K (pekomenayetca)
Mapone 22050458

(BeeguTe o7 8 oo 63 cumeonoe B kogupoeke ASCI wnw oT 8 go 64 cumeonoe
B WeCTHaaUaTEpHUHOM GopmMaTe.)

OTKMHYHTE 3AUNTY

JononHuTensHele HAcTPoRKK GeCNpOBOQHOMD pexuMa

| Haaag | | Hanee |

Puc. 3-17 BeicTtpas HacTponka — becnposogHou pexum - 5 Ty

Mma G6ecnpoBogHon cetn — Takke HasbiBaeTcsi SSID (Service Set Identification —
NMOeHTUUKaLMA KOMMMEKTa YCNyr). YKaXute 3HayeHne anuHon Ao 32 cumeonos. Beem
OecnpoBogHbLIM YCTPOMCTBAM CETU OO/MKEH OblTb MNPUCBOEH OOAWMH U TOT Xe
noeHtudpmkatop SSID. Yto kacaetca 6e3onacHocTu  6ecnpoBOAHOM  CETMH,
noeHtudpmkatop SSID no ymonyaHuio TP-LINK_XXXX_5G. [JaHHoe none sBsnseTcs

YyBCTBUTENbHbLIM K pernctpy. Hanpumep, TEST n test — ato PASHbBIE 3Ha4eHus.

PervoH — BbibepuTe coOOTBETCTBYIOLLEE 3HAYEHUE M3 BbiNagatowero MeH. B gaHHOM
nose ykasblBaeTCsl PermoH, rae pyHkuma 6ecnpoBoaHOM nepefayn aHHbIX MOXET ObiTb
ncnonb3oBaHa. Micnonb3oBaHne AaHHOW OyHKLUMM B PErMoHax, He yka3aHHbIX B CMUCKeE,
MOXeT ObITb He3aKoHHbIM. Ecnu Bawen CTpaHbl U1 permoHa HeT B Crnncke, O6paTI/ITer

3a NOMOLLIbIO B MECTHbIE€ OpraHbl FOCy,D,apCTBeHHOVI BnacTu.

& lMpumeyaHue:

Bepcusa yctponctea ansa CesepHon AMEPUKM HE MMEET Onuumn Bbibopa pervoHa B cuny
3aKoHoAaTeNbHbIX OrpaHMYEeHNn Ha UCMONb30BaHNe ONpeaenéHHbIX YacToT.

> 3awmTa

® WPA2-PSK - 3ta onuusa BeibpaHa no ymonyanuio, naponb PSK 6yaet coBnagatb

¢ PIN-kogom mapLupyTtumsaTopa no yMmonyaHuio.

® OTKNYUTL 3awmTy — OyHKUMIO BGEeCnpPOoBOAHON 3aLUTLI MOXHO BKIHOUYUTL UNK
OTKMo4YMTh. Ecnin oHa oTkntoveHa, 6ecnpoBoaHble CTaHLMM MOTYT NOAKNYATbLCH K

mMapLupyTm3aTopy 6e3 WwndpoBaHus.

YkasaHHble Bbille OMUUM OTHOCHATCA TOMbKO K HacTpolike 6a30BbiX MNapaMeTpoB

GGCI'IpOBO,EI,HOFO pexunma. Ons pononHuTenbHbIX HaCTpOeK HaXmute ‘NlononHnTenbHbIE
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HacTponku GecnpoBOAHOro pexuma’, nocre 4Yero Bbl CMOXeETe YyKasaTb crnegytouime

napameTpbl:
7| JononHWTENEHEIE HACTPORKKY GECNPOBOOHOMD PEXMMA
Pexmm: | 11a/n/ac CMELIJEHHI:-IE
lupuKa Kakana: | Agro |E|
Kawan: |Agro =]
> Pexum — Bblbepute 6GecnpoBogHoOW pexum, Ha koTopoMm 6yaetr paboTatb
MapLipyTusaTop

® 11an cmelwaHHbIn — BbibepuTe 3TOT BapuaHT, €Cnu Bbl XOTUTE, YTOOLI K Bam

MOrNu noaknodaTbca 6ecnpoBoaHble KnMeHTbl cTaHgapTos 802.11a n 802.11n.

® 11a/n/ac cMewaHHbIN — BbiGepute 3TOT BapMaHT, €Cniv Bbl XOTUTE, YTOObLI K BaM
MOrnu nopakntovaTbca 6ecnpoBoaHble KnMeHTbl cTaHgapToB 802.11a, 802.11n un
802.11ac.

> LlUupuHa kaHana — BbiGepuTe cooTBETCTBYIOLLEE 3HaYeHMe U3 BbiNaaaloLLEero crucka.
3HayeHne no ymonyaHuio ABTO, NMPU KOTOPOM YCTPONCTBO aBToMaTu4ecku noabupaet

LLMPUHY KaHana ana KrnneHToB.

> Kanan — B aTOM norne ykasbiBaeTcst paboyasi YactoTa. 3HayeHne no ymonyaHuio ABTo
(MapwpyTsaTop aBTOMaTU4ecku BblOMpaeT Haubonee noaxoAawmii kaHan). He
criefyeT U3MeHsITb 3TO 3Ha4YeHWe, eCrN TONbKO HE BO3HWKIM Npo6remMbl ¢ moMexaMu oT

HaxoAsLwenca nodnmMsocTn gpyron TOUKM JocTyna.

10. MoaTtBepanTe NapameTpbl U HaXMUTE KHOMKY COXpaHUTb AN BCTYMNEHUS HACTPOEK B CUITY.
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BbicTpan HacTpolika - MoaTeepXaOeHUe HACTPOEK

ELICTpan HacTpoiika 3aeeplwena. MogTEepaMTE HACTPOEHHEIE BaMK napameTpel. Haxmute HAZAL, 4yTofbl M3MEHWTE WX, UMK
COXPAHWTE, yToGbl COXpAHWTE BAWW HACTROMKW W MCNONL30BATL WX B OanbHeRWem.

HacTpoiku:

THN NOQKNHYEHKA:
3G/4G PeaepBHOE NOOKMHYEHHE:

BecnpoBoOHOR pexum - 2,4 ITu;
HmA GecnpoBoaHon ceTr(SSID):
Kanan:

Pexmm:

LWnpHHa Kanana:

Jawmra:

Mapons GecnpoBoOOHOR CETH:

BecnpoeogHOR pexmM - 5 T
HmA BecnpoeoaHod cetH(SSID):
Kanan:

Pexmm:

LWnpHHa Kanana:

OuHamuyeckuil IP-agpec
OTKNHOYEHD

BrnioueHo
TP-LINK_02C5
ABTO

11bgn cMewWaHHBIR
ABTO
WPAZ-Personal
22050458

BrniueHo
TP-LINK_02C5_5G
ABTO

11a/n/ac cMewanHEIR

AETO

Jawmura: WPAZ-Personal
Mapons GecnpoBoaHol cetw: 22050458
[ Haaag ] [ CoxpaHuTe ]

Puc. 3-18 BbicTpas HacTpolika — [NoaTBepXaeHne HacTpoek

Haxmute KHOMKY 3aBepLIJVITb Ana OKOH4YaHuA 6bICTpOﬁ HaCTpOIZKI/I.

BbICcTpan HAacTpoiiKa - 3aBeplueHne

COCTOAHNE HACTPORKN

HacTpoilka pabo4ero pesxuMa:  YConewHo
Hactpoika nogkniovenns WAN:  YcnewHo
Hactpoika nogknioyenna 3G/4G:  YeonewHo
Hactpoika wnwsza m DNS-cepeepa:  YCnewHo
Hactpolika DecnpoBOQHOTO PEXHMA:  YCMEeWHo

EkICTpan HAcTpoRKa 3aeeplweHa. HaxmnTe JABEFPLUATE onA eslxoga.

MpuMmeyanne: ECOM MapWwpyTH3aTop He MOMET NOQKMUNTECA K IHTEpHET, 3aigUTe B MEHID CNeEa B pasgen "Cets = WAN" gna
NOATEEP#OEHNA TMNA 1 pexMMa nogrniodeHna WAN Ha cTpanuue WARN.

3aBeplWuTE

Puc. 3-19 BbicTpas HacTpolika - 3aBepLueHune
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naBa 4. HacTtpouka mapupyTtusartopa

B atoii rnaBe pacckasbiBaeTcs 0060 BCEX OCHOBHbIX (YHKUMAX BEG-yTUNMTBI M cnocobax

HaCTPOWKW.

41 Bxop B cuctemy

lMocne ycnewHoro Bxoga B BEG-yTUNMTY HAacTPOMKN MapLUpyTM3aTopa B NIEBOM YacTu 3KpaHa Bbl

yBnanTe OCHOBHOE MEHI0, B npaBon 4acTu coaepkaTtca onncaHna U NHCTPyKUMN.

CocTroRHHe

BricTpan HacTpodka

Cemb

Bribop pabovyel YacToThl
bBecnpoBoOHOl pexHm - 2,4 Iy
BecnpoBoOHoH pexnm - 5Ty
locTeBan ceTk

DHCP

HacTtpoiku USB

NAT

MepeanpecalHA

Jawmura

PoOuTeNbCKWH KOHTPONb

{OHTpONL OOCTYNA

[ONONHUTENEHEIE HACTPORKH MapWPYTHIALNH

{OHTpONL NPONYCEHOH CnocobHOCTH
Mpuenzea IP- w MAC-agpecoe
Nuuamuyecknid DHS

IPvG

CHCTEMHBIE HHCTPYMEHTHI

Brixon

Hwxe npueoautcs nogpobHas nHpopmaums no BCEM OCHOBHbIM (PYHKLUSIM BEG-YTUNUTDI.
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4.2 CocTosiHue

Ha ctpaHuue CoctosiHMe copepXuTcs Tekywas uHgopmauua no maplipytmsatopy. [aHHas

WH(OpPMaLUs OCTYMNHA TONbKO ANst YTEHMS.
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Bepcua ectpoexHoro MO:

0.9.1 0,10 v0032.0 Build 150130 Rel.54144n

BepcuA obopygoBanuA:  Archer C2v1 00000000
LAN
MAC-agpec: C4.6E1F2F.02:C5
IP-agpec: 192.168.01

Macka nogcers:

256.265.255.0

BecnposogHoiil pexum - 2.4 My
BecnpoBOOHOE BElaHHE:
WmA GecnpoBogHOl ceTh (SSID):
Pexmm:
Kanan:

lllnpuHa KaHana:

BrnueHo
TP-LINK_D2C5
11bgn cMelaHHbIR
Apto(KaHan 1)

ABTO

MAC-agpec: C4:6E1F.2F:02:C5
Cocroanue WDS:  OTKNYeHO
BecnposogHoi pexum -5y
becnpoE0ogHOE BeWAaHHe: BENKYEHOD

WmA GecnpoBogHOl ceTh (SSID):

Pexum:
Kanan:

LinpuHa kanana:

TP-LINK_02C5_5G
11ain/ac cMelWaHHEIR
Agto(Kanan 52)

ABTO

MAC-agpec: C4:6E1F2F02:C4
CocTtoAHne WDS:  OTKMWKUEHD
WAN
MAC-agpec: C4:6E1F2F02:CE
IP-agpec: 219.134.212 92(PPPoE)

Macka nogceru:
OCHOBHOW WNH3:
DHS-cepeep:

Bpems B CeTH:

255 255.255.255

2191342121

202.96.128.166 202.96.134.133
0 gHei 00:04:56

3G/4G PeszepBHOE NOgKNKOYEHHE

CoCTORHME:  OTENKYEHO
IP-agpec: 0.0.0.0
Macka nogcetw:  0.0.0.0
OcHoBHOW wni3:  0.0.0.0
DMNS-cepeep:  0.0.0.0,0.0.0.0
BpemA paboTel: 0 gHel 02:08:11 | OBHOBUTE
Puc. 4-1 CocTtosiHne
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4.3 bBbicTpas HacTpouka

CwmotpuTe pasgen 3.2 PykoBoaCTBO MO ObICTPOM HAacTpOMKe.

44 Cetb

Cetb
-WAHN
- LAN

- KnowwpoBanune MAC-agpeca
-IPTV

Puc. 4-2 MeHto ceTb

MeHio CeTb cogepxuT 4eTbipe pasgena (cmotpu Puc. 4-2): WAN, LAN, KnoHupoBaHue

MAC-agpeca v IPTV. [Ing HaCTPOWKKN Hy>KHOW BaMm (OYHKLMN BbIGepuTe COOTBETCTBYIOLLIEE MEHIO.
441 WAN

B meHo “Cetb — WAN”, MoxHO HacTpoutb napametpbl WAN IP-agpeca, Kak ykasaHO Ha

PUCYHKE HUXe.

1. Ecnu noctaBwuk NHTepHeT-ycnyr ncnonb3dyet DHCP-cepsep, Bbibepute [IMHaMuyeckum
IP-agpec, B 3TOM cnyyae MaplpyTtu3aTop aBTomMaTuU4ecks nonyyumt |P-napameTtpbl OT

Ballero noctasLmka MiHTepHeT-ycnyr (cM. Puc. 4-3):

THN NOJKMHOYEHHA: |,D,HH3MHLIBCKMH IF'-a,aE OnpegenuTy|

IP-agpec: 0.0.0.0
Macka nogceru:; 0.0.0.0

Linkoa: 0.0.0.0

CHPEITE =
MTU{GaiT): 1500 (1500 no yMOoNYaHWwW, He WaMeHATEL 0ea HeoOxogMMOCTH)

Nony4uts IP-agpec ¢ nomousko Unicast: [ (Kak Npaeuno, 3To He TpedyeTca)

Ykazate agpec DNS-cepeepa epyynyr: [

WmA yana: | ArcherC2

CoxpaHuts

Puc. 4-3 WAN — [uHamuyeckuni IP-agpec
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Ha aTton ctpaHuue oTtobpaxeHsl napametpel WAN [IP-agpeca, npepoctaBneHHble
ONHamMmn4eckn oT Ballero noctaewmka VIHTepHeT-ycnyr, Bkntoyasa IP-agpec, macky nogcetw,
OCHOBHOM W3 U T. N. YTOObI OOGHOBUTL NapameTpbl OT MOCTaBLUMKA VIHTEpHET-yCcnyr,
HeobxoanMmo HaxaTb KHonky OOHOBUTbL. YTOObLI COPOCUTL 3HA4YEeHUs, BOCMONb3YWTECH

kHonkon OcBoboanNThb.
[na goctyna K AONOMHUTENBHLIM HACTPOMKaM HaXXmMuTe KHonky JlonofHUTeNbHO.

MTU (6anTt) — OO6blb4HO 3HaveHne MTU (Maximum Transmission Unit — makcumanbHbIv
pasamep naketa) pAans OonblwuHcTBa ceterr Ethernet coctanser 1500 6Gant. He
peKoOMeHOYyeTCa U3MEHsSITb 3TO 3HayeHue, ecrnim TOMbKO 3Toro He TpebyeT Ball MOCTaBLUMK

NHTepHeT-ycnyr.

Monyuutb IP-appec ¢ nomoubio Unicast — Hekotopble DHCP-cepBepa He nogaepxusatot
MHoroagpecHble (broadcast) npunoxenus. Ecnu Bbl He MoxeTe nonyydutb |IP-agpec

00bIYHbIM cnocobom, Bbl MOXKeETe BbiIbpaTh 3Ty onumio (3To TpedyeTcs peako).

Ykaszatb appec DNS-cepBepa BpyuHyro — Ecnv Baw noctaBwuk WHTepHeT-ycnyr
npenocTaBnseT Bam oavH nnu aea agpeca DNS-cepBepoB, BeibepuTe 3Ty ONuui0 U BBEANUTE
npenocraBrieHHble BaM OaHHble B COOTBETCTBYHOLMX NONAX. B NpoOTMBHOM Crny4dae agpeca

DNS-cepBepoB 6yayT NpegocTaBneHbl BaMm aBTOMaTUYECKN.

&= lpumeyaHue:

Ecnn npu nonbiTke gocTtyna Kk Be6G-canTy Bbl NosnydyaeTe coobLieHne o6 ownbke «Agpec He
HangeH», 3TO MOXeT O3HayaTb HenpaBuibHYK HacTponky DNS-cepsepoB. Bam cnegyet
cBA3aTbCA C MOCTaBLWUKOM WHTepHeT-ycnyr, 4ToObl yTOYHUTb WHopmauuio ob agpecax

DNS-cepBepos.

> Wma y3na — Vima yana mapLupyTtusaropa.

HaxmMuTe kHonky CoxXpaHuUTb A1 COXPaHEHWUS BalUMX HACTPOEK.

2,

Ecnn ot noctaBwuka MIHTEpHET-yCcnyr Bbl MOMAYYMN CTaTUYECKUMA MM PUKCUPOBAHHbLIN
IP-agpec, macky nogceTu, w3 u napametpbl DNS, Boibepute CtaTtnyeckun IP-agpec.

INpn aTOM OTKPOETCH OKHO, Kak Noka3aHo Ha Puc. 4-4.
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Thn noaknmYeHnA: | CraTndeckuil IF'—a,u,pE |OnpegenuTs

IP-agpec: 0.0.0.0
Macka nogcets: |0.0.0.0
linwos: 0.0.0.0
Mpegnoyntaemslit DNS-cepeep: 0.0.0.0
ANbTepHaTHBHLIA DNS-cepeep: 0.0.0.0 (no euiBopy)
MTU{ GaiT): 1500 (1500 no yMon4aHuw, He MaMeHATEL Gea HeoOxogUMOCTH)

| Coxparuts |

Puc. 4-4 WAN - Ctatudeckun IP-agpec

> IP-appec — YkaxuTte IP-agpec, nony4eHHbIN OT nocTaBLlymka NHTepHeT-ycnyr, B AeCATUYHOM

cdopmaTe ¢ pasgenuTenbHbIMU ToYKaMu.

> Macka nopcetTM — YKaxuTe 3Ha4yeHMEe Macku MOACETW, MOMyYeHHOe OT MOCTaBLUMKa
WHTepHeT-ycnyr B pecstudHom dopmarte ¢ pasgenutenbHbiMu Tovkamn. OObl4HO 3TO
255.255.255.0.

» OcHoBHOM wnto3 — VYkaxute |P-agpec wno3a, MOMAy4YeHHbIM OT MOCTaBLUMKA

WHTepHeT-ycnyr B 4eCATMYHOM dhopmaTe C pasaenmTenbHbIMU TOYKaMM.
> TNpepnountaembin DNS-cepBep — B atom none ykaxuTte IP-agpec DNS-cepsepa.

> AnbrepHatuBHbIn DNS-cepBep — Ecnn Bbl nonyumnu ot nocrtaslimka WHTepHeT-ycnyr

agpec gpyroro DNS-cepBepa, ykaxnte ero B 3Tom norie.

> MTU (6anT) — O6biuHO 3HaveHne MTU gna 6onblunHeTBa cetent Ethernet coctasnset 1500
6ant. He pekomeHOyeTCsl M3MEHATb 39TO 3HavyeHue, ecnu TOmNbKO 3Toro He Tpebyer

nocTaBLUuK NHTEpPHET-yCNyr.

Haxxmunte KHOMKY COXpaHMTb ana coxpaHeHusa BallnX HAaCTpPOeEK.

3. Ecnn Baw noctaBwuk WHTepHeT-ycnyr wmcnonb3yeTr nogknoveHne PPPoE, Bbibepute
PPPoE/PPPoE Poccus. 3aeck TpebyeTca HaCTpouUTb yKasaHHble HuxXe napaMeTphbl (CM. Puc.
4-5):

-30 -



AC750 becnpoBogHow AByXAnana3oHHbIN
Archer C2 rmrabuTHbIN MapLpyTn3aTop

Tun nopknwYeHnA: | PPPoE/PPFoE PDCE |OnpeaenuTy|

PPP uma nonezoBarens:
PPP napone:

MNoareepanTs Naponk:

BropuyHoe NnookniyeHne: @ OTKMIYEHD [OuHamuyecknii IP-agpec CTaTHyecknii IP-agpec
(OAnA Dual Access)

PeXHM NOaKMHYeHHA: @ Bceroa akTweHo
Mogkniounte no TpefoBaHno
MogrnounTE BRYYHYD

MaKCHMansHoe BPpeMA NPOCTORA: [15  MUHYT (0 03HAYAET, YT NOQKNIYEHNE
Gy0eT aKTMEHLIM NOCTOAHHC)

Thn ayTenThdpukaumn: | AUTO_AUTH E

| Coxpawute |

Puc. 4-5 WAN — PPPoE/PPPoE Poccus

Uma nonb3oBatens/laponb — Ykaxute uUmsa nonb3oBaTensd M naposb, NofyvYeHHble OT

NnocTaBLLMKa I/IHTepHeT-ycnyr. 91K nons YyBCTBUTEIbHbI K PETNCTPY.

BtopnyHoe noakntoveHue -— [laHHass onuusi AOCTYMHa TOMbKO AN MOAKITHOYEeHUs
PPPoE/PPPoE Poccusa. Ecnm  Bbl  nonyyunu oT  nocTtaBwuka WIHTepHeT-ycnyr
OOMONMHUTENbHLIN TN noakntoveHnsa (dnHamuyeckuin/Ctatnyeckuin IP-agpec) anst padotsl ¢
noKanbHOW CeTblo, TO Heobxoanmo BbiOpaTb none [OuHamunyeckun/Ctatudeckun IP-agpec,

YTOObI aKTUBMPOBATb 3TO NOAKMIOYEHUE.

e OTtknounte — Tllo YMONM4aHUi BTOPUYHOE NOAKMKYEHNUE OTKIKYEeHO, TaK 4TO

ncnonb3yeTcd Tornbko nogknoveHne PPPoE.

e [NunHamunyeckum IP-agpec — Bbibepute 3Ty onuuto, 4Tobbl NCNOMNBb30BaTb AUHAMUYECKUN
IP-agpec, noOmnMy4YeHHbI OT nocTaBliMKa WMHTEpHET-yCrnyr, B KayecTBe BTOPUYHOIO

nogknw4yeHnd and pa6OTbI C JTOKanbHOW CeThH0.

e Cratnyeckun IP-apgpec — BbibepuTe 3Ty onumio, 4ToObl MCMNONBL30BaTh CTAaTUYECKUIA
IP-agpec, nonyyeHHbIn OT nocTaBlmka WHTEepHeT-ycnyr, B KavecTBe BTOPUYHOIO

noaKknw4yeHna ana pa60Tb| C NIOKanbHOW CETbLI0.

Bcernpa aktmBHo — B aTtom pexunme MHTepHeT-COGﬂ,MHeHMe 6y/:|,eT aKTUBHbIM B Ntoboe

Bpems.
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> MoaknounTb No TpeGOBaHMI'O - I'Ipvl Bbl60pe 3TOro pexunma noakrvYeHne rnpekpawjaeTcad

aBTOMaTMyecKkn uyepes onpegeneHHbln nepuvog HeaktTusHocTM (MakcumanbHoe Bpewmsi
NpocTos) 1 BOCCTaHaBNMBAETCA nocne obpalleHus k VIHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
4yTOObI COEaUHEHMNE ObINO aKTMBHLIM MOCTOSIHHO, B Norie MakcumanbHoe Bpemsi NpocTos
yKkaxute 3HadeHue “0” . Takke MOXHO yKa3aTb KOHKPETHOE 3HAYeHME Nnepmnoga HeakTUBHOCTHU

B MUHYTaXx, nocrne ncre4eHnsa Kotoporo MHTepHeT-COGD,I/IHeHI/Ie 6y,1:|,eT pa3pbiBaTbCA.

> TMogknunTb BpYYHYH — [1ns HemMenneHHOro NoAKMoYEeHUS/OTKITIOYEHNST BOCMONb3yNTECh
kHonkon MopgkniounTb/OTKNOYUMTL. B  3TOM pexume nogoepxmBaeTcss  PyHKUUSA
MakcumanbHoe Bpemsi MPOCTOA Kak U ans pexuma MopgkniounTb No TpeboBaHUIo.
MoakntoveHne Kk VIHTEpHET MOXET OblTb MpeKpalleHO nocne onpeneneHHoro nepuopa
HeaKTMBHOCTM, a 3areM He Oyger BO30OHOBMEHO CHOBa npu  obpalleHun K
WHTepHeT-pecypcy.
HaxmunTte kHonky MoAaknYMTb ANs HEMELNEHHOrO MOAKIMYEHMS, @ AN HEMEANIEHHOro

OTKIMKOYEeHUA — KHOMKY OTKNIOUYNTDL.

BHuMaHue: VHorga nogkniodeHne He MoxeT ObiTb npekpalleHo, [ae ecnu B none
MakcrmarnbHoe BpeMsi MPOCTOS yKasaHo onpeferieHHoe 3HaYeHue, T.K. HEKOTOpbIe MPUMOXKEHUS

B choHOBOM pexumme obpawyatotcs K IHTepHeT-pecypcam.

Ecnn Bam HY>XeH OO0CTyn K OOMNONTHUTENbHbIM HaCTpOVIKaM, HaXXMUTE KHOMKY JononHutensHo.

MosiBMTCSA OKHO, Kak Noka3aHo Ha puc Puc. 4-6.

WA cepeuca: { HE MaMeHATL Ge3 HeoGXoaMMaocTH)
WA cepeepa: { HE MaMeHATL Ge3 HeoGXoauMaocTh)
MTU(DaiT): |1420 (1480 N0 YMONYAHNIO, HE W3MEHATE Ge3 HeoGxoguMacTi)

Wcnonk3oeats IP-agpec, npeAocTaBneH LIl
nocTaewmkom HHTepHeT-yCnyr:

HHTepean oMHOaHWA OTEETA HA 3anpoc: 30 (0-120 cekyHg, 0 caHayaeT, yTo 3anpoca He NpoUcXognT)

Yrazats agpec DNS-cepeepa Bpy4HYyH:

|  Coxpawnts |

Puc. 4-6 PPPoE [JononHutenbHble HAaCTPOMKK

> Wma cepBuca/lma cepeepa — Ecnu atoro He TpebyeT noctaBlimk WHTepHeT-ycnyr, He
crieqyet TporaTb 3TO rnone. B 6GonblUMHCTBE Criy4yaeB MOXHO OCTaBUTb 3TW MONS NyCTbIMU, W

9TO He nomMmellaeTt paGOTe.

»> MTU (6anT) — 3HauyeHne no ymonyaHmio 1480 6aiT, 4TO OObIYHO ABMSIETCA ONTUMAaIbHbLIM.
He pekomeHayeTca W3MEHATb [aHHOE 3HayeHue, ecnn TOMbKO 3TO He sBnsieTcs
TpeboBaHMem nocTaBLLmka NIHTEepHET-yCnyr.

» Wcnonb3oBaTtb IP-agpec, npeaocTaBneHHbIn nocTaBwMKOM UHTepHeT-ycnyr — Ecnu

Baw nocTtaBwmKk WHTepHeT-ycnyr He HasHayaeT MapwpyTtu3atopy IP-agpec B
aBTOMAaTMYECKOM pexunme npu BXoAe B CUCTEMY, OTMETLTE 3Ty sAYelky U ykaxuTe IP-agpec,
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nonyYeHHbIN OT nocTasLmKa VIHTepHeT-ycnyr B AecaTudHoMm dopmMaTe ¢ pasgenutenbHbIMU
TOYKaMm

UHTepBan oxupaHusa oTBeTa Ha 3anpoc — MapupyTnsatop npousBoauT OTCNexusaHue
TOYKM AOCTyna 4epes3 onpefeneHHbld MHTepBan B pexume OHnanH. o ymonyaHuto
yCTaHoOBMNeHO 3HadeHne “0°. Bbl MoxeTe ykasaTb 3HadeHue B npegenax ot 0 go 120.

3HaueHne “0” o3HavaEeT, YTO PYHKLMUSA OTKIOYEHA

Mpepnountaembin/AnbrepHatuBHbin = DNS-cepBep - Ecnu  Baw  noCTaBLUMK
WHTepHeT-ycnyr He HasHadaeT DNS-agpeca B aBTOMaTtM4eckoM pexume npu Bxode B
cuctemy, Bolbepute Ykasatb agpec DNS-cepBepa BpYy4YHYH U YKaXUTe MOMyYEHHbIA OT
nocraswumka WHTepHet-ycnyr IP-agpec B pecaTuyHom cpopmaTte € pasgenuTenbHbIMU
Toukamn. Ecnm umeetcs apgpec anerepHatuBHoro DNS-cepsepa, ero Takke cnegyet

yKkasatb.

HaxmMuTe kHonky CoxXpaHUTb AN COXPaHEHWUS BaLUMX HACTPOEK.

4,

Ecnv noctaBwmk WHTepHeT-ycnyr npegocTaBnsieT BaM NOAKMOYeHWe 4epe3 kKabenb
BigPond (nnn nogkntoyeHne Heart Beat Signal), Bbibepute BapuaHT Kabenb BigPond.

3aecb HeobxoaMMo yKkasaTb criegytowmne napameTpbl (Puc. 4-7):

THN NOAKNHYEHHRA: Kabenke BigPond E |OI‘IpE,£I,EJ'II-‘ITh

WmA nonesoearens:

Maponk:

Cepeep ayTeHTHIDHKALNK:

NomeH ayTeHTHDHKaLHK:
MTU{ GanT): 1500 {1500 No yMONYaHWKD, HE WaMeHATE De3 HeoGxXoOMMOCTH)

PeXuM NOAKN HYEHHURA: @ Bcerna akTMEHO
MogenioyKTe No TpeG0BAHMKD
MogKNKYUTE BRYYHYIO

MakcHmansHoe BpemA NpocToA: |15 MUHYT (0 03HAYaeT, YTo NOgKEMKYeHe
0yOeT aKTWEHLIM NOCTOAHHG)

|  Coxpanure |

Puc. 4-7 WAN — Kabenb BigPond

Uma I'IO.I'II:3OBaTej1H/napOJ1b — YKaxute MMmsa nonb3oBaTtens u naposib, norfyvyeHHble OT

nocTaBLUMKa I/IHTepHeT-ycnyr. OTn nons aBNAKTCSA YyBCTBUTEJIbHBbIMU K PErncTpy.

CepBep ayTteHTUUKaumum — Ykaxute |IP-agpec cepepa ayTeHTUMDUKALMM UNU UMSA y3na.
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[JomeH ayTeHTU(UKaALUKN — YKaxKUTe JOMEHHbIN Cy(PUKC MMeHU cepBepa B 3aBUCUMOCTU

OT BaWlero MeCtoHaxoXxaeHus. Hanpmmep:

NSW /ACT - nsw.bigpond.net.au
VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au
QLD - gld.bigpond.net.au

MTU (6ant) — O6biuHO Ana 6onblumMHcTBa ceTen Ethernet gaHHoe 3HauyeHne coctaBnsieT
1500 6ant. He pekoMeHAyeTCA U3MEHSITb €ro, ecrnv TOMbKO 3TOro He TpebyeT MoCTaBLUMK

WHTepHeT-ycnyr.

Bcernpa aktmBHo — B aTtom pexunme MHTepHeT-COGﬂ,MHeHMe 6y/:|,eT aKTUBHbIM B Ntoboe

BpPEMS.

MoaknounTb No Tpe6oBaHuIo — Npu BbIGOpPE 3TOr0 pexnma NoakntYeHne npekpallaeTcs
aBTOMATMYECKM 4epe3 onpederneHHbli nepuos HeakTMBHocTM (MakcumanbHoe Bpems
NpPOCTOA) N BOCCTaHaBNMBAETCA nocne obpaweHus Kk MHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
4YTOObl CoeaUHEHMNE ObINO akTUBHLIM MOCTOSIHHO, B None MakcumanbHoe Bpemsi NpocTos
yKaxute 3HadeHue “0” . Takke MOXHO yKa3aTb KOHKPETHOE 3HaYeHMe nepnoga HeakTUBHOCTHU

B MUHYTax, nocrne ncre4eHnda Kotoporo MHTepHeT-COG,D,VIHeHVIe 6yp,eT pa3pbiBaTbCA.

MoaknounTb BpY4YHY — [Ana HEMEeOIEHHOrO MOAKIMHOYEHUSI/OTKIIOYEHMSA BOCMNONb3YNTECH
kHonkon MopgkniounTb/OTKNOYMTL. B  3TOM pexume nogoepxmBaeTcss  PyHKUUSA
MakcumanbHoe Bpemsi MPOCTOA Kak U ans pexuma MopgkniounTb nNo TpeboBaHUIo.
MoakntoveHne Kk VIHTEpHET MOXET OblTb MpeKpalleHO nocne onpeneneHHoro nepuopa
HeaKTMBHOCTM, a 3areM He Oyger BO30OHOBMEHO CHOBa npu  obpalleHun K

WHTepHeT-pecypcy.

BHumaHue: WHorga nogknodeHMe He MOoXeT OblTb MpekpalleHo, Aaxe ecnv B none

MakcumaneHoe BpeM4d NpoCTod yKa3aHO onpepgenieHHoe 3HavyeHne, T.K. HEKOTOpPbIE MPUIoXxXeHua

B hoHOBOM pexumme obpawyatotcs Kk MIHTepHeT-pecypcam.

HaxmuTe kHonky CoxpaHuUTb 411 COXPaHEHWUs BalUMX HACTPOEK.

Ecnn noctaBwumk WHTEpHeT-ycnyr ncnonb3yet nogkrtodeHne L2TP, Bbibepute BapuaHT

L2TP/ L2TP Poccusa n HacTponTe ykaszaHHble Huke napameTpbl (cm. Puc. 4-8):
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Tun nogknw4ennA: | L2TP/LZTP PoccuA E |OI‘IpE,£LEJ'II-1TI:

WMA none30BaTenA:

NMapone:

Tun agpeca: @ [Oueamuueckni IP-agpec Cratuyeckwil IP-agpec
IP-anpec/UMA cepeepa:
IP-agpec: 0.0.0.0
Macka noacermu: 0.0.0.0
Llinkoz: 0.0.0.0
DNS-cepeep: 0.0.0.0, 0.0.0.0

IP-agpec WHTEpHET: 0.0.0.0
DM S-cepeep HHTepHeT: 0.0.0.0, 0.0.0.0

MTU(GanT): 1460 (1460 No yMONYaAHWID, HE W3MEHATL De3 HeobxogUMOCTH)
Pexum NOOKNOYEHHA: @ Bcerga aktweHo
MoAKNKYKTE No TPEGOBAHKID
MoJKNKYUTE BPYYHYIO

MakcumansHoe BpemMa NpocToA: |15 mMuHYT (0 03HAYAET, YTO NOQKNKYEHWE
OyOeT aKTWEHLIM NOCTOAHHO)

|  Coxpanurs |

Puc. 4-8 WAN - L2TP/ L2TP Poccus

Uma nonb3oBatens/laponb — Ykaxute uUmsa nonb3oBaTensd M naposib, NofyvYeHHble OT

NnocTaBLLUMKa I/IHTepHeT-ycnyr. OTu nons ABNATCSA YYBCTBUTESTbHBbIMU K PETUCTPY.

Tun appeca — BbiGepuTe, kakol Tun agpeca nNpeaocTaBnseTcs Bam MOCTaBLUMKOM

WHTepHeT-ycnyr: duHamunyeckuii IP-agpec nnn Ctatndeckuin IP-agpec.

IP-apgpec/Ima cepBepa - Bsegute IP-agpec VPN cepBepa wnu [oMeHHOe wuMs4,

npegocTasneHHble Bawnm noctaewmkom NHTepHeT-ycnyr, B none IP-agpec/uvs cepsepa.

MTU (6anTt) — O6bIvHO anga OonblunHcTBa ceten Ethernet gaHHoe 3HayeHwe coctaBnsiet
1460 ©ant. He pekoMeHAyeTCA M3MEHSITb €ro, ecriM TOMbKO 3TOro He TpebyeT MOoCTaBLUMK
WHTepHeT-ycnyr

Bcerga akTuBHO — B 3TOM pexume WIHTepHeT-coeauHeHne Oynoer akTuBHbIM B Nioboe

BpPEMS.

MopknounTb No TpebGoBaHuto — [pn BIGOPE 3TOro pexnma NoAKMYeEHNe NpekpaLlaeTcs
aBTOMaTMyecKkn uyepes onpegeneHHbln nepuvog HeaktTmsHocTn (MakcumanbHoe Bpewmsi
NpocTos) 1 BOCCTaHaBNMBAETCA nocne obpalleHus k VIHTepHeT-pecypcy. Ecnn Bbl xoTuTe,

4yTObObI COeaUHEHMNE ObINO aKTUBHLIM MOCTOSIHHO, B nore MakcumanbHoe BpemMsa npocTos
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YKaXunTte 3Ha4yeHne “0” . Takke MOXHO YKa3aTb KOHKpeTHOEe 3Ha4yeHne nepnoga HeakTMuBHOCTU

B MUHYTaXx, nocrne ncre4eHna Kotoporo MHTepHeT-COGD,VIHeHI/Ie 6y,u,eT pa3pbiBaTbCA.

MoaknounTb BpY4YHY — [AnNa HEMEeOIEHHOrO MOAKITHOYEHUSI/OTKIIOYEHNSA BOCMNONb3YNTECH
kHonkon Mopgkniountb/OTKNOYMTL. B  3TOM pexume nogoepxmBaeTcss  (PYyHKUUSA
MakcumanbHoe Bpemsi MPOCTOA Kak U ans pexuma MopgknounTb nNo TpeboBaHUIo.
MoakntoveHne Kk VIHTEpHET MOXET OblTb MpeKpalleHO nocne onpeneneHHoro nepuopa

HeaKTUBHOCTHU, a 3aTeM He OyaeT BO30OHOBNEHO CHOBa Npw obpalleHun kK MIHTepHeT-pecypcy

BHumaHue: VHorga nogkniodeHne He MoXeT ObiTb npekpaweHo, naxe ecnin B none

MakcnmanbHoe BpeMA NpPoCTOA yKa3aHO onpeneneHHoe 3Ha4vYeHue, T.K. HEKOTOpPbIe NPUnoXeHua

B hoHOBOM pexmme obpawyatotcs K MIHTepHeT-pecypcam.

Haxmunte KHOMKY COXpaHMTb Ana CoXpaHeHusa BallnxX HaCTpOeK.

6.

Ecnu nocraBwmk NHTepHeT-ycnyr npegoctaenser PPTP-nogkniodeHne, BbibepuTe 3HaueHne

PPTP/PPTP Pocus. 3gecb Heobxoammo ykasaTtb criegytolime napametpsl (M. Puc. 4-9):

Tun NoOKNKYEHHA: PPTR/PFTP PDCCHEE |OI‘IpE,£LEJ'II-‘ITh

WmA none3oearens:

NMaponk:

Tun agpeca: @ [uHamuueckwii IP-agpec CTatiueckwil IP-agpec
IP-agpec/iMA cepeepa:
IP-anpec: 0.0.0.0
Macka nogcerH: 0.0.0.0
Linkoa: 0.0.0.0
DHS-cepeep: 0.0.0.0, 0.0.0.0

IP-agpec HuTepHeT: 0.0.0.0
DHS-cepeep HHTepHeT: 0.0.0.0, 0.0.0.0

MTU{DanT): 1420 (1420 N0 yMONYaHWK, HE W3MeHATE Be3 HeobxogumocTH)
PexuM NoAKnHYeHHA: @ Bcerna akTneHo
MogknKynTe No TReGoBaHMKD
MogKNoUNTE BPYYHYKO

MaKkcWMAaneHoe BpEMA NPOCTOA: |15 MUMHYT (D 03HAYAET, UTO NOAKMKYEHKE
0yOeT aKTHEHEIM NOCTOAHHO)

| Coxpawwme |

Puc. 4-9 WAN - PPTP/PPTP Poccus

Uma nonbsoBaTenﬂll'Iaponb — YKaxute MMmsa nonb3oBaTens u naposib, norny4yeHHble OT

nocTaBLUMKa I/IHTepHeT-ycnyr. OTn nNons sBNATCA YyBCTBUTEINIbHBIMU K PErncTpy.
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> OuHamuyveckun IP-agpec/Ctatnyeckmun |IP-agpec — Boibepute Tun  agpeca,

I'IpeD,OCTaBJ'IeHHbIVI noctaswukom U HTEPHET-YCIyT.

> IP-appec/Mma cepBepa - Bsegute IP-agpec VPN cepBepa uvnuM OOMEHHOE UM,
npegoctaeneHHole  Bawum  noctaBwmkom WHTepHeT-ycnyr, B none |IP-agpec/nmsa

cepBepa.

> MTU (6ant) — O6blMHO Ans GonblwKnHCTBa ceten Ethernet gaHHoe 3HauyeHwe cocTtaenser
1420 6ant. He pekoMeHOyeTCA U3MEHSITb €ro, ecrnivm TOMbKO 3TOro He TpebyeT MoCTaBLUMK

WHTepHeT-ycnyr

> Bcernpa aktmBHo — B aTtom pexunme MHTepHeT-COGﬂ,MHeHMe 6y/:|,eT aKTUBHbIM B Ntoboe

BpPEMS.

> TMopgknounTb No Tpe6oBaHMKo — Npy BbIOOPE 3TOrO pexnma noakrdeHne npekpallaeTcs
aBTOMATMYECKM 4epe3 onpederneHHbli nepuos HeakTMBHocTM (MakcumanbHoe Bpems
NpPOCTOA) N BOCCTaHaBNMBAETCA nocne obpaweHus Kk MHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
4YTOObl CoeaUHEHMNE ObINO akTUBHLIM MOCTOSIHHO, B None MakcumanbHoe Bpemsi NpocTos
yKaxute 3HadeHue “0” . Takke MOXHO yKa3aTb KOHKPETHOE 3HaYeHMe nepnoga HeakTUBHOCTHU

B MUHYTax, nocrne ncre4eHnda Kotoporo MHTepHeT-COG,D,VIHeHVIe 6yp,eT pa3pbiBaTbCA.

> TMogknunTb BpYYHYH — [1ns HemMenneHHOro NoAKMoYEeHUS/OTKITIOYEHNST BOCNONb3yNTECh
kHonkon MopgkniounTb/OTKNOYMTL. B  3TOM pexume nogoepxmBaeTcss  PyHKUUSA
MakcumanbHoe Bpemsi MPOCTOA Kak U ans pexuma MopgkniounTb nNo TpeboBaHUIo.
MoakntoveHne Kk VIHTEpHET MOXET OblTb MpeKpalleHO nocne onpeneneHHoro nepuopa

HeaKTUBHOCTHU, a 3aTeM He OyaeT BO30OHOBNEHO CHOBA Npw obpalleHun kK MIHTepHeT-pecypcy

BHumaHue: VHoroa nogkniodeHne He MOXeT OblTb NnpekpalleHo, [axe ecnu B norne
MakcrmarnbHOe BpeMsi NPOCTOS YKkasaHO OonpeferieHHoe 3HaYeHue, T.K. HEKOTOpble MPUMOXKEHUS

B (0OHOBOM pexnme obpallarTcs K IHTepHeT-pecypcam.

HaxmMuTe kHonky CoXpaHUTb AN COXPaHEHWUS BaLlUMX HACTPOEK.

&= lMpumeyaHume:

Ecnu Bbl He 3HaeTe, KakOM TWM MOAKIOYEHUS BbIGpaTb, HaXMuUTe KHOMKY OnpenenuTb, U
MaplupyTM3aTop aBTOMaTM4eckM TNpOBEdeT CKaHMpOBaHWE CEepBEpOB M MPOTOKOMOB,
ncrnonb3yemblx WHTepHeT-nogknoyeHmeMm. @PyHKUMs oToOpasuT TUM  MOAKMYEHUS  NpU
oOHapy)XeHUN MapLUpyTM3aTOpOM aKTMBHOrO WHTepHeT-cepBuca. [daHHas uHpopmauus
NnpMBOOUTCA TONbKO AnA crpaskh. YToGbl yGeamMTbCcss B TOM, YTO MMEHHO 3TO MOAKMHYEHue
NpeaocTaBnsAeTcs NoCTaBLUMKOM VHTEepHET-yCrnyr, Hy)KHO 06paTUTLCA HEMOCPEACTBEHHO K HEMY.

MapLupyTM3aTop MOXET BbIABUTb chneayrLwine Ttunbl NOOKITHOYEHWIA:

e PPPOE/PPPOE Poccus — [nsa nogkntodeHui, mcnonb3yowmnx PPPOE, Tpebyetcs

yKa3atb M4 nonb3oBatena U naponb.
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e [NuHamuyeckum IP-agpec — [NogkntodeHns, UCNomnb3yroLne Ha3HadYeHne AnHaMnYeCcKnx

IP-appecos.

e Cratnueckun IP-agpec — [MoaknoyeHUs, UCMONb3yoLNE Ha3HAYEeHUEe CTaTUYECKNX

aapecos.

MapLpyTnsaTop He MOXeT OOHapyXuTb Takue nogknoyeHus kak PPTP/PPTP Poccusa, L2TP/
L2TP Poccus n kabenb BigPond. Ecnu noctaBLlumk VIHTEpHET-yCnyr MCNONb3YET OAHO U3 Takux
NOAKMIOYEHUI, Bbl JOIDKHbI NPOU3BECTU MOAKITIOYEHNE BPYYHYIO.

44.2 LAN

B meHio “Cetb — LAN” MOXHO HacTpouTb IP-napameTpbl okanbHOWM ceTh (CM. PUCYHOK HUXKE).

MAC-agpec: C4.6E1F.2F.02.C5
IP-agpec: 192.168.0.1

Macka nogcemw: 255.255.255.0

Brnryute IGMP Snooping: <

CoxpaHuTh
Puc. 4-10 LAN

»> MAC-agpec — dusnyeckuin agpec MapLupyTmM3aropa, KOTOpbI BUOUMBIV B NTIOKarNbHOW CETU.

[laHHOe 3Ha4yeHne He MOXET ObITb U3MEHEHO.

> IP-appec — YkaxuTe IP-agpec mapLipyTtusatopa, UCnomnb3ys eCATUYHbIA dhopmaT C

pasnenuTenbHbIMU TOYKaMM1, U cOpockTe ero (3HaveHne no ymondanuio: 192.168.0.1).

» Macka noacetu — [laHHOe 3HadeHne onpegenseT pasmep cetu. Obbl4HO 310 255.255.255.0

> IGMP Snooping - ®yHkumnsa IGMP snooping co3gaHa ans npegoTspalleHus nonyvyeHus
y3namu rnokanbHoOW ceTu Tpadumka, HanpaBnsaemMoro MynsTMKacT rpynnam, B KOTOPbIE OHU He
Bxoadat. dPyHkums IGMP snooping ocobeHHO adbdekTnBHO nogxoguT ana IP mynstukact

NPUNOXeHU, TpeboBaTeNbHbLIX K MPOMYCKHOM CNOCOBHOCTHU, Takmx kak IPTV.

& lMpumeyaHue:

1. Ecnun Bbl MeHsieTe IP-agpec B cetn LAN, Bbl OMKHbI MCNONb30BaTb 3TOT HOBbIV IP-agpec

Ans BXoda B MapLipyT13aTop.

2. Ecnu HoBbIn IP-agpec B cetn LAN He HaxoguTcAa B TOW e NMOLCETU, YTO U nNpeabliaywuni, B
nyn |P-agpecoB DHCP-cepsepa ©OyayT aBTOMaTU4ecks BHECEHbl COOTBETCTBYHOLLME
N3MeHeHUs, ogHaKo yHKUMM BupTtyanbHbii cepeep n DMZ He 6yayT paboTaTb 4O BHECEHUS

HEeobXoANMbIX MU3BMEHEHMWIA B UX HACTPOWKM.
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443 KnonuposaHune MAC-agpeca

B meHo “Cetb — KnoHupoBaHue MAC-agpeca’ moxHo HacTpouTb MAC-agpec B cetn WAN
(cm. Puc. 4-11):

MAC-agpec B ceTh WAN:  C4-6E-1F-2F:02-CB | BoccraHoeuTs 3asoackoil MAC-agpec |
MAC-anpec BaWlero KOMNLHTEpa: | KnoHuposate MAC-agpec |
CoxpaHuTe

Puc. 4-11 Knonmposarnne MAC-agpeca

HekoTopble nocTaBwmkn WHTepHeT-ycnyr Tpebytotr pernctpauun MAC-agpeca ceTeBoro

aganTtepa. 3nechb peako Tpe6yeTc;| BHOCUTb Kakne-nmbo naMmeHeHus.

> MAC-agpec B cetn WAN — B atom none otobpaxaetca Tekywun MAC-agpec nopta
Internet. Ecnn Baw noctaBwmk WHTepHeT-ycnyr TpebyeT OT Bac 3aperncrpmpoBatb
MAC-agpec, yKaxute KOppeKTHoe 3Ha4yeHne MAC-agpeca B dopmaTte
XX XX XX XX XX:XX (rae, X — aTo WecTHaguaTepu4Hoe Yncro).

> MAC-agpec Bawero komnbrTepa — B atom none otobpaxaetrca MAC-agpec
KOMMblOTEPa, KOTOPbIA WUCNOMb3yeTca ANnd ynpasneHus maplipyTtusatopom. Ecnn
TpebyeTcsa ykasatb 3HadeHne MAC-agpeca, Haxmute kHonky KnoHnpoBatb MAC-agpec 1

atotr MAC-agpec noseutcs B none MAC-aagpec B cetu WAN.

Ytobbl BoccTaHoBMTL 3aBoackon MAC-agpec nopta Internet Bocnonb3ymTecb KHOMKOW

BocctaHoBuTb 3aBoackon MAC-agpec.

Haxmunte KHOMKY COXpaHMTb Ona coxpaHeHua BallnxX HaCTpPOeEK.

&= lMpumeyaHue:

OyHkumss KnoHupoBaTb MAC-agpec MoXeT ObiTb MCMOMb30BaHa TOSMIbKO KOMMbOTEPOM
rioKanbHOW CETN.

444 IPTV

Mpwn BbIGOpe CeTb - IPTV oTkpoeTCcs OKHO, Kak Noka3aHo Ha puc. 4-12.
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IGMP Proxy: | Brnrounts E
Bepcua: |2 E

Pexmu: | ABTOMATHYECKN E

| CoxpaHuTh

Puc. 4-12 IPTV
IGMP Proxy — IGMP (npoTokon ynpasneHus rpynnamm WHTepHeta). Ecnn Bbl xoTuUTe

npocmatpusBaTth TenesugeHme Yepes IGMP, BknounTe a1y onumtio.
Bepcusa — Beibepute Bepcuio npotokona IGMP.

Pexum:

Pexaum: | AgTomarnyeckn |E|

e ABTomatuyecku - [lopTol LAN, ucnonbaytouwme TtexHonorno IGMP Proxy, 6yayt
paboTtaTtb 6€3 n3meHeHun, YTO NO3BONUT NpocmatpmeaTth IPTV kak no NpoBogHOMY, Tak

nno 6€CI'|pOB0}J,HOMy NOAKIMOYEHUIO.

Pesmm: Moct |E|
Mopt onA IPTV: OTKENHYKTE |E|

e MocrT - Ykaxnte koHkpeTHbI nopT LAN ansa IPTV TB-npucTtaBku, koTopas nony4mT
KOHKpeTHbIN IP-agpec HenocpeACcTBEHHO OT noctasLlmnka NHTepHeT-ycnyr. Hanpumep,
Bbl nogkrtoyaeTte Bawy IPTV-npuctasky k onpegeneHHomy nopty LAN u nonyyaeTte
curHan u IP-agpec ot Bawero nocrasLwuka IHTepHeT-ycnyr Hanpsamyto 6e3 kakmx-nnbo
noTepb B KaYecTBe, Jaxe ecrnv Ha KOMMbIoTEP, MOAKMOYEHHbIN K MapLUpyTM3aTopy,
3aKauMBalOTCA TOPPEHT-halnbl ¢ MakcumansHon ckopocTbio (nopT LAN B aToM cnyyae
nsonuposaH oT npounx noptos NAT).

* Mopt ana IPTV - Homep nopta LAN, Ha KkOTOpoM ycTaHaBnuMBaeTCs coeauHeHue

Tmna "moct" ¢ noptoM WAN/Internet ons ucnonssoBaxus ycnyru IPTV.

* LAN3/ LAN3&LAN4 - Homep nopTa LAN, yepes KOTOpbIN Bbl MonyvyaeTe curHan u
IP-agpec ansa ucnonb3oBaHus IPTV-ycnyri.

& MpumevaHue:

1. Ecnun nameHutb paboty nopta LAN B pexum "moct" ¢ noptom WAN/Internet, cucrema

nepesarpysuTcsi.
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N3meHeHnne nopta IPTV pgna TB-npuctaBku BCTYNUT B CuIly TONbKO MoOcChne

nepesarpysku MapLipyTusaTopa.

Mpuopuret VLAN gna goctyna K HHTepHeT: 0 |Z|
Hoenmadukatop VLAN ona ucnone3oBannA IP- 263
TenedoHa;
Mpuopuret VLAN onAa wcnonk3oBannA IP-renedrola: ] |Z|

Pexam: | 802.1Q Tag VLAN |E|
VLAN TAG onA HuTepHer: OTENHKYWTE @ BENKYKATE

Woewtichurarop VLAN ona noctyna K MHTepHeT: 1267

Woenthdpukarop VLAN ong ycnyru IPTV: 4000
Mpwopurer VLAN ong ycnyru IPTV: 4 |Z|
BrnwounTe Multicast VLAN gna IPTY

Pexum pabote! nopta LANT: IP-TenedoH |E|
Pexum padotel nopra LANZ: MHTEpHET |Z|
Pexnm paboTel mopra LAN3: | [AHTepHeT |Z|
Pesmm paboTel nopta LAN4: IPTV |Z|

802.1Q Tag VLAN - lNocTaBLuk MIHTEpHET-yCnyr MOXeT NPeaoCTaBnaTh NOAKMYEHNE
Ha ocHoBe TexHonornn 802.1Q Tag VLAN. Bbl MOXXeTe NpucBouTb ANs pasHbiX MOPTOB
LAN pasHble ngeHtudukatopbl BuptyansHon cetn (VLAN Tag ID): ons nogkntoyeHns
MK, IPTV TB-npuctaBkn unu IP-TenegoHa. CBSXMTECh C BalMM NOCTaBLLMKOM
WHTepHeT-ycnyr ons yTodHeHna nigopmaumm o6 ngeHtndmkatope BUpTyanbHOM CETU.

VLAN TAG gnsa UHTepHeT — Ecnu Bbl BKoYaeTe 3Ty Onumio, To Yepes
Internet-nopT 6yayT nepefaBaTbCs TONMLKO TErMPOBaHHbIE MaKeThl.

Upentudukatop VLAN ansa aoctyna Kk UHTepHeT — YKaxunte ngeHtudpukaTop
VLAN ansa goctyna k MIHTepHeT, KoTopbiv ObIN NpefocTaBneH BallMM NOCTaBLLUMKOM
UHTepHeT-ycnyr. Joctyn K HTepHET BO3MOXEH TOMbKO NpW YCroBUW, Cnu YKasaH
npaswnbHbIN naeHTudmkatop VLAN.

Mpuoputet VLAN ana poctyna k UHTepHeT — Ykaxute npuoputet VLAN ana
aoctyna K MiHTepHeT. He nameHsiTe 3HavyeHme no ymonyaHuio 6e3 HeobxoanmocTu.

Upentudukatop VLAN ansa ncnonb3sosaHus IP-tenecoHa — YkaxuTte
noeHtndukatop VLAN ons ucnons3oBaHus IP-TenedoHa, aTo 3Ha4YeHue JOMKHO
66110 6bITb NPeAoCTaBneHo BalMM NocTaBLMKOM NHTepHeT-ycnyr.
Mcnonb3osaHue |IP-TenedoHa BO3MOXHO TOMbKO NpY YCNOBMU, €CNK yKasaH
npaBurbHbIN naeHTndgukatop VLAN.

Mpuoputetr VLAN ansa ncnonb3soBaHusna IP-tenecoHa — Ykaxute npuoputeT ans
VLAN IP-tenedoHa. He namenante saHadeHne no ymonyaHmo 6e3 HeobxogmmocTu.
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Upentudukatop VLAN ansa yenyru IPTV — Ykaxute ngeHtudpumkarop VLAN ans
ycnyrm IPTV, 310 3HayeHne gormkHO Obino ObiTb NpeaocTaBneHo Ballnm
noctasLwmkom NHTepHeT-ycnyr. MNpocmoTtp IPTV BO3MOXEH TONBKO NpY YCrOBUM,
€Cnu ykasaH npasunbHbii naeHtudgpukatop VLAN.

Mpuoputet VLAN ansa ycnyru IPTV — YkaxunTte npuoputet VLAN ansa ycnyrm IPTV.
He nameHsante 3HadeHne no ymondaHmo 6e3 HeobxoaumMocTu.

Bkntountb Multicast VLAN - Ecnuv Baw nocraswuk MHTepHeT-ycnyr
npegocTtaBnsaeT cneynansHbli unm otaensHbin Multicast VLAN ana ycnyrm
IP-TeneBugeHus, noxanymncta, aktueupymnte onuuio Multicast VLAN gna IPTV u
BBeauTe npasurnbHoe 3Ha4veHne VLAN ID.

Pexxunm pabotkl noptoB LAN1-4 — [1na kaxgoro n3 yetblpéx noptos LAN MOXHO
yKasaTb onpeaenéHHbii pexum paboTel. [pu paboTe B pexnme VIHTepHeT,
BO3MOXeEH JOCTyN B VIHTEPHET M ynpaBneHne MapLupyTm3aTopom; B pexumax IPTV
n IP-tenecoH MOXHO ncnonb3osaTb TB-npucTtasky nnm yctponctso VolP,
noaknio4me nx K nopty LAN.

Haxmute kHonky CoxpaHUTb 45151 COXPaHEHNS! HAaCTPOEK.

Bbi6op paboyen 4acToTbl

B meHio “Bblbop paboyen 4actoTbl” MOXHO BblOpaTb AuanasoH 4acToT, KoTopbin OGyaer
ncnonb3oBaTbCa MaplipyTusatopoM. PekomeHayetca wucnonb3oBaTtb 4actoty 5 [Ty ansa
npocMoTpa BUAEO 1 paboTbl roONOCOBLIX NPUMNOXEHWUA, TOrda Kak Ansg NpocMoTpa Beb-cTpaHuL, 1
ans rocten Baluen ceTn pekomeHayeTcs 3apesepBupoBaTb YyactoTy 2,4 [Ty,

Moxanyiicra, 0TMeTkTe Heodxogumoe none AnA eslfopa Tpedyemoil YacToThI.

7] 241y
7] 50y

| CoxpaHuTe |

Puc. 4-13 Buibop paboyen yacTtoTbl

2,4 Ty (802.11b/g/n) — BeibepuTe 3TOT BapmnaHT A4Nns Toro, YTobbl MapLupyTm3atop pabotan

Ha yactoTe 2,4 Tu. OTOT YacTOTHbIM AnanasoH UCMONb3YeTCs AN NOAKIMOYEHNS K YacTo

ncnonb3yemMmbiM 6€C|'IpOBO,E|,HbIM yCTpOIZCTBaM, HanpuMep, K nrpoBbIM KOHCOIAM, H0yT6yKaM,

Ll,VI(prBbIM BunageopermcTparopam mn T. .

5Ty (802.11a/n/ac) — BbibepuTe 3TOT BapuaHT Ansi Toro, 4Tobbl MapLupyTmMsaTtop pabortan

Ha vactoTe 5 Tu. OTOT YacTOTHbIV Anana3oH MeHee 3arpyxeH un ncnonb3dyetca and

I'IpVIJ'IO)KeHVIIZ, YYBCTBUTEJIbHbIX K I'IpOI'IyCKHOVI CNOCOBHOCTU, TaKMX Kak npocnywmnsaHune

MY3bIKK, MPOCMOTP MOTOKOBOIo BMAEO UM Urp. Mcnonb3oBaHne 4YactoTbl 5 [Ty nomoraet
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n3bexatb nomex OT B6bITOBLIX YCTPONCTB, paboTatolmx Ha yactoTe 2,4 'Tu, Hanpumep,

6eCI'IpOBOﬂHbIX TeJ'Ie(bOHOB N MUKPOBOJTHOBbIX neyen.

4.6 bBbecnpoBogHoun pexum —2.4 Ty

bBecnpoBoOHOR pexHm - 24 My
- OCHOBHBIE HACTPOHKH
-WPS
- Jammura GecnpoBOOHOND PEXMME

- Munerpauws MAC-anpecoB

- OononNHATENLHBIE HACTPOHKH

- CTatTMCTHEA DeCnpOBOOHOND PEXMHME

Puc. 4-14 MeHio BecnpoBogHon pexum

MeHio bBecnpoBogHOM pexum coaepXuT wWwecTb pasgenoB (cMm. Puc. 4-14): OcCHOBHble
HacTpouku, WPS, 3awmrta OecnpoBogHoro pexuma, Punbrpauma MAC-agpecos,
JononHutenbHble HacTpoukn n CrtatucTuka 6ecnpoBOJHOrO pexuma. Boibepute HyxHbI

BaM pasfen Ans HaCTPOWKM COOTBETCTBYIOLLEN (OYHKLUM.

4.6.1 OCHOBHbIe HaCTPOUKMN

B meHio Ha cTpaHuue “BecnpoBogHon pexum — 2,4 Ty — OCHOBHble HACTPOMKU™ MOXHO
HACTPOUTb OCHOBHbIE NapamMeTpbl 6eCnNpOBOAHON ceTh Ha YacTtoTte 2,4 ITu,.

WA DecnpoBoOHOR CETH |IP—LINK_02 C5 (Tarz#e Ha3wlBaeTcA 33I0)
Pernou: | Poccua E|
BHHMaHKe:

B uenAx cofninaednA QeAcTEyI0WEero 3aK0H00aTenscTea, yieOMTecs, YTo CTpaHa BeifpadHa npaenneHo.
HenpaenneHaA HACTROMKA MOKET NOCMVKUTE NPMYNHON BOSHUKHOBEHWA NOMEX.

Pexum: | 11bgn cmewan i
Kanan: |Agto i
LnpuHa Kanana: ApTo :

BENwuWTE WKpoKoBewanHme 3310
[T] Brntounte WDS

CoxpaHuTe

Puc. 4-15 BecnposogHon pexum — 2,4 Ty

> Wma 6ecnpoBogHon cetu — Takke HasbiBaetca SSID (Service Set Identification —

naeHTUnKauma KoMmnnekTa ycnyr). Ykaxute 3HadeHue anuHon go 32 cumeonos. Bcem
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6eCI'IDOBO/J,HbIM yCTpOIZCTBaM CETU OO0IMKEH ObITb NPUCBOEH OOUH N TOT Xe I/ID,eHTVI(bI/IKaTOp

SSID. Yto kacaetca 6GesonacHocTu 6GecnpoBogHou ceTun, uaeHTudukatop SSID no
ymonyanuto TP-LINK_XXXX. [daHHoe none sBnsieTcsa 4yBCTBUTESbHbIM K PErucTpy.

Hanpumep, TEST n test — ato PA3HbIE 3Ha4veHus.

» PervoH — BuibepuTte COOTBETCTBYIOLLEE 3HAYEHUE M3 BbiNadaloLero MeHo. B gaHHoOM none
YKa3blBaeTCa pPernoH, rae QyHKumMsi OecnpoBOfHOM nepefadn AaHHbIX MOXeT ObiTb
ucnonb3oBaHa. cnonb3oBaHne gaHHOW QYHKLUUW B permoHax, He ykasaHHbIX B CrUCKe,
MOXET ObITb HE3aKOHHbLIM. ECnn Ballen cTpaHbl UnuM perMoHa HeT B cnucke, obpatutech 3a

NOMOLLbIO B MECTHbIE OpraHbl rocyp,apCTBeHHon BnacTu.

lNocne Toro Kak Bbl Bbl6pa]’|l/| Ball pernoH 13 Bbinagawuwiero crimcka, HaxxmmTte COXpaHVITb,

NosABMTCS YBEAOMSIEHUNE, KaK YKa3aHo Ha pucyHke Huwke. HaxmuTte OK.

CoobuweHue ¢ seB-cTpaHuubl [—Zhj

HenpaenneHelli EBIGOp CTRaHEl MOMET CTaTe NPUYMHOH BOIHMKHOEEHN
! L A MOMEX Y ApYyTUx YETRORCTE, KPOME TOTD, 3TO AEJRETCA HAPYLLEHWEM j
EHCTEYHILLIEND 33K0HOLaTENRCTES,

YBegomneHme

&= lMpumeyaHue:
Bepcusa yctponctea ans CLUA He umeeT onuun Beibopa permoHa B Cuny 3akoHOAaTerbHbIX

OrpaHNYEeHNIN Ha UCMNONIb30BAHNE ONPEAENEHHLIX YacToT.
> Pexum — BbibepuTte COOTBETCTBYIOLLUN PEXUM.

® 11bg cmewaHHbI® — Bbibepute 3TOT BapwaHT, ecnn K Bawen cetn Oyayt

noakntyaTtbes 6ecnpoBoHble ycTponcTBa ctaHgaptos 802.11b n 802.11g.

® 11bgn cMmewaHHbIn — BbibepuTe 3TOT BapuaHT, e€crnuM K Bawen cetn Oyayr
noaknt4yatbcs 6ecnpoBogHble ycTponcTBa craHgaptoB 802.11b, 11g wn 11n.
HacTtoaTenbHO pekomeHayeTcsa ucnonb3oBaTtb pexunm 802.11bgn cmelwwaHHbIR, YTOGLI
Bce OecnpoBoaHble knueHTbl (cTtaHgaptoB 802.11b, 802.11g u 802.11n) mornu

NoaKMYaTbCs K MapLIpyTU3aTopy.

> KaHan — B aToM none ykasbiBaeTcsa paboyas yactota. KaHan no ymonyaHuio ABTo. He
crnenyeT U3MEHSATb 3TO 3HaYeHWe, ecnu TONbKO He BO3HMKNM NpobrnemMbl ¢ noMexamu ot

HaxopsLlencs NobnM3ocTy Apyroi TOUKM JoCTyna
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LUVIpVIHa KaHana — Bbl6epVITe LUMPUHY KaHana M3 BbiNagatowlero crnmncka. Mo yMOIn4aHuo
YCTaHOBJIEHO ABTOo. B 3TOM Ccny4yae perynupoBka LWUPUHBI KaHana Ana KIneHTOoB

npon3soanTCcA aBToOMaTU4ECKN.

& lMpumevaHue:

Ecnu B none Pexum BbibpaHo 11bg cMmewaHHbIn, none LUMpuHa kaHana cTaHeT ceporo
uBeTa, U B HeM nosiBuTcs 3HadeHne 20MIu, koTopoe Henb3sa byaeT U3SMEHUTD.

Bkniounts wmpokoBewaHue SSID - Korga 6ecnpoBogHble KNMEHTbI NPOBOASAT
CKkaHupoBaHue ansa noucka 6ecnpoBofHou cetu, oHM Haxopat SSID, koTopoe Bellaetcs
MapwpyTtusatopoMm. Ecnu otmetnte onuuio Bknrouutb wmpokosewaHue SSID,

MapLupyTusartop dyget BewaTtb nma ceoen 6ecnposogHon cetn (SSID).

Bknrountb WDS — BhiGpas ato none, Bbl aktmBupyete dyHkumio WDS. C nomoLbio aTon
OYHKUUN MapLLPYTU3aTOp CMOXET yCTaHaBfMBaTb COEQMHEHUE «MOCT» MeXay ABYMS Unu
6onee 6ecnpoBogHbIMK fokanbHbiMK ceTamn (WLAN). Tlpy BKMOYEHUM STOW ONUMM Takke
OyneT HeobxoaMMO ykasaTb psig NapameTpoB, Kak nokaszaHo Ha Puc. 4-16. YbeamTtech B TOM,

YTO AaHHble HaCTpOIZKVI YKa3aHbl BEPHO.

7| Benwunte WDS

SSID (K KOTOPOH Bbl XOTHTE MOOKNHYHTECA):

MAC-agpec (K KOTOpOMY Bbl XOTHTE Hanpumep 00:10D:0F:11:22:33
NOOENKYHTECA )

| MNounck |

Tun knroya: Het |Z|
Mugekc WEP: |1
THN aYyTeHTHIDHEALHK: OTEpLITAR CHCTEMA
Wngppoeanune: |TK|P

Mapone:;

Puc. 4-16 WDS

SSID (k koTOpOM Bbl XOTUTE NoagknunTbesa) — Mma SSID Toukm gocTtyna, K KOTOPOW Balw
Maplpytu3atop OyaeT nNoAKMYEH B pexume KnvMeHTa. Bbl  Takke MoxeTte
BOCMOnb3oBaTbCs yHKUMEN noucka Ans Bblbopa MMeHu SSID, K KOTOPOMY Bbl XOTUTE

NOAOKIMHIOYNTBLCA.

MAC-agpec (k KoTopoMmy Bbl XoTuTe noagkniountbcsa) — MAC-agpec Todkn goctyna, K
KOTOpOW Ball MapLipyTusaTop OyAeT MOAKIIOYEH B peXMME KrnueHTa. Bbl Takke moxerte
BOCMONb30BaTbhCA (PyHKUMen nomcka Anda Bbibopa MAC-agpeca, K KOTOPOMY Bbl XOTUTE

NOAKIMKYNTBLCA.
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> Mowuck — Haxxmnte OaHHYIO KHOMKY A114 NOUCKa ToYeK AocTyna, KoTopble B AaHHOM pa17|0He

paboTaloT Ha Tekyllei YacToTe.

> Tun knroya — ,D,aHHyIO onuuo cnegyet HactpamBaTb B COOTBETCTBUM C NapamMeTpamu
©e3onacHOCTM TOYKM noctyna. HacTtositensHo pekomeHayeTcd BbiICTaBUTb TUM 3alUUThI,

COOTBeTCTByPOUJ,I/IVI TNy 3allnTbl BaLUen TOYKN aoctyna.

> WHpekc WEP — [laHHas onumsa ncnonb3yeTcsa TOMbKO B TOM Crnyyae, ecnv B KadecTBe Tuna
kntoya BblOpaHo wudposaHme WEP (ASCIl) nnn WEP (wecTtHaguaTepuyHbin chopmar).

[aHHbI napameTp ykasbliBaeT Ha nHaekc krnoyva WEP.

»> Twun ayTteHTudpmkaumm — [aHHaa onuus ucnonb3yeTcs B TOM Cryvae, eCnu B KadecTse
TMna kn4da BblOpaHo wudgposaHe WEP (ASCIl) unu WEP (wecTtHagLaTepuyHbIn

dopmart). [laHHbIV napameTp ykasbiBaeT Ha TUM ayTeHTUMUKALMN KOPHEBOIN TOYKM JOCTyna.

»> LWudpoBaHue — Ecnu B kauecTBe Tvna ayteHTucmkaumm ykazaHo WPA, MOXHO BbIGpaTh
wwndpposaHue TKIP nnu AES.

> Maponb — Ecnu Toyka gocTyna Ballero maplipytusatopa Ons NoakniodeHust Tpebyet

naporsib, Bam HeobXxoaMMo BBECTU naposib B 4aHHOM none.

4.6.2 WPS

BuibpaB B MeHo “BecnpoBogHon pexum — 2,4 Ty — WPS”, Bbl yBUanTe CTpaHuly, Kak Ha
Puc. 4-17. B aToM pasaene cogepXaTcs ykasaHus no NoAKoYeHnio 6ecnpoBoAHOro yCTponcTea

K cywiecTtBytowen cetn nocpeactsom pyHkumm WPS (Hactporika 3awuwénHoro Wi-Fi).

WPS:  Bknw4eHo | Omgiounte |

Tekymuii PIN-kop: 22050458 | Boccranosute PiN-kog, | | Coagare Hoswiil PiN-kog, |

OTknoynTe BEOO PIN-KOOa

[obaeneHne HOBOTO YCTPORCTEA: | N obaenTe ycTpocTED |

Puc. 4-17 WPS
> WPS — 3a0ecb MOXHO BKITHOYUTbL UK OTKMOUNUTL yHKumno WPS.

» Tekywmn PIN-koa — 3gecb otobGpaxkaetcs Tekyllee 3HadeHne PIN-koga maplupytmusartopa.
PIN-kog ycTponcTBa MOXHO HalTW Ha HaKNewnke Ha HWKHeW naHernu ycTpoucTsa unv B

PYKOBOACTBE MoSib30BaTersi.
> BoccraHoButb PIN-kog — BocctaHoBuTb PIN-kog no ymonyaHumio.

» Cospatb HoBbIM PIN-kog — HaxmuTte 9Ty KHOMKY, 4TOOblI CreHepuMpoBaTb CIlyYawHbIN

PIN-kog. laHHasi onumsi noMoXXeT BaM 06e30nacuTb Bally CETb.
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> OTtknrountb BBOA PIN-koga — Ecnu BbibpaHa gaHHas onumd, To 6ecnpoBOgHbIE KIUEHTDI

He CMOryT MNOAKMYNTBCA K ceTu ¢ nomoLbio Beoda PIN-koga.

> [ob6aBuUTb YCTPOMCTBO — HaxaB 3Ty KHOMKY, Bbl MOXETe BPYYHyl0 A00aBWUTb HOBOE
YCTPOWCTBO K CYLLIECTBYIOLLEN CETU.

Ecnn ©GecnpoBogHoe ycTponcTBo nogdepxmBaeT yHkumo WPS (HacTporiky 3awuwEHHOro

Wi-Fi), Bbl MOXeTe ycTaHOBUTbL B6ecnpoBogHoe coeanHeHne mexay 6ecnpoBogHbIM YCTPOMCTBOM

1 MapLupyTtusatopom nnbo Haxatmem kHonkn WPS, nnbo nytém BBoaga PIN-koaa.

& lMpumeyaHue:

UTtobbl ycnewHo HacTpouTb coeauHeHne ¢ nomoubto WPS, Bam Takke HeOOXOAMMO BHeECTU
cooTBeTcTBYylOWMe HacTporkn WPS ans nogknioyaemMoro yCTponcTea.

. JobGaBneHue ycTponcTtsa Haxxatnem kHonku WPS
Vcnonb3ynte 3TOT MeTOo, eCNK Balle KIIMEHTCKOE YCTPONCTBO umeeT kHonky WPS.

War 1: Haxmute kHonky WPS/Reset Ha 3agHen naHenu mapuwpyTtusatopa. CocTtosHue

dyHkun WPS ocTaBbTe MO yMOMnyaHuio, To ecTb BknroveHo, 3aTeM HaXmuTe KHOMKY

«

HOob6aButb yctponctBo (cM. Puc. 4-17). 3atem BbiGepute “ HaxaTb kHonky WPS

HOBOro yCTpPOMCTBa B npegenax ABYX MUHYT n HaxmuTe Mogknwountb (cMm. Puc.
4-18).

(7 Beect PIN-kog Hoeoro yCTpORCTEA.

PIM:

@ Hamate kHonky WPS HOoBOrO YCTpOICTEE B NpeAenax ABYX MUHYT.

[ [MogknYnTE ] [ Haaaa

Puc. 4-18 [lo6aBneHne HOBOro ycTpomncTea
War 2: HaxmuTe n yaepxumsanTte HaxaTton kHornky WPS KNnMeHTCKOro yCTponcTea.

War 3: WHgukatop WPS Oyget muratb NpMMEpPHO ABE MUHYThI, MOKa YCTPONCTBO AobaBnsercs

C nomoLublo dyHKkuun WPS.
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War 4: Korga wHgmkatop WPS 3aroputcd, He muras, KNMeHTCKOe YyCTPOMCTBO ByaeT ycnewHo

NOAKIIOYEHO K MapLUpyTU3aTopy.

Il. [Nob6aBneHne yctpouctBa nyTém BBopa PIN-koga knueHTCKOro ycTpoucTBa Ha

MapLupyTu3aTope

OTOT MeTOA MCMOMb3YeTCHd, eCnv Balle KIMEHTCKOe YCTPOMCTBO He umeeT kHormkn WPS, Ho

nmeet PIN-kog Ang HacTpowku ¢ nomoLubto dyHKummn WPS.

War 1: CoctosHue dyHkumm WPS ocTtaBbTe nNo ymonyaHuio, TO ecTb Bknro4veHo, 3atem
HaxxmuTe kHonky [lo6aBuTb ycTponctBo (cMm. Puc. 4-17), oTkpoeTcs cTpaHuua, Kak Ha
Puc. 4-19.

@ BeecTh PIN-K0Q HOBOTO YCTPORCTEA.
PIM:

HaxaTte kHonky WPS HOBOTO YCTROWCTEA B Npedenax OBV MHHYT.

| Mogknounts | | Hazap

Puc. 4-19 [lo6aBneHne HOBOro ycTponcTea

LWar 2: Beeaute PIN-ko4 KnmMeHTCKOro ycTponcTtea B none Ha crtpaHuue WPS (cMm. pucyHok

BbILUG), 3aTteM HaXMUTe KHOMKY MoaknounTb.

War 3: [pu ycnewHoM MOAKMIOYEHUN KIMEHTCKOrO YCTPOMCTBA K MapLupyTus3aTtopy AOMKHO

nosiBUTbCA cooblleHne «MoaknoyeHne ycnewHo ycTaHOBEHO! .

lll. Jo6aBneHue ycTponcTtBa nyTém BBopja PIN-koga mapuipyTtmsatopa Ha KIIMEHTCKOM

ycTpoucTBe

OTOT MeTOA WCMOonb3yeTcs, €CnvM Balle KIMEHTCKoe ycTponcTBo TpebyeT BBecTu PIN-kog
MapLupyTusaTopa.

War 1: Ha knueHTckom yctponctBe BBeguTe PIN-kog, kOTopbii ykasaH Ha cTtpadHuue WPS
MapLipytusatopa, kak Ha Puc. 4-17 (OH yKasaH TakkKe Ha HWKHEN naHenu
MapLupyTusaTopa).

War 2: WHaukatop WPS GygeTt muratb NpMMepHO ABe MUHYThI, NOKa YCTPOMCTBO AobaBnsercs
C nomoLLbio pyHKuun WPS.

War 3: Korga nHgmkatop WPS 3aroputcs, He murasl, KNMMEHTCKOE YCTPOMCTBO OyaeT ycnewHo
NOAKNIOYEHO K MapLupyTn3arTopy.

& lMpumeyaHue:

1) WnHgukatop WPS Ha Touke goctyna OyaeT ropeTb B TEYEHWEe 5 MUHYT Mocre ycrnewHoro

A06aBneHns K CeTN HOBOMO YCTPOWCTRA.
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2) OyHkuua WPS He MOXeT ObiTb MCMONb30OBaHa, €cnv Ha MaplipyTu3aTope OTKIYEHO
becnpoBogHoe BelaHue. Nepen Tem kak ucnonb3oBatb dyHkumMio WPS ybeauTtech, 4To
OecnpoBogHOE BELLL@HME BKIHOYEHO.

46.3 3awuTta 6ecnpoBOAHOro pexuma

B meHio “BecnpoBogHom pexum — 2,4 MMy — 3awmTta 6€cnpoBOAHOrO pexuma’ Bbl MOXETE
HacTpouTb NapameTpbl 0GesonacHocTM Bawel GecnpoBogHonm cetn. MapupyTusaTop
nogaepxumBaeT nNsaTb pexunmoB 6esonacHocTn 6ecnpoBogHoro pexuma: WPA-Personal,
WPA2-Personal, WPA-Enterprise, WPA2-Enterprise n WEP.

3awmTa 6eCnpoBOAHOro peXxuMa

Mpumevanne: 3awmta WEP, ayteHTndukauna WPAMPAZ - Enterprise m wnppoeadne TKIP He noaoepxuean0TCA, 8Cni
BKMIYEHE DyHKUMA WPS

Y100k ofe3onacnTe BalWy CETL, HACTOATENLHO PEXOMEHAYETCA BKMIOYNTE 33wWMTy GecnpoeogHoro pexmma n esbpats
whndpoeanne WPAZ-PSK AES

OTENHMHTE 3alMTY

@ WPA/WPAZ - Personal (pexomesayerca)
Tun ayreHTHpukaumn: WPAZ2-PSK E
Wudppoeanne: AES E
Napons GecnpoBoaHol cetw: 22050458

Nepuog o6HOBNEHHA rPYNNOBOTO kNoya: | 0

WPAMPAZ - Enterprise
THN ayTeHTHUEAUMK:  AgTo
WndppoBanne:  Aoto
IP-appec Radius-cepeepa:
NMopr Radius-cepeepa: 2 (1-65535, 0 gnA 3HaYeHWA NOPTa NO yMonyaHuo 1812)
Mapons Radius-cepeepa:

Mepuon 0GHOBNEHKA rPYNNOBONO KNH4a:

WEP
Tun ayTenTHepuKaUMM: | OTipean cuet

@opmar knw4a WEP: | lllectHaguarep

Knioy Buibpan:  Knwoy WEP THn Kni0ya
Knwu 1: @& OTknroueHo -
Knwoy 2: OTknoyeHo
Knroy 3: Otkniouexo |~
Ko 4: OTknoyeHo

__Coxpanuts |

Puc. 4-20 3awwuTa 6ecnpoBogHOro pexnma

> OTKnYNTL 3alumTy — Ecnn Bbl xoTuTe akTnBmnpoBaTb OaHHYKO (byHKLI,I/IIO, OTMETbTE
COOTBETCTBYHOLLYHO ﬂ‘-IeVIKy. HacTtositenbHo pekoMmeHayeTca Bbl6paTb OAUH N3 NMerLnxca

pexumoB obecneyeHns 6e30nacHoOCTu.
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> WPA/WPA2-Personal — BbibpaTtb 3awmty Ha ocHoBe WPA/WPA2 ¢ ucnonb3oBaHuem

obuero knoya. ITOT TUN 3aLUMThI yCTaHOBJ1€H Ha MapLlipyTn3atope no yMmoJi4aHuto.

e Tun ayrteHTMdMKaumm — Bbl MoxeTe BbiOpaTb Bepcuio anroputMa LWmdpoBaHUs
WPA-PSK 13 Bbinagatowero cnmcka. 3Ha4yeHme no ymonyaHmoo: ABTo. OTO 03Ha4aeT, uTo
aBTOMaTtM4yeckn BbliOMpaeTcsi oanH M3 criegytowmnx pexmmos WPA-PSK (oOwui kntoy
WPA) nnu WPA2-PSK (o6wunii kntoy WPA2) B 3aBUCMOCTU OT BO3MOXHOCTEW 1 3anpoca

0ecnpoBOHON CTaHLMMW.

e lLndpoBaHmne — Ecnu B kayecTtBe Tuna ayteHTudukauumn seidpate WPA-PSK nnn WPA,

B Ka4yecTBe anroputma wnpoBaHusa 4ocTynHbl BapmaHTbl onuuin: ABTo, TKIP nnn AES.

& lMpumeyaHue:

Ecnn Bbl Bbibepute WPA-PSK/WPA2-PSK 1 3atem BbiGepute wmndpoaHne TKIP, Bbl

YBUAMTE BbIAENEHHYI0 KpacHbIM LIBETOM HAZNUCb, Kak nokasaHo Ha Puc. 4-21.

@ VWPAWPAZ - Personal (pekoMeHoyeTch)
Tun ayTeHTHHKAUMK: | VWPAZ-PSK E|
Wnipposanne: |AES E|
Naponk GecNpoBOOHOR CETH: 22050458

Mepwoa 0OHOBNEHWA MEYNNOBOTD KMNH4Ya: 0

Puc. 4-21 WPA/WPA2 — Personal

e Maponb GecnpoBogHon cetn — MoxHO BBecTM cumBonbl ¢opmata ASCIl unu B
LwecTHaguaTepmyHoMm copmaTte. dnuHa gomkHa ObiTb oT 8 40 64 CMMBOMOB B crnyyae
Bblbopa wecTHaguatepuyHoro ¢opmarta, n ot 8 go 63 cumBonos B crnydae Bbibopa
dopmata ASCII. TMaponb no ymonyanuto coenagaet ¢ PIN-kogom no ymonyanuio,
KOTOpPbIN yKasaH Ha HWKHEN NaHenu MaplipytusaTopa MnvM Ha CTpaHuue, yKasaHHOW Ha
Puc. 4-17.

e NMepnoa o6GHOBNEHUs FPYNMNOBOro Knto4va — YKaXute MHTepBan OOGHOBMEHMs rpynmbl
Kntoyen (B cekyHaax). 3HadeHne JOImkHO paBHATbeA "0" mnm "30", nnbo Beiwe. Beegute

"0" ons oTKIIoYEeHUs OOHOBMEHUS.
> WPA/WPA2- Enterprise — AyteHTudukaumnsa Ha ocHoBe Radius-cepsepa.

e Tun ayteHTUdMKaLMN — 30eCb M3 BbiNajalwoLero Crnmcka MOXHO BblibpaTb Bepcuio
anroputMma wudgposaHna WPA. 3HaveHue no ymonyaHuto ABTO. OTO O3Ha4YaeT, 4To
aBTOMartmdeckn Oyaet BbiOpaH pexum WPA (3awuwénnbii goctyn Wi-Fi) unu WPA2

(WPA Bepcun 2) B 3aBUCUMOCTM OT NapaMmeTpoB 6ecnpoBOAHON CTaHLMK UK 3anpoca

e LlindppoBanHmne — 3gecb MoxHO BblOpaTh 3HayeHus: ABTo, TKIP unu AES.
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&= lMpumevaHue:

Ecnu Bbl Bbibepute svenky WPA/WPA2 - Enterprise n 3atem BbiGepuTe indpoBaHme
TKIP, Bbl yBMANTE BblAENEHHYIO KPACHbIM LIBETOM HAAMUCh, Kak Noka3aHo Ha Puc. 4-22.

@ WPANWPAZ - Enterprise
THN ayTEHTHDMUEALLMK: ApTo E|
Wuppoeanue: | Agro E|
IP-agpec Radius-cepeepa:
NMoprt Radius-cepeepa: 1812 (1-65535, 0 gNA 3HAYEHWA NOPTA NO YMOMYaHW 1812)
Maponk Radius-cepeepa:

Mepuog oDHOBNEHWA TPYNNOBOTD KNHYA: 0

Puc. 4-22 WPA/WPA2 - Enterprise
¢ IP-appec Radius-cepBepa — 3gech ykasbiBaeTcs |IP-agpec Radius-cepsepa.
¢ MopT Radius-cepBepa — Ykaxute Homep nopta ans Radius-cepsepa.
« MNMaponb Radius-cepBepa — YkaxuTe napons ana Radius-cepsepa.

e MNMeprog oGHOBMEHUA TPYNMNOBOro Knrw4va — YKaxuTe MHTepBar OOHOBNEHWS rpynnbl
kntoven (B cekyHaax). 3HadeHne OomkHO paBHATbes "0" unm "30", nmbo Bbiwe. Beegute

"0" gns OTKI04EHNs1 OOHOBEHUS.

WEP - Ha ocHoBe ctaHgapTta IEEE 802.11. lNpu BbIGOpe AaHHOrO nonsa nosiBUTCS

BblOeneHHas KpacHbIM LIBETOM HaAMnNUcb, Kak nokasaHo Ha Puc. 4-23.

@ WEP
Tun ayTeHTHHKALHKA: OTKpkITaA CHCTlZl
@opmar knwoya WEP: LIJec:THa,ﬂ,Ll,aTepIE
Knwy Bibpan:  Knwy WEP Tun knoya
Koy 1: OTknueHo E
Koy 2: OTknroueHo E
Knwoy 3 OTtknioyeHo E
Knroy 4: OTtknioyeHo E
Puc. 4-23 WEP

e Twun ayteHTUdukaumm — Bol moxeTte BbibpaTh TN WEP-3awnthl 13 BbinagatoLLero
cnucka. 3HayeHne no ymonyaHmio ABTOMaTMYECKU. DTO O3HayaeT aBTOMaTUYECKUM
BblOOp 3Ha4veHusi: Mnbo O6wmn knrod, NMbo OTKpbITas cucTema B 3aBMCUMOCTM OT
BO3MOXHOCTEeN 6GecnpoBOHON CTaHLUKU U 3anpoca.

e ®dopmat knoya WEP — 3gecb moxHo BbibpaTth LWectHaguaTtepmyHbin unv ASCII
dopmar. LecTHapguaTepuyHbIN topmaTt O3Havaet KOMOMHaLmMIo
LecTHaguaTepmnyHbix cumeonos (0-9, a-f, A-F) onpegeneHHon gnvHbl. ®opmat ASCII
0O3Ha4vaeT koMOMHauMo NOLIX CMMBOSIOB Ha KraBuaType onpeaeneHHon OnvHbI.
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e Knrou WEP — BriGepute o0auvH 13 YeTbipex knoven u ykaxunte WEP-knoy. Y6eantech
B TOM, YTO JaHHble 3HaYeHUs oOuHaKoBbI A5 Bcex 6ecnpoBoAHbIX CTaHLUIA CeTU.

e Tun knw4a — 3gecb MOXHO ykasaTb gnvHy WEP-kniova (64-, 128- unm 152-6uT).
3HadeHne "OTknoYeHo" o3HavaeTr, uYTO 3anuce ¢ WEP-knouom aBndeTcs
HeOencTBUTENbHOMN.

64-6uT — Bbl mMoxeTe ykasaTb 3HayeHue anuHonm 10 LwecTHaguaTepuyHbIX 4vncen
(kombuHaumna cumeonos 0-9, a-f, A-F, HyneBon knio4 He noggepxuBaetcs) unun 5
cumBornoB B koanposke ASCII.

128-6UT — 30ecb MOXHO ykasaTb 3HA4YeHWe ANMHOM 26 LeCTHaauaTepUYHbIX YMcen
(kombuHaumna cumsonos 0-9, a-f, A-F, HyneBon kniod He nogaepxmsaetcsa) wunm 13
cumBorioB B koamposke ASCIL.

&= lMpumeyaHue:

Ecnn Bbl He BBenu 3HadeHue Kroda, 3awimta becnpoBogHowm cetn He Byaer paboTtatb,
Aaxe ecrnv B kayecTBe Tuna ayTeHTudmkaumm BbibpaHa onums « OBLLMIA KoY.

He 3abyabTe HaxaTb KHOMKY CoXpaHUTb, YTOObI COXpaHUTb NpoAenaHHble U3MEHEHNs B

HacTpouKax.

4.6.4 Punbtpaumusa MAC-agpecoB

B wmeHwo “BecnpoBogHon pexum — 2.4 [Ty — dunbrpauma MAC-agpecoB” MOXHO
KOHTpONMpoBaTb 6ecnpoBOAHOM AOCTYM, HACTPOUB PYyHKUMIO hmnbTpaumm no MAC-agpecam (cMm.
Puc. 4-24).

Ha 370l cTpaHuue MOMHO HACTpoWUTE BUNbTpaumMo MAC-agpecoe ONA KOHTPONA OOCTYNA K CETH No GecnpoBogHoMY
COBOMHEHMIO.

DuneTpaunA MAC-agpecos: OTKNIOYEHD Brnrounte

Mpasuna pUNLTpaLWUW
@ JanpeTtWTe QOCTYN CTAHLWAM, YKA33HHEIM BO BKNKUEHHEIY NPABNNEX M3 CNIMCKA.

Fazpewnte QOCTYN CTAHUMAM, YEA3AHHEIM BO BENOYEHHLIX NPABMNAY W3 CNHCKA.

Hma
MAC-anpec CoCToAHKHE ¥aen HameHnTL
npaeuna
| Jobasuts | | Brnwounte BrIDpaHHoe | |OTKnH:|'-u-1Th E|h|5paHHne| | Ypanuts BelDpanHoe

Puc. 4-24 dunerpauns MAC-agpecoB

YToObI akKTuBMpoBaTb d)yHKLl,VI}O, HeobXoAnMOo HaxaTb KHOMKY BknouunTb. Mo yMOn4aHuo

YCTaHOBJIEHO 3HA4YeHune OTKNIOYEeHo.

» MAC-appec — MAC-agpec 6ecnpoBogHOW CTaHLMW, MO OTHOLUEHMIO K KOoTopown 6yaer
NPUMEHATLCA PUNLTP.
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> CocTosiHue — CocTosiHMe 3anucu — BknroyeHo nnu OTKMO4YeHOo.

> Y3en — Y3en cetu, N0 OTHOLUEHWIO K KOTOPOMY ByayT MCNONb30BaTbCs MpaBunia unsTpaumm.

> OnucaHue — OnncaHne 6ecnpoBOQHON CTaHLUMMW.

YT106blI O06aBUTL HOBYIO 3aMUCb, HaXMUTE KHOMKy [lo6baBMTL OTKpOeTCs CTpaHuua, Kak Ha Puc.
4-25:

Ha 3Toll CTpaHWLe MOMHO HACTPOUTE BUNbLTpauMo MAC-afpecos ANA KOHTPONA O0CTyNa K ceTH no GecnpoBogHoMy
COBOUHEHWK.

MAC-agpec:
MmA npaeuna:

CocTtosuue: | BrnwoueHo E

Cetb: | TP-LINK_02C5[~]

[ Coxpawwts | | Haaap, |

Puc. 4-25 [lo6aBuTb Unu nameHnTb 3anucek punsrpauun MAC-agpecos

Y106bI 4O6ABUTL NN U3MEHUTb 3aNUCb, HEOBXOAMMO caenaThb cnepyrollee:

1.

4.

5.

B none MAC-agpec ykaxuTte cooTBETCTBYIOLLEE 3Ha4YeHne B hopmaTe XX: XX: XX XX:XX: XX
(roe, X — ato gecarepuydHoe yncno). Hanpumep, 00:0A:EB:B0:00:0B

B none OnucaHue ykaxuTe KpaTkoe onucaHue 6GecnpoBogHowm cTaHuun. Hanpumep,
«becnpoBogHas ctaHuus A».

B none CocTtosiHMe u3 BbiNagaloWero crnucka Bblbepute 3HadveHne BkmoveHo wnn
OTKnoYeHo.

Bib6epute 6ecnpoBoaHyto ceTb B norne CeTb, ANs KOTOpow GyaeT AelcTBOBaTb NPaBumIio.

UTo6bl COXpaHUTb BBEOEHHYHO 3anuchb, BOCMOMb3yNTECH KHOMKON COXpaHUTD.

YT06bl M3MEHUTb UK YAANUTL CYLLECTBYHOLLYIO 3anuUchb:

2.

3.

Bbibepute 3anmck n HaxxmuTe KHOMKy M3mMeHUTb. YToObI yaanuTb 3anncb, BOCMONb3YHATECH

KHOMKon YoanuTtb.
BHecute HeobxoaMmble U3MEHEHUS.

HaxmuTe kHonky CoxpaHuTb.

HaxmMuTe kHonky BKnounTb BbIGpaHHOE Ans BKMOYEHUS BbIOpaHHbIX 3anuncei.

HaxmuTe kHonky OTKNOYUTL BbIOpaHHOE 4151 OTKIHYEHNS BbIOpaHHbIX 3anmcen.

HaxmMuTe kHonKy YaanuTb BbliGpaHHOe ANs yaaneHus BbiIGpaHHbIX 3anucen.
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Hanpumep: Bbl xoTuTe npedocTaBuTb OOCTYN K MapLIpyTM3aTopy TONbKO AN 6GecrnpoBOAHOM
ctaHumm A ¢ MAC-agpecom 00:0A:EB:B0:00:0B n 6ecnposogHoin ctaHuum B ¢ MAC-agpecom

00:0A:EB:00:07:5F wn 3anpetutb [OCTYyn K MapLipyTU3aTopy BCeM MpoYMM OecnpOBOAHLIM
cTaHuuam. [Ona atoro Ha cTpaHuue Punbtpauma MAC-agpecoB HeobxoauMmo caenatb

crnegyollee:
1. HaxaTtb kHOMNKy BKNOUYKTb, YTOObI aKTMBMPOBATb (OYHKLMIO.

2. Bblbepute cTpoky “PaspewmnTb AOCTyn CTaHUMAM, YKa3aHHbIM BO BKITHOYE€HHbIX

npaBunax u3 cnucka.” ans Npaesun unbTpaumm.
3. Ypanute unu oTKMYUTE BCE 3anmcu (eCnmn TakoBble NMEIOTCS).
4. HaxmuTe kHonky [lo6aBUTb.
1) Bsegute MAC-agpeca 00:0A:EB:B0:00:0B /00:0A:EB:00:07:5F B none MAC-appec.
2) Tlotom BBeanTE onncaHue GecnposogHom ctaHumm A/B B none OnucaHue.
3) Bbibepute BknroveHo n3 BbinagatoLlero cnmcka CoctosiHme.
4) HaxmuTe KHoMKy CoXpaHUTb.

MpaBuna uneTpauun AOMKHbI BeIFSAETh crieayrowmm obpasom:

Mpaeuna guneTpaLMm
@ 3anpeTWTe QOCTYN CTAHUMAM, YKA3aHHEIM BO BKNKOYEHHLIX NPaBEMNax U3 ciucKa.

FazpeWwnTe QOCTYN CTAHUMAM, YKA3aHHEIM BO BEMKDYEHHBX NPaBMNaX U3 CWCKa.

MAC-anpec COCTOAHKE Yaen WmA npaeuna | HaMeHHTb
00:0AEB'BO:00:0B | BrnioueHo TP-LINK 0205 | SCMPOBOBHON | |\ e
CTAHLUMK A
00:0AEB:00:075F | BrmioueHo TP-LINK 0205 | SCTPOBORHON | | e
CTaHuWW B
4.6.5 JononHutenbHble HACTPOUKU

B meHio “BecnpoBogHon pexum — 2,4 'y — [ononHUTenbHble HACTPOUKK” MOXHO yKasaTb

napameTpbl AOMOMHUTENbHbLIX HACTPOeK 6eCnpoBOAHON CETH.
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Mpureyadne: AnA nydwed padoTel MapwpyThaaTopa Nopor @parMeHTaunn oTENKYEH, @CNW UCNONE3YeTCA 110 unK 11ac.

MowHoCTs nepenaryuka: | Buicokan E

WHTEpBAN MaAKa: 100 (25-1000)
Mopor RTS: 2346 (1-2346)
Mopor dparmeHTawLHH: (256-23486)
Wurepean DTINM: 1 (1-255)

V| AkTneupoBaTe Short Gl (KOPOTKWMA 33WNTHEIR MHTEpEaN)
AKTHBNpOBATE Client Isolation (M30nAUMA KNWMEHTA)

AkTuenpoeate WM

| Coxpawute |

Puc. 4-26 JononHutensHble HaCTPONKK

MowHocTb nepepatyMka — 30eCb MOXHO YyKasaTb MOLLHOCTb Nepedayn curHana
MapupyTtudatopom. MoxHo BbiGpaTb: Bbicokasi, CpeagHsia wnu Huskas. Mo ymonyaHumio

BbIGpaHo "Bbicokasn”, peKOMeHAYEeTCsl OCTaBUTb 3TO 3HAYEHUE

UHTepBan wmasika — CurHanbHbIMM  NakeTamMy HasbIBAlOTCSA NakeTbl, KOTOpble
MapLUpyTM3aTop HanpaensaeT pAns  CUHXpoHM3auum OecnpoBogHon ceTn. WHTepBan
CUrHarbHOro naketa onpefensieT BPEMEHHOW MHTepBas OTMPaBKW CUrHambHbIX MAKETOB.
Bbl MoXeTe BbiCTaBuUTb 3HavyeHUa B uHTepBane 25-1000 munnucekyHg. Mo ymonyaHuio

ykasaHo: 100.

Mopor RTS — 3geck Bbl MOXeTe ycTaHoBUTL Nopor RTS (3anpoc Ha oTnpasky). Ecrnn naket
fonble pasmepa, ycTaHoBNeHHOro noporom RTS, 1o mapwpytmnsatop OygeT HanpaenaTb
6rnokn RTS Ha onpefenéHHyio MNpYHUMMAlOLLYI0 CTaHUMIO U COrfacoBbIBaTb OTNpPaBKy

6r10k0B AaHHbIX. [10 yMonyaHuIo yCTaHOBMNEHO 3HayYeHne: 2346

Mopor dparmeHTaumm — [laHHaa BenvynHa NnpeacTaBnseT cobon MakcumarnbHbI pasmep,
nocne KOToporo naketbl GyaoyT noaBepratbCca parMeHTauun. YCTaHOBMEHUE CIULLKOM
HW3KOro rnopora gyparMeHTauum MoXeT MPUBECTU K CHWXEHWUIO NMPOU3BOAUTENBHOCTU CETU
u3-3a u3bbITOMHOIO KOnMyecTBa nakeToB. B kavecTBe pekoMeHOOBaHHOW BerMYMHbI

npegnaraeTcs ykasatb «2346»; faHHas BENMYMHA YyCTAHOBIIEHA MO YMOTYaHUIO.

WUHTepBan DTIM — [JaHHasa BenuyuHa onpeaenseT uMHTepBan otnpaBkun CooluieHusi o
HoctaBke Tpadwuka (DTIM). Tone DTIM saBnsietcs nonem ob6paTHOro OTCYeTa,
MHOPMUPYOLLUM KNNEHTOB cnegytowiero OKHa ans npocnyLwmBaHns
LUMPOKOBELLLATENbHbIX UITM MHOrOaApecHbIX coobLLeH. Koraa mapLupyTnsaTtop COXpaHsieT
B Oydep LuMpokoBeLLlaTeNbHbIE UMM MHOTOAAPEecHblE COODLLEHMS A1 aCCOLMMPOBaHHbIX
KNneHToB, OH oTnpasnseT crieayowee DTIM co 3HayeHnem nHTepsana DTIM. Bl moxeTe

BbICTaBUTb 3HaveHuMe B AnanasoHe mexay 1-15 uHTepBanamu curHanbHoro naketa. Mo
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YMOJSTYaHUIO YCTAHOBIIEHO 3HayeHne «1», 4To O3Ha4vaeT, 4to MHTepBan DTIM paBeH

l/IHTepBany OTnpaBkKy CUrHarNbHOro nakeTa.

AktuBnposatb WMM - OyHkuuma WMM obecneunBaeT nepBoovepeaHyto OTNpaBKy

COO6LEHNI C BbICOKAM NPUOPUTETOM. HacTtositenbHo pekomMmeHayeTca BKIMH4YNTbL OaHHYHO

PYHKUMIO.

AktuBuposatb Short Gl — [laHHaa pyHKUNA Takke pekoMeHA0BaHa, MOCKOSbKY NO3BOMSET
YBENMUYNTL MPOMYCKHYD CMOCOBHOCTL 3@ CYET CHWXKEHMS ANUTENbHOCTM  MOMOChI

pacuibTPOBKU.

AktuBunpoBatb Client Isolation — (M3onauua Toukn goctyna/knuenta) OaHHas yHKUnS
no3BonsieT M3onupoBaTb GecrnpoBoAHblE CTaHUMU CeTu Apyr oT gpyra. B atom cnyvae
H6ecnpoBoAHble YCTPOMCTBA CMOrYT MOAKMOYATLCA K MapLupyTu3aTtopy, HO He CMOoryT
00MeHUBaTbCA AaHHBIMW ApYr ¢ ApYroM. YTo0bl akTuBMpoBaTb OYHKLUMIO U30NALUN TOYKM
AocTyna/knueHTa, oTMeTbTe COOTBETCTBYIOLLYIO sa4veriky. 1o ymonyaHuio gaHHas yHKLmMA

OTKJ1HO4EHa.

& lMpumevaHue:

Ecnv napameTpbl HacTpoek Ha [aHHOW CTpaHuLEe BaM He 3HaKOMbl, HaCTOSATENbHO

pekoMmeHayeTCcAa OCTaBUTb 3HA4Ye€HWUA, YCTaHOBJIEHHbIE MO YMOJI4aHWUIO, MOCKOJIbKY HeBepHad

HacTporka napameTpoB MOXET MPUBECTU K CHUXEHUIO MNPOM3BOAUTENbLHOCTU GGCﬂpOBO,D,HOVI

ceTn.

4.6.6

CtaTtuctuka 6ecnpoBOoAHOro pexumma

B meHto “BecnpoBogHon pexum — 2,4 Ty — Crtatuctuka 6ecnpoBOgHOro pexuma’ MOXHO

npocmoTpeTb MHGopmaumio no  MAC-agpecy, TekyllemMy COCTOSHMIO, MOMYyYEHHbIM U

OTMNpaBIiEHHbIM NakeTaM Ans KaXgon Noaknto4eHHon 6ecnpoBOAHON CTaHLMMN.

MogknioyerHele DecnpoBogHLIe CTaHLMK: 1 ObBHoBHTE

D MAC-agpec Tekywee MNaketoB Naketoe <sID
COCTOAHKME NPHHATO oTNpaeneHo
1 14:9F E8:E1:ET:58 MogKnoyeHo 201 159 TP-LINK_D2C5

Puc. 4-27 Ctatuctmka 6ecnpoBoaHOro pexuma

> MAC-agpec — MAC-agpec nogkniodéHHon 6ecnpoBogHON CTaHLMMW.

> Tekyuee cocTossHue — Pabo4dee COCTOSAHNE NOOKIIOYEHHONM BECNPOBOAHOW CTaHLMM.
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» TakeToB NnpuHATO — KONn4ecTBO NakeToB, NOMYyYEHHbIX NOAKNIOYEHHOM BecnpoBogHOM

CTaHUMen.

» [MakeTtoB oTnpaBiieHO — KonnyectBo nakeTos, oTnpaBneHHbIX NOAKMOYEHHOM

©ecnpoBoaHON CTaHUMEN.
» SSID — SSID ceTu, k KOTOpOI nogkntoydeHa 6ecnpoBoaHasi CTaHUMS.

Bbl He MOXeTe BHOCUTb U3MEHEHUA B JaHHble, NpeacTaBneHHble Ha AaHHOW cTpaHuLe. YTobbl

0OHOBUTb MHGOPMaUMIO, HaXXMuTe KHonky OGHOBUTD.

& lMpumeyaHume:
OTa cTpaHuua obHOBNSETCS aBTOMaTUYECKN Kaxable 5 cekyHA,.

4.7 bBecnpoBogHoun pexum —5 Iy,

BecnpoBogHoH pexHM - 5 Ty
- OCHOBHBIE HACTPOHKH
-WPS
- Jamura DecnpoBOOHOND PEXHME

- Dunurpausa MAC-agpecoB

- OonoNHATENbHbIE HACTPOHKH

- CratmcTHea DecnpoBOOHOMD pexuma
Puc. 4-28 MeHto becnpoBogHoOW pexnm

MeHio bBecnpoBogHOM pexum coaepXuT wWwecTb pasgenoB (cMm. Puc. 4-28): OcCHOBHble
HacTpouku, WPS, 3awwmta OecnpoBogHoro pexuma, DPunbrpauma MAC-agpecos,
JononHutenbHble HAacTponkn n CtatucTuka 6ecnpoBOAHOrO pexuma. Boibepute HyxHbI

BaM pasaen ans HacTPOMKM COOTBETCTBYIOLLEN DYHKLMN.

4.71 OCHOBHbIe HaCTPOUKMN

B meHio Ha cTpaHuue “BecnpoBogHomn pexum — 5 Ty — OCHOBHble HAacTPOMKU® MOXHO

HaCTPOUTb OCHOBHbIE NapameTpbl 6ecnpoBoAHOM ceTn Ha YacTtoTe 5 Tu.
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HMmA GecnpoBOOHOR CETH TP-LINE_02C5_5G (Tak#e HaawlgaeTcA S3I0)
Perwon:  |PoccwuA E|
BHHMAHKE:

B uensAx coBniaeHnA OefcTEYIOWEero 3aK0HOOATENLCTEA, YOROMTECh, UTO CTPAHA BLIBPAHA NPABUNEHO.
HenpaeunbHAA HACTPOMKA MOMET NOCNYHWTE NPMUMHON BOZHWKHOBEHWA NOMEX,
Pexun: | 11a/n/ac CMELLIEHHI:IE
Kawan: |Agmo |z|
WupwHa KaHana: | AgTo |z|

BENKUYKWTE WWpoKoBeWaHe SSI0D
[ Brniounte WD'S

[ CoxpaHute ]

Puc. 4-29 BecnposogHon pexum — 5 [Ty

> Wma 6ecnpoBogHom cetu — Takke HasbiBaetca SSID (Service Set Identification —
NMOEHTUdUKALMSA KOMMMEKTa yCnyr). YKaxute 3HadyeHue anuHon ao 32 cumBsonoB. Bcem
6ecnpoBoAHbLIM YCTPONCTBAM CETU AOIMKEH ObITb MPUCBOEH OAMH U TOT Xe uaeHTudukaTop
SSID. Yto kacaetca 6GesonacHocTu 6GecnpoBogHoW ceTn, uaeHTudukatop SSID no
ymonyanuio TP-LINK_XXXX_5G. [JaHHOe none ABNAeTcs YyBCTBUTESbHbIM K PErUCTPY.

Hanpumep, TEST n test — ato PA3HbIE 3Ha4veHus.

» PernoH — BuibepuTte COOTBETCTBYIOLLEE 3HAYEHUE M3 BbiNadatoLlero MeHo. B gaHHoOM none
YKa3blBaeTCaA pPernoH, rae QyHKumMsi OecnpoBOHOM nepefayn AaHHbIX MOXeT ObiTb
ucnone3oBaHa. Vicnonb3oBaHne AaHHOM (OYHKLMU B PErMoHax, He yKasaHHbIX B CMMUCKe,
MOXET ObITb HE3aKOHHbLIM. ECnn Ballen cTpaHbl UnuM perMoHa HeT B cnucke, obpatutech 3a

NOMOLLbIO B MECTHbIE OpraHbl rocy,u,apCTBeHHoﬁ BnacTu.

lNocne Toro kak Bbl Bbl6paJ'IVI Ball pernoH 13 Bbinagawuwiero crimcka, HaxmmTte COXpaHVITb,

noABUTCA yBeAOMITEHMNE, KaK YKa3aHO Ha PUCYHKE HUXe. Haxmute OK.

Nicrosoft Internet Ezplorer

'E Selecting the incorrect country may caunse interference to other dewices and wiolate the applicable law.
-

YBegomnenme

&= lMpumevaHue:

Bepcusa yctponctea ana CLUA He nmeeT onuumn Bbibopa pervMoHa B CUiy 3akOHOA4aTENbHbIX
OorpaHvyeHnn Ha NCNonb3oBaHe onpeaenéHHbIX YacToT.
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>

Pexunm — BribepuTe COOTBETCTBYIOLLUN PEXUM.

® 11an cmelwaHHbIN — Ecnu Bl XO0TWTE, YTOOLI K MapLLpyTM3aTOPy MOIMKM NOAKMIOYaTLCA
Bce OecnpoBogHble ycTpouncTBa crtaHgapTtoB 802.11a m 802.11n, BbiGepute aTOT

BapuaHT.

® 11a/n/ac cmMewaHHbI® — Ecnyn Bbl XOTUTE, 4YTOObI K MapLUpyTU3aTopy MOrn
nogknyatbca Bce OecnpoBogHble ycTponcTBa cTaHgaptoB 802.11a, 802.11n wu
802.11ac. HactoATenbHO pekomeHAyeTcsa  ucnonb3oBatb pexum  11a/n/ac
CMellaHHbIN, 4Tobbl Bce BecnpoBogHble KnneHThbl (cTaHgapToB 802.11a, 802.11n un

802.11ac) mornu NoAKnN4aTbCa K MapLLpyTU3aTopy.

Kanan — B gaHHOM none BbicTaBnsietca paboyvas 4acToTa, KOTOPYK Bbl cobupaeTech
ucnonb3doBatb. 1o ymonuaHuio crtout pexunm ABTO, Takum oOpasom, Touyka [ocTyna
CaMOCTOATENBHO B aBTOMATMYECKOM pexuMMe BblOepeT Hamboree noaxoaswumin KaHarn.
BecnpoBogHOM kaHan crnedyeT MeEHsITb TONbKO B TOM Cryvae, ecnu Bbl Habnopaete
npobnemsbl, CBA3aHHbIE C MHTepdbepeHUnern ¢ Apyron TOYKOW [OCTyna, PacrnofioXeHHON

pPSOOM C BaliMm 06opyaoBaHMEM.

Bknrountb wupokoBewaHne SSID — Koroa GecnpoBogHble KNMEHTbI NPOBOAAT MOMCK
©ecnpoBOAHON CETU, K KOTOPON OHU XOTAT NOAKMYUTLCH, OHU YBUAAT naeHtudmkatop SSID,
nocblnaemMbln  MapLupyTmsatopom. Ecnm Bbl OTMETUTE ranoydkon s4enky BknounTtb
wwupokoBewaHme SSID, TO GecnpoBogHOM MapLipyTu3atop OydeT OTKpbITO B

LUMPOKOMNONOCHOM pexnme nepepaBaTtb cBoé ums (SSID).

Bknounts WDS - 3ta onuua Bknovaet WDS. C nomowbio gaHHOW  pyHKUMK
MapLupyTU3aTop MoXeT 06begnmHUTb MOCTOM ABe U 6onee GecnpoBoaHble NoKanbHbIE CETU.
Ecnn paHHas fderika oTMedYeHa ranodykon, To Bam OyaeTr HeobXxooumo ykasaTb psag

napameTpoB, Kak nokasaHo Ha Puc. 4-30. NpoBepbTe NpaBUibHOCTb HACTPOEK.

SSID (K KOTOPOR Bbl XOTHTE MOOKNHYHTECA):

7| Brnwounte WDS

MAC-agpec (K KOTOpPOMY Bbl XOTHTE Hanpumep 00:10:0F11:22:33
NOAKNHYHTECA);

| MNouck |

Tun knio4a: | Het |Z|
Wupekc WEP; 1

THN ayTeHTHDHEALHH: OTEpEITaA cUcTema
Wnippoeanne: TKIP

Mapone:

Puc. 4-30
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4.7.2

SSID (k koTopon Bbl xoTUTe NnoaknunTbes) — Mms SSID Toukm goctyna, K KoTopow
Ball MapLlipytusaTop OyAeT nNOAKMIOYEH B pexumMe KnueHTa. Bbl Takke moxete
BOCMONb30BaTbCA (OYHKUMEN Nnoncka ans Bbloopa nmeHn SSID, K KOTOPOMY Bbl XOTUTE

NOoAKNMKYNTBLCA.

MAC-agpec (kK koTopoMy Bbl XoTuUTe noaknruntbca) — MAC-agpec Toukm goctyna,
K KOTOpPOM Ball MapLupyTu3aTtop OydeT NOAKMIOYEH B pexume KnveHTa. Bbl Takke
MOXXEeTe BOCNOSb30BaTbCA PyHKLUMEN noncka anga Bbibopa MAC-agpeca, kK KOTOpOMy Bbl

XOTUTE NOAKIMHYNTBLCA.

Mouck — Haxmute OaHHyl0 KHOMKY ANS MOMCKa TOYEK OOCTyna, KoTopble B AaHHOM

panoHe paboTaloT Ha TeKyLlen YacToTe.

Twn knrova — D,aHHyFO onuuio cnenyeT HacTpamBaTb B COOTBETCTBUU C NapamMeTpamu
©e30MacHOCTU TOYKK goctyna. HacTtosTtenbHo pekomMmeHayeTca BblICTaBUTb TUN 3allUThI,

COOTBETCTBYIOLUMI TUMY 3aLUWTLI BalLei TOYKX JoCTyna.

MUHpekc WEP — [JaHHasa onumsi MCNomnb3yeTcsl TONMbKO B TOM Criyvae, eciv B KavyecTBe
TMna knioda BbibpaHo wundposaHe WEP (ASCIl) nnn WEP (wecTHaguaTepuyHbIn

dopmart). [laHHbI NapameTp ykasbiBaeT Ha nHaekc kntoya WEP.

Tun ayteHTUdpukaumm — laHHas onuusa UCNOmnb3yeTcs B TOM Criyvae, eCnu B ka4yecTse
TMna knoda BblbpaHo wndgposaHue WEP (ASCIl) unu WEP (wecTHaguatepuydHbIn
dopmat). [JaHHbI NapameTp ykasbiBaeT Ha TuM ayTeHTUMKaLMM KOPHEBOW TOYKU

aocTyna.

WWudpoBaHne — Ecnm B kadectBe Tuna ayTteHTudumkauum ykazaHo WPA, MOXHO

BblGpaTth wudgposaHne TKIP nnn AES.

Maponb — Ecnu Touka gocTyna Bawero maplpyTtusatopa ans NOAKMYeHns TpedyeTt

naporsib, Bam Heob6xoaMMo BBECTU naposib B JaHHOM norne.

WPS

BbibpaB B meHo “BecnpoBoagHomn pexum — 5 My — WPS”, Bbl yBugmMTe ctpaHuly, kak Ha Puc.

4-31. B aTOM pasgene cogepXarcs ykasaHusi No MogkioyYeHnto 6ecnpoBOAHOrO YCTPOMCTBA K

cyulecTBytoLen cetn nocpeactesom dyHkumm WPS (HacTtponka 3awmwérHoro Wi-Fi).

-60 -



AC750 becnpoBogHow AByXAnana3oHHbIN
Archer C2 rmrabuTHbIN MapLpyTn3aTop

WPS:  Brnwvewo OTKNHYNTE

Texywni PIN-kog: 22050458 | Boccranosute PlN-kog, | | Coapate Hoselit PIN-kog |

OTknounTe BBOL PIN-KOOa

[OobaeneHHe HOBOTO YCTPOCTEA: | [obaenTe ycTpoicTED |

Puc. 4-31 WPS
> WPS — 30ecb MOXHO BKITHOUNUTb UMK OTKNIOYMTL pyHKumo WPS.

> Tekywun PIN-koa — 3gecb oTobOpaxkaeTcs Tekyllee 3HadeHne PIN-koga mMaplupyTtusaropa.
PIN-kog ycTponcTBa MOXHO HaWTW Ha HaKMenke Ha HWXKHEW NaHenu ycTpoucTBa unv B

pyKOBOACTBE MOfib30oBaTenNs.
> BocctaHoBuTb PIN-kog — BocctaHoBuTb PIN-kO4 MO ymMonyaHuio.

»> Cospatb HoBbIN PIN-kog — HaxmuTte 9Ty KHOMKY, 4TOObl CreHepupoBaTb CrlyyYanHbIN

PIN-kog. [laHHasa onuusa NnoMoXeT Bam o6e3onacuTb Bally CETb.

> OTtknrountb BBOA PIN-koga — Ecnu BbibpaHa gaHHas onumd, To 6ecnpoBOgHbIE KITUEHTDI

He CMOryT NOAKMYNTBCA K ceTu ¢ noMoLbto Beoda PIN-koga.

> [Ho6aButb YCTpOﬁCTBO — Haxas 9TY KHOMKY, Bbl MOXETe BPY4HYIO nobaBnTb HOBOE

YCTPOWCTBO K CYLLIECTBYIOLLEN CETU.

Ecnn GecnpoBogHoe ycTponcTBo nogdepxuBaeT dyHkumo WPS (HacTporiky 3awmwéHHOro
Wi-Fi), Bbl MOXeTe yCTaHOBUTb 6eCnpoBOOHOE coeanHeHne Mexay 6ecnpoBOAHBIM YCTPOMCTBOM

N MapLupyTu3aTopom nnbo Haxatmem kHonkn WPS, nnbo nytém BBoga PIN-koaa.

& lMpumeyaHue:

YToObl ycnewHo HacTpouTb coeguHeHue ¢ nomoulpbto WPS, Bam Takke HeobOXOAMMO BHECTU
cooTBeTCcTBYOLWME HacTponkn WPS gnst nogknioyaeMoro yCTponcTaa.

I. [fo6aBneHune ycTponcTBa HaxxaTnem kHonku WPS

Ecnu Bawe knueHTckoe ycTponicTBo umeet kHonky WPS (unn QSS), Bbl MOXeTe ncnonb3oBaTb

3TOT MeTo[.

War 1: Haxwmnte kHonky WPS/Reset Ha 3agHen naHenu mapipytmsaTtopa (cMm. Puc. 4-32).
CoctosHune dyHkumn WPS octaBsTe No ymondaHuio, TO ecTb BknwoveHo, 3atem
HaxMuTe KHOMKy [lobaBuTb ycTponcTBO (CM. Puc. 4-31). 3atem Bbibepute “ HaxaTtb
kHonky WPS HoBoro yctpoucTtBa B npegenax ABYX MMUHYT.” U HaXmuTe

MogkntounTb (cm. Puc. 4-33).
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Puc. 4-32

[OobaBneHne HOBOro YyCTPOWCTEA

(7 Beectt PIN-Kog HoBOID YCTpORCTEA.
PIM:

@ Hamarte kHonky WPS HoBOro YCTPORCTBA B Npefenax ABy: MUHYT.

[ MofknYnTE ] [ Haaag

Puc. 4-33 [lobaBneHne HOBOro yCTponcTea

War 2: Haxmute n yoepxusante HaxaTton kHonky WPS knneHTcKoro ycTporcTaa.

War 3: VMHamkatop WPS 6yget murate NpMMEpPHO ABE MUHYTLI, MOKa YCTPOWCTBO A00aBNsieTCs C
nomotubto dyHkumm WPS.

War 4: Korga vHamkatop WPS 3aroputcs He murasi, KNMEHTCKOE YCTPOWCTBO OyaeT ycnewHo

NOAKIMKOYEHO K MapLUpyTU3aTopy.

Il. Oo6aBneHue yctponctBa nytém BBoaa PIN-kopa KnuMeHTCKOro ycTpoucTBa Ha

MaplipyTusaTope

OTOT MeTOA MCMOoMb3yeTCHd, ecrv Balle KIMEHTCKOe YCTPOMCTBO He mmeeT kHomku WPS, Ho

nmeet PIN-kog ang HacTpowku ¢ nomoLubto gyHkumm WPS.

War 1: CoctosHne dyHkumm WPS ocTaBbTe NO yMon4yaHuio, TO ecTb BknroyeHo, 3atem
HaxxmuTe kHonky [lo6aBuTb ycTponcTBo (cM. Puc. 4-31), oTkpoeTcsa cTpaHuua, Kak Ha
Puc. 4-34.

JobGaBneHne HOBOro ycTpolcTBa

i@ Beectu PIN-kog HoBOMO YCTPOHCTEA.
PIM:

(7 Haxate KHonky WPS HoBOTO YCTPOWCTEA B NpeOenay OByx MUHYT.

[ MNogknHunTe ] [ Haaan

Puc. 4-34 [1o6aBneHne HOBOro yCTponcTea
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LWar 2: Beeaute PIN-kog knveHTCKOro yctponctea B norne Ha crtpaHuue WPS (cMm. pucyHok

BbILue), 3aTeM HaXMUTe KHOMKY MogknunTb.

War 3: Mpu ycnewHoM NOAKMHYEHUM KIIMEHTCKOrO YCTPOMCTBA K MapLUpyTM3aTopy [AOIMKHO

nosiBuTbCs coobLieHne «MoaknrovyeHne ycnewHo yctaHoBneHo!» (cm. Puc. 4-34).

lll. Jo6aBneHne ycTtporctBa nytém BBoga PIN-koga mapwpyTtusatopa Ha KIIMEHTCKOM

yCcTpoMncTBe

OTOT MeToa Mcnonb3yeTcd, ecrnu Balle KIMeHTCcKoe ycTtponcTBo Tpebyer BBectu PIN-kog

MapLupyTu3aTopa.

War 1: Ha knuneHTckom ycTtponcTtBe BBeaute PIN-kog, KoTopbi ykaszaH Ha cTpaHuue WPS
MapLipytusatopa, kak Ha Puc. 4-31 (OH yKkasaH Takke Ha HWKHEeNn naHenu
MapLupyTusartopa).

War 2: NHagukatop WPS BygeTt muratb npumMepHo ABe MUHYTLI, MOKa YCTPOMUCTBO AobaBnsiercs ¢
nomoLso yHkumm WPS.

War 3: Korga nHgukatop WPS 3aroputcs, He murasi, KNMeHTCKoe YCTPOWCTBO OyaeT ycnewHo

NOAKITHOYEHO K MapLUpyTU3aTopy.

& lMpumeyaHue:
1) Wngukatop WPS Ha Touke goctyna OygeT ropeTb B TedeHue 5 MUHYT nocre ycnewHoro

nobaBneHns K ceTu HOBOro yCTpOI;ICTBa.

2) ®yHkuma WPS He MoXeT ObiTb MCMOMb30OBaHa, €Crv Ha MapLupyTusatope OTKIHYeHO
GecnpoBogHoe BellaHue. epen Tem kak ucnonb3oBatb yHkumo WPS ybegntech, 4To

becn poBOAHOE BELLAHME BKITHOYEHO.

4.7.3 3awuTa 6ecnpoBOHOro pexunma

B meHo “BecnpoBogHomn pexum — 5 Ty — 3awmta 6ecnpoBOAHOro pexuma’ Bbl MOXETE
HacTpouTb napameTpbl 6GesonacHocTM Bawen 6GecnpoBogHol ceTu. MaplwpyTmusaTop
noggepxuBaer nMaTb pexumoB ©GesonacHocTn ©GecnpoBogHoro pexuma: WPA-Personal,
WPA2-Personal, WPA-Enterprise, WPA2-Enterprise n WEP.
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Mpumeyanune: 3awmra WEP, ayTeHtndukauna WPAMWPAZ - Enterprise n wndposaHne TKIP He noanepsHEIINTCA, 8CNH
eknioYeHa gyHruna WPS

UtoGel 00e30NackTe BaWy C&Tk, HACTOATENLHD PEKOMEHOYETCA BKNKYNTE 3aWmTy DecnpoBOOHOND pexnmMa U Bslibpats
wudpoeaHne WPA2-PSK AES

OTENHYHTE 3AWNTY

@ WPAWPAZ - Personal (pexomengyerca)
Tun ayTentuchuraumn:  WPA2-PSK
lWindppoBanne: AES

afa

Napons GecnpoBoaHOl ceTw: 22050458

Nepuog 0GHOBNEHKA FPYNNOBOTD KNKYa: )

WPAMPAZ - Enterprise
THN AYTEHTHHOHKALWK: ABTO
lindppoBanne:  Agro
IP-appec Radius-cepeepa:
Mopr Radius-cepeepa: (1-65535, 0 ANA 3HAYSHHA NOPTA NO YMONYaHUIO 1812)
Napone Radius-cepeepa:

Mepuop 0GHOBMEHUA FPYNNOBOTO KNKMA:

WEP
THn ayTeHTHDMKALHN: OTtkpeiTan cm:{
®@opuar knwya WEP: | lllectHaauare ol
Knwoy esibpan:  Knwoy WEP Tun kn4a

Knwu1: @ OTknroueHo
Knioy 2: OTknoueHo -
Kniwou 3: OTknoYeHo
Knwoy 4: OTKnoYeHD

Puc. 4-35 3awuta 6ecnpoBogHOro pexnma

OTKNOUNTL 3awiuTy — Ecnu BbI xoTute aKTmempoBaTb [OaHHYHO beHKLI,I/I}O, OTMETbTE
COOTBETCTBYIOLLYIO FI\-IeI7IKy. HacTtositensHo pekoMmeHayeTcaA Bbl6paTb OOVH U3 NMeLLnNXca

pexnmon obecneyeHusn 6esonacHoCTH.

WPA/WPA2-Personal — Bbibpatb 3awuty Ha ocHoBe WPA/WPA2 ¢ ucnonb3oBaHueM

obuero kntoya. ATOT TUN 3aLUMNThI YCTaHOBJIEH Ha MapLipyTmn3aTope no ymondaHuio.

e Tun ayteHTUdMKauum — Bbl MoxeTe BblOpaTb BEpPCUO anropMtMa LWMGPOBAHUS
WPA-PSK u3 Bbinagatowlero cnucka. 3HadyeHne no ymonyaHuio: ABTo. 970 O3Ha4aer,
4YTO aBTOMATU4YECKN BblOMpaeTcsa oguH mM3 cneaywowmx pexnmos WPA-PSK (o6wwuin
kntod WPA) nnn WPA2-PSK (o6wmin kntod WPA2) B 3aBMCUMOCTM OT BO3MOXXHOCTEN U

3anpoca 6ecrnpoBOAHOM CTaHLWM.
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e llUndpoBaHme — Ecnu B KayectBe Tuna ayTteHTudumkaumm Bbiopate WPA-PSK unu
WPA, B kadecTBe anroputma wndpoBaHna SOCTYMNHbI BapuaHTbl onuui: ABTo, TKIP
unn AES.

& lMpumevaHue:

Ecnn Bbl Bbibepute WPA/WPA2-Personal n 3atem BbiGepute wndposaHue TKIP, Bbl
yBUOMTE BbIOENEHHYI0 KPACHbIM LIBETOM HaAMNMUCh, Kak nokasaHo Ha Puc. 4-36.

@ WPAWPAZ - Personal (pekoMeHOyeTcR)
Tun ayTeHTHIMKAUMK: | WPAZ-PSK E|
lnpposanne: |AES E|
Mapones GecnpoBOOHOR CETH: 22050458

Mepwoa 0OHOBNEHWA MEYNNOBOTD KMNH4Ya: 0

Puc. 4-36 WPA/WPA2 — Personal

¢ [Maponb GecnpoBogHon cetn — MoxHO BBecTu cumBonbl dopmaTta ASCIl nnn B
LwecTHaguaTepmyHoMm cdopmaTte. AnnHa gomkHa 6biTb oT 8 4o 64 CMMBOJOB B Criyyae
BblOOpa LecTHaauatepuyHoro dopmarta, n ot 8 o 63 cumMBONOB B cryvyae Bbibopa
dopmata ASCII. Maponb no ymonyaHuto coenagaeT ¢ PIN-kogoMm no ymonuvanuio,
KOTOpPbIN yKa3aH Ha HWXKHEN NaHenu mapLlipyTMsatopa Unu Ha CTpaHuue, YkasaHHOW Ha
Puc. 4-31.

e [lepuopn o6HOBMNEHMA rPYNNOBOro Knko4va — YKaxute MHTepBan oOHOBNEHNs rpynmbl
Kntouen (B cekyHaax). 3HadeHne gormkHo paBHATbes "0" unm "30", nnubo Beiwe. Beegute

"0" ons oTKMNOYEeHUs OOHOBMNEHUS.
WPA /WPAZ2- Enterprise — AyteHTudpukaums Ha ocHoe Radius-cepsepa.

e Tun ayteHTUdbMKaLMM — 30eCb M3 BbiNagarollero Cnucka MOXHO BblibpaTb Bepcuto
anroputma wncpposaHma WPA. 3HayeHne no ymondaHuio ABTO. DTO O3HA4aeT, 4To
aBToMatu4deckn 6yaet BbibpaH pexum WPA (3awmwénnein goctyn Wi-Fi) nnn WPA2

(WPA Bepcun 2) B 3aBMCMMOCTM OT NapamMeTpoB 6ECnpOBOAHOM CTaHLMKU UnNn 3anpoca.
e LndpoBaHue — 3aecb MoxHo BbibpaTh 3Ha4yeHus: ABTo, TKIP vnu AES.

& lMpumevaHue:

Ecnu BbI BbIGepuTe averiky WPA/WPA2 - Enterprise n 3atem Bbibepute wincpposaHue TKIP,
Bbl YBMOUTE BbIENEHHY KPacHbIM LIBETOM HaZANUCh, Kak nokasaHo Ha Puc. 4-37.
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@ WPANWVPAZ - Enterprise
Tun ayTeHTRHOHUEALMK; ApTo E|
WupoBanne: | Agto E|
IP-agpec Radius-cepeepa:
NMopr Radius-cepeepa: 1812 (1-65535, 0 gnA 3HAYEHWA NOPTA NO ¥YMOMYaHw 1812)
Maponk Radius-cepeepa:

Mepuron 0DHOBNEHUA TPYNNOBOTD KNNa: |0

Puc. 4-37 WPA/WPA2 - Enterprise

IP-appec Radius-cepBepa — 3gecb ykasbiBaeTcd IP-agpec Radius-cepsepa.

MopT Radius-cepBepa — Ykaxute Homep nopta gnsa Radius-cepsepa.
e [Maponb Radius-cepBepa — Ykaxute naponb ans Radius-cepsepa.

e [epuon oOHOBRNEHMsA rPyNNoOBOro Knwo4va — YKaxuTe UHTepBan oOHOBMEHUs rpynnbl
kntoven (B cekyHaax). 3HavyeHune gomkHo paBHATbes "0" unum "30", nmbo Bbiwe. Beegute

"0" onga oTkNoYeHNs o6HOBEHUS.

WEP - Ha ocHoBe ctaHgapta |IEEE 802.11. lpu BbIGOpe AaHHOrO nonsa MnosiBUTCS

BblAerneHHaa KpaCHbIM LLBETOM HAAMWUCb, KakK NOKa3aHo Ha Puc. 4-38.

@ WEP
Tun ayrenTHipukaunn: | OTkpouiTan CHCTE
@opmar knya WEP: LIJec:THa,u,uaTepl|Z|
Knw4 epibpan:  Knwy WEP THR KNO4a
Koy 1: OTenioyeHo E
Koy 2: OTenioyeHo E
Koy 3 OTenioyeHo E
Koy 4: OTknioueHo E
Puc. 4-38 WEP

e Twun ayteHTucpmkaumm — Bbl moxeTe BbiGpaTb TN WEP-3awmThl M3 BbinagatoLero
cnucka. 3HadeHre Mo ymonyaHuio ABTOMATUYeCKU. OTO 03Ha4YaeT aBToOMaTUYECKUIA
BblOOp 3HayeHunda: nnbo O6wmn KoY, nMbo OTKpbITas cucTema B 3aBUCUMOCTM OT
BO3MOXHOCTEN BGECNPOBOAHON CTaHLMKM 1 3anpoca.

e ®opmart knwya WEP - 3gecb moxHo BhibpaTh LLecTHaguaTtepuuHbin unu ASCII
dopmar. LWecTHaguaTeprYiHbIN dopmat O3Ha4aeT KoMOUHauuto
wecTHaguaTepuyHbix cumsonos (0-9, a-f, A-F) onpegeneHHon gnvHbl. ®opmat ASCII
O3Ha4aeT koMOMHaumMo NobbIX CMMBOSIOB Ha KnaBmaType onpeaeneHHoOn oNnHbI.

e  Knrouy WEP - Bbibepute oguH us yetbipex kntoden n ykaxute WEP-knoy. Yoeautecb
B TOM, YTO [a@HHble 3HaYeHNs1 0AMHAKOBbI Ans BCceX 6BeCnpoBOAHbLIX CTAaHLMIN CEeTW.
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e Twun knio4ya — 3gecb MOXHO ykasatb anvHy WEP-kniova (64-, 128- nnn 152-6ur).
3HayeHe "OTknyeHo" o3HadaeT, 4To 3annce ¢ WEP-kniouom  gaBnsietca

HeOencTBUTENbHOMN.

64-6uT — Bbl moxeTe ykasaTb 3HayeHue gnvHon 10 LwecTHaguaTepuyHbIX 4vmcen
(kombuHaumsa cumsonos 0-9, a-f, A-F, HyneBon knoy He noaaepxuBaeTcs) unu 5
cumBonoB B koauposke ASCII.

128-6UT — 3gecb MOXHO yKasaTb 3Ha4YeHue OJNIMHOWM 26 LecTHaauaTepuyHbIX vmcen
(kombuHaums cumeonoB 0-9, a-f, A-F, HyneBon kN4 He nogaepxmBaetcs) unm 13

cumBornoB B koguposke ASCII

& lMpumeyaHue:
Ecnu Bbl He BBeNu 3HadyeHue Kro4a, 3awmrta 6ecnpoBogHon ceTn He ByaeT paboTaTh, Aaxe

ecnu B kadecTBe Tuna ayTeHTudukaumm BelopaHa onumnsa « OGLLUIA KNoY».

He 3a6y/:u>Te HaXXaTb KHOMKY COXpaHVITb, YTOOBbI COXpaHuUTb nNpoaenaHHblie NISMEHEHUA B

HacTponkax.

4.7.4 dunbTtpauusa MAC-agpecoB

B wmeHwo “‘BecnpoBogHon pexum — 5 Ty — ®unstpaumsa MAC-agpecoB” MOXHO
KOHTponmpoBaTtb 6ecnpoBogHon JOCTyM, HacTpous yHKUMo omneTpaumm no MAC-agpecam (cm
Puc. 4-39).

Ha 3Toll cTpaHuUe MO¥HO HACTpOWTE BUNLTRpaLMio MAC-aapecos ONA KOHTPONA A0CTYNA K CETH No GecnpoBogHoMY
COROMHEHMHD.

DOuneTpauna MAC-agpecoe: OTKNKYEHO Brnrunte

Mpaewna puneTpaLnm
@ 3anpeTuTk OOCTYN CTAHUWAM, YKA3aHHBIM BO BKMNKOUEHHLIX NpABANEX U3 CNWCKA.

FPazpewnte QOCTYN CTAHUMAK, YEA3AHHEIM BO BENOYEHHEIX NPABEWNAY W3 CNMCKA.

WA
MAC-agpec CocToAHKe Yaen HameHnTe
npaeuna
| Nobaeuts | | Brntounte BeIbpaHHoDE | |OTKnH:|'-u-1Th EIhIEpaHHUEl | Ynanute BeibpaHHoe

Puc. 4-39 dunerpauns MAC-agpecoB

YT1oObI akKTuBMpoBaTb (byHKLl,VI}O, HeobXoANMOo HaxaTb KHOMKY BkntouunTb. Mo yMOn4aHuo

yCTaHOBJIEHO 3Ha4YeHune OTKNIOYEeHo.

» MAC-agpec — MAC-agpec 0ecnpoBOAHOW CTaHUMKW, MO OTHOLUEHWO K KOTopow Oyget

NPUMEHATLCSA PUNLTP.
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> CocTosiHue — CocTtosiHue 3annucu — BkntovyeHo nnu OTKNOYEeHo.

> Y3en — Y3en cetu, N0 OTHOLUEHMIO K KOTOPOMY ByayT MCNONb30BaTbCs MpaBunia unsTpaumu.

> OnucaHue — OnncaHne 6ecnpoBOQHON CTaHLMMW.

Ytobbl 4OOaBUTL HOBYIO 3anMMCh, HAXXMUTE KHOMKY [lo6aBMUTb OTKPOETCS OKHO, kak Ha Puc. 4-40:

Ha 3T0il cTpaHuLEe MOMHO HACTPOMTE GUnLTpauMio MAC-anpecos ONA KOHTPONA A0CTYNA K CETH no GecnpoBogHomMy
COEOMHEHMID.

MAC-anpec:
WmA npaeuna:
Coctoanne: | BrnwueHo |z|

Cete: | TP-LINK_02C5_5G[~]

| Coxpawwte | | Hazag |

Puc. 4-40 Jo6aBuTb Unu nameHuTs 3anncek punsrpauun MAC-agpecos

Y106bI 4O6ABUTL NN U3MEHUTb 3aNUCb, HEOBXOAMMO caenaThb crneayrollee:

1.

4.

5.

B none MAC-agpec ykaxuTte cooTBeTCTBYtoLLEE 3Ha4YeHne B hopmaTe XX: XX: XX XX:XX: XX
(roe, X — ato gecarepuyHoe ymcno). Hanpumep, 00:0A:EB:B0:00:0B

B none OnucaHue ykaxuTe KpaTkoe onucaHue OecnpoBOAHOM cTaHuuu. Hanpumep,
«becnpoBogHas ctaHuus A».

B none CocTtosiHMe u3 BbiNagaloWero crnucka BblbepuTe 3HaveHne BkmoveHo wnn
OTKnoYeHo.

Bbib6epute 6ecnpoBoaHyto ceTb B norne CeTb, ANs KOTopow GyaeT AelcTBOBaTb NPaBuIio.

Haxmnte KHOMKY COXpaHVITb ana coxpaHeHusa 3anncu.

YT106bI U3MEHUTL UMK yAANUTL CYLLECTBYIOLLYIO 3anUChb:

2.

3.

Bbibepute 3anmcbk n HaxxmMuTe KHOMKY M3mMeHUTb. YUToObI yaanuTb 3anucb, BOCMOMNb3YATECH

KHOMKon Ypanutb.
BHecute Heobxoanmble N3MEHeHus.

HaxmuTe kHonky CoxpaHuTb.

Haxmunte KHOMKY Bknountb Bb|6pa|-||-|oe Ona BKIKOYeHUA Bbl6paHHbIX 3anucen.

HaxmuTe kHonky OTKNOYUTL BbIOpaHHOE 4151 OTKIHYEHNS BbIOpaHHbIX 3anmcen.

Haxxmute kHomky YAaanuTb BblGpaHHOe A4S yaaneHusl BbiOpaHHbIX 3anvcei.

HaxmuTe kHonky Hasap ans BosBpaTa Ha npeablayLuyto CTpaHuLy.
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Hanpumep: Bbl xoTuTe npegocTaBuTb AOCTYN K MapLupyTM3aTopy TONbKO ANs GecrnpoBOAHON

craHumm A ¢ MAC-agpecom 00:0A:EB:B0:00:0B u 6ecnposogHon ctaHumm B ¢ MAC-agpecom
00:0A:EB:00:07:5F wn 3anpetutb [OCTYyn K MapLipyTU3aTopy BCeM MpoYMM OecnpOBOAHLIM
cTaHuuam. [Ona atoro Ha cTpaHuue ®PunbTpauma MAC-agpecoB Heobxooumo caenatb

criegyiollee:
1. HaxaTtb kHOMNKy BKNOUYKTb, YTOObI aKkTMBMPOBATb (OYHKLIMIO.

2. Bblbepute cTpoky “PaspewmnTb AOCTyn CTaHUMAM, YKa3aHHbIM BO BKITHOYE€HHbIX

npaBunax u3 cnucka.” ans Npaesun unbTpaumm.
3. Ypanute unu oTKMYUTE BCE 3anmcu (eCnmn TakoBble NMEIOTCS).
4. HaxmuTte kHonky [lo6aBUTL.
5. Beeante MAC-agpeca 00:0A:EB:B0:00:0B /00:0A:EB:00:07:5F B none MAC-agpec.
6. [Motom BBEeguTe onmncaHue GecnpoBodHon ctaHuum A/B B none OnucaHwue.
7. Bbibepute BkntoueHo n3 Bbinagatowlero cnucka CoctosiHme.
8. Haxmute kHonky CoxpaHuUTb.
9. Haxwmwute Hasap.

MpaBuna ounbTPaLnmn AOMKHbI BbIrMAAETL CreayoLmm o6pasoMm:

Mpaenna guNeTpaL MM
@ 3anpeTuTe QOCTYN CTAHUMAM, YKA3AHHBIM BO BEMKYEHHEIX NPABMNAEY W3 CIMCKA.

FazpewnTe QOCTYN CTAHUWAM, YKA3AHHEIM BO BEMKYEHHEIX NPABMNAEY W3 CNWCKA.

MAC-agpec CoOCTOAHKE Yaen WmA npaeuna | HaMeHnTL
00:0AEB:B0:00:08 | Brnioueo | TP-LINK_02C5_5G | DoCTPOBOBHON | T
CTAHLMK A -

00:0AEB:00:075F | Brmiouero | TP-LINK 02C5_5G | CCCTPOBORHON |\ eiums
CTaHuWu B -
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4.7.5 HdononHutenbHbIe HACTPONKN

B meHio “BecnpoBogHon pexum — 5 Ty — [JononHuTeNlbHble HACTPOWKU® MOXHO yKasaTb

napameTpbl AONONTHUTENbHbIX HACTPOEeK 6eCI'IDOBOJJ.HOIZ ceTn.

Mpumeyanne: AnA nyywei padoTel MapwpyTvaatopa Mopor fparMeHTannK oTKNKYEH, ECA MCNoNL3YeTcA 11 uiM 11ac.

MowHOCTL Nepenaryuea: | Bricokad El

Wutepean manka: | 100 (25-1000)
Mopor RTS: 2346 (1-2348)
Mopor pparMmeHTauMm; (256-2348)
Wurepean DTIM: 1 (1-255)

V| AkTweMposatk Short Gl (KOpOTKWA 33WNTHEIR WHTEPBAMN)
AkTUBWpoBaTe Client Isolation (M30NAUMA KNWEHTA)

AxTnenposate WMM

| Coxpanute |

Puc. 4-41 JononHuTernbHbIE HACTPOWKK

> MowHocTb nepepgatymka — 34eCb MOXHO YKasaTb MOLWHOCTb Mepegady curHana
mMappyTtusatopom. MoxHo BbiGpaTb: Bbicokasi, CpeagHsia wnu Huskas. Mo ymonyaHumio

BbIOpaHo "Bbicokasn”, peKOMeHAYeTCsl OCTaBUTb 3TO 3HAYEHME.

> MWHtepBan masika — CurHanbHbIMM  NakeTamMu HasbIBAKOTCA NakeTbl, KOTOpble
MapLUpyTM3aTop HanpaenseT pAns  CUHXpoHM3auum OecnpoBogHon ceTn. WHTepBan
CUrHarbHOro naketa onpefensieT BPEMEHHOW MHTepBas OTMPaBKW CUrHarbHbIX MAKETOB.
Bbl MoOXeTe BbiCTaBuUTb 3HadyeHUa B uHTepBane 25-1000 munnucekyHg. Mo ymonyaHuio

ykasaHo: 100

> Mopor RTS — 3geck Bbl MOXeTe ycTaHoBUTL nopor RTS (3anpoc Ha oTnpasky). Ecrnn naket
fonble pasmepa, ycTaHoBNeHHOro noporom RTS, 1o mapwpytnsatop OygeT HanpaenaTb
6rnokn RTS Ha onpefenéHHyio MNpYHUMMAIOLLYI0 CTaHUMIO U COrfacoBbIBaTb OTNpPaBKy

6r10k0B AaHHbIX. 10 yMOnyaHuIo yCTaHOBMNEHO 3HayYeHue: 2346

> NMopor dpparmeHTaumnm — [laHHasa BenuumMHa npeactaBnsaeT cobon MakcumarnbHbI pasmep,
nocne KOToporo naketbl GyaoyT noaBepratbCca parMeHTauun. YCTaHOBMEHUE CIULLKOM
HW3KOro rnopora gyparMeHTauum MoXeT MPUBECTU K CHWXEHUIO NMPOU3BOAUTENBbHOCTU CETU
u3-3a u3bbITOMHOIO KOnMyecTBa nakeToB. B kavecTBe pekoMeHOOBaHHOW BerMYMHbI

npegnaraeTcs ykasatb «2346»; faHHas BENMYMHA YCTAHOBIIEHA MO YMOTYaHUIO.

> WurtepBan DTIM — [JaHHasa BenunuuHa onpeaenseT uMHTepBan otnpaBkn CooOuieHusi o
HoctaBke Tpadwuka (DTIM). Tone DTIM saBnsietcs nonem ob6paTHOro OTCYeTa,

NHOPMUPYIOLLIMM KIMEHTOB criegytoLuero OKHa ans npocnyLwmnBaHus
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LnpokoBeLllaTesibHbIX UM MHOroagapecHbIX coobuweHun. Korga MapLpyTU3aTop coxXpaHAaeT

B Oydbep LimMpoKoBeLlaTenbHble UM MHOroagpecHble coobLeHna Ans accounmnmpoBaHHbIX
KNueHToB, OH oTnpasnseT creaytouwee DTIM co 3HadeHnem nHTepsana DTIM. Bbl moxeTe
BbICTaBUTb 3HadeHuWe B AmanasoHe mexay 1-15 uHtepBanamu curHanbHoro naketa. o
YMOMNYaHUIO YCTAHOBMEHO 3HayeHue «1», 4YTo oO3Ha4vaeT, 4YTo uHTepsan DTIM paBeH

l/IHTepBany OTnpaBKy CUTrHaNbHOro nakeTa.

> AxktmBmpoBatb WMM - ®yHkuma WMM obecneumBaeT nepBOOYEpPEOHYHO OTNpPaBKy

COOBLEHNI C BbLICOKAM NPUOPUTETOM. HacTtositenbHo pekomMmeHayeTca BKIMH4YNTbL OaHHYHO

PYHKUMIO.

> AxktuBupoBaTtb Short Gl — [laHHas dyHKUUA Takke pekoMeHaoBaHa, NOCKOSbKY No3BoNsAeT
YBEMUYNTL MPOMYCKHYD CMOCOBHOCTL 3@ CYET CHWXKEHMS ANUTENbHOCTM  MOMOoChI

pacuibTPOBKU.

» AxktuBupoBartb Client Isolation — (M3onaums Toukn goctyna/knueHTa) daHHaa dyHKLMA
nossonsdeT u3onuvpoBaTb OecnpoBoAHble CTaHUMW ceTu Apyr oT apyra. B atom cnyvae
fbecnpoBofHblE YCTPOWCTBA CMOTYT MOAKMIOYATLCSA K MapLupyTU3atopy, HO He CMOryT
oB6MeHuBaTbCA AaHHbIMWU ApYr ¢ ApyroM. YToObl akTuBMpoBaTb PYHKLUMIO U30NALUN TOYKM
Joctyna/knmeHTa, OTMEeTbTe COOTBETCTBYIOLLYIO A4eriKy. 1o ymonyaHuoo gaHHaa pyHKUns

OTKIHO4YEeHa.

&= lMpumeyvaHue:

Ecnv napameTpbl HacTpoek Ha [aHHOW CTpaHuue Bam He 3HaKOMbl, HaCTOATENbHO
pekoMeHOyeTCs OCTaBUTb 3HAYEHWS, YCTAHOBIMEHHbIE MO YMOMYaHUWIO, NMOCKOIIbKY HEBEPHAas
HacTponka MapaMeTpoB MOXET MNPUBECTU K  CHWKEHU  MPOM3BOAUTENBHOCTH

GecnpoBoaHON CeTu.

4.7.6 CrtaTtuctuka 6ecnpoBOgHOro pexumma

B meHio “BecnpoBogHou pexum — 5 Ty — Cratuctuka 6ecnpoBOAHOro pexuma’ MOXHO
npocMoTpeTb UHdopmauumio no MAC-agpecy, TekylweMy COCTOSIHAK, MOMYYEHHbIM U

OTMNpaBIieHHbIM NakKeTam Ans KaXaon NoaknioYeHHoW 6ecnpoBoaHOM CTaHLNN.

MogknioyeHHele GecnpoBogHEle CTaHuMK: 1 ObHOBKTE

D MAC-anpec Tekyuee MNMakeToB NMaketos SSID
COCTOAHWE NPHUHATO OTNPaBNeHo
1 14.9F EBE1.ET 58 MNogrnyeHo a70 322 TP-LINK_D2C5_5G

Puc. 4-42 Ctatuctmka 6ecnpoBogHOro pexxuma

-71 -



AC750 becnpoBogHow AByXAnana3oHHbIN
Archer C2 rmrabuTHbIN MapLpyTn3aTop

> MAC-agpec — MAC-agpec nogkniodéHHon 6ecnpoBogHON CTaHLMMW.

> Tekyuee cocTossHue — Pabo4dee COCTOSAHNE NOOKIIOYEHHON BECNPOBOAHOM CTaHLMM.

> [MakeToB NpUHATO — KONn4ecTBO NakeToB, NOJTyYEHHbIX NOAKNIOYEHHON BeCnpOBOAHOM
CTaHUnen.

> [MMaketoB oTnpaBneHo — KonvyecTtBO NaKeToB, OTMNPaABMAEHHbIX MOAKMHOYEHHOWN
©ecnpoBogHOM CTaHUMEN.

> SSID — SSID ceTu, kK KOTOpOW nogkntoydeHa 6ecnpoBoaHasi CTaHUMS.

Bbl He MOXXeTe BHOCUTb U3MEHEHUA B JaHHble, NpeacTaBneHHble Ha AaHHOW cTpaHuLle. YTobbl

0OHOBUTb MHGOPMaUMIO, HaXkmMuTe kHornky OGHOBUTD.

& lMpumeyaHue:
OTa cTpaHuua obHOBNSETCS aBTOMAaTUYECKN KaxKable 5 CekyHA.

4.8 T[ocTeBas ceTb

B meHto “TocTeBas ceTb” MOXXHO HAacTPOUTb NapameTpbl 6ecnpoBOAHON rOCTEBON ceTu (cMm. Puc.
4-43).
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PazpellnTs rocTEBLIM NONL30BATENAM | OTKNHOYNTE
OOCTYN K MO2d NOKaNbHOH CeTH:

PazpewnTs rocTeBLIM NONL30BATENAM OTKNHYNTE
aoctyn K USB-xpaHanuuy:
WaonAwua FOCTEBOH CETH: OTENHYMTE

IR B [E]

KoHTpONL NpONYCKHOR CNocoBHOCTH OTENHYNTE
TOCTEBOH CETH:

BuIGop YacToThI: 241T1Ty E|
locreean ceTe: () Brnouute @ OTKNKYWTE
HmA cetn:

MaKCHMANbHOE KONMHYECTBO FOCTEBbIX
NoNb30EaTENen:

3ammra: | OTKNHOYNTE 3aLLNTY

Bpewms goctyna: | Pacnucanue El

Haxute Ha TaBnuuy Mnn Mcnonbayite KHonky AofasuTs’, yTofkl yKasaTe Nepuod, korna GecnpoBogHoe BellaHne Gyaet
OTKNIOYEHO aBTOMaTHYECKM!

PacnucaHWe Ga3snpyeTcA Ha BpEMEHW, HACTPORHHOM Ha MapWpyTMasaTope. BpeMa MOoMHO HACTPOWTL HAa CTpaHUUE "CUCTEMHBIE
WHCTPYMEHTRI == HacTpoAka BpemMeHn”.

Pacnucanue DecnpoBOgHOND PEXMMA: ) Brnounte @ OTKMYnTE

MpPUMEHHTE ONA: Havano KoHel

Kaxablii LeHb E 00:00 E 24:00 E|

Bpema| 0:00 | 1:00 | 2:00 | 3:00 |4:00 | 5:00 | 6:00 |7:00|8:00 | 9:00 10:00111:0012:0013:0014:00

Bc.
MH.
Br.
Cp.
Yr.
mT.
co.

‘| n 2

OyncTuTe pacnucaHne l

CoxpaHuTe

Puc. 4-43 HacTtponku 6ecnpoBogHOro pexvmMa Ansi rocTeBov ceTu

> Pa3peumn: rocrteBbiM nonb3oBaTendamMm AocCcTtyn K Moen nokanbHon cetu - Ecnu srta

(byHKLl,VISI BKJ1lOMEHA, Nonb3oBaTesnin CMOryT NoAKM4YaTbCA K I0Ka/IbHbIM Y3/1aM.

» PaspewmTb rocteBbIM nonb3oBatensam goctyn Kk USB-xpaHunuuwy — Ecnu ata dyHKUMS

BKITHO4EHa, nonb3oBaTtesin CMOryT noAKNni4YnNTbCA K USB-xpaHmnmmy.
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> Wsonsauusa rocteBon cetn — Ecnn ata yHKUMA BKAOYEHA, NONb30BaTENM rOCTEBOWN CETU HE

CMOryT 0OMeHMBaTbLCA aHHbIMU MeXay COOON.

» KoHTponb nponyckHoM cnocobBHOCTU rocteBoM ceTu — Ecnn ata yHKUMS BKIHOYEHa,
OyaoyT NPUMEHATLCS NpaBuna KOHTPOIS NPOMYCKHOW CNOCOOHOCTM rOCTEBOW CETU.

> Bblbop yacTotbl/locTeBasa ceTb — Bbibop yactotbl rocteson cetn(2,4 My vnmn 5 MMu) n
BKITHOMEHNE/OTKITIOMEeHWE TOCTEBOW CETH.

» Wma cetn — Beeaute 3HadveHne anuHon o 32 cumeonoB. Takoe xe ums (SSID) gomkHo
ObITb Ha3Ha4YeHO BceM 6ecnpoBOAHbIM YCTPOMCTBAM BalUEW rOCTEBOWN CETU.

> MakcumanbHOe KOnu4yecTBO rocTeBbIX Nonb3oBaTtenen — MakcumanbHOe KOnM4ecTBO
roCcTeBbIX MONb30BaTeNen, KOTopble MOTYT HaXOAUTLCS B FOCTEBOW CETU OOHOBPEMEHHO.

» 3awwmTa — 34ecb MOXHO HAaCTPOUTbL 3aLLUTY rOCTEBOW CETH.

> Bpemsa poctyna — B TeueHune 3Toro BpemeHn 6ecnpoBogHble KNMEHTbI MOTyT NOAKoYaThCs

K MapLipyTu3aropy.

&= lMpumeyaHue:

O6bEéMm NponyckHOM CMOCOBHOCTU AN TOCTEBOW CETU PacCHMTLIBAETCA C YYETOM HaCTPOEK Ha
cTpaHuue "KoHTponb NponyckHOM cnocobHocTu ",

49 DHCP

DHCP
- Hactpoiku DHCP

- Cnucok knuedtoe DHCP

- PezepBHpOBAHHE a0PeCcos

Puc. 4-44 MeHio DHCP

B meHto DHCP cogepxuntca Tpu pasgena (cm. Puc. 4-44): Hactponkn DHCP, Cnucok knueHToB
DHCP wun PesepBupoBaHue agpecoB. BbibepuTe HyxXHbIW Bam pasgen Ans HaCTPOMKu

COOTBETCTBYIOLLEN PYHKLNN.

491 Hactpownku DHCP

Ha ctpaHuue “DHCP — Hactponku DHCP” Bbl MoOxeTe HacTpouTb napameTpbl paboTbl
DHCP-cepBepa (cm. Puc. 4-45). Mo ymonyaHuio mapwpyTtusatop gencrteyet kak DHCP-cepsep
(DHCP — 31O npoTOKON AMHaMUYecKon KoHdurypauum ceteBoro yana) um obecrnevmBaet

KoHpurypaumto TCP/IP gns Bcex NOAKNIOYEHHBIX K HEMY KOMMbIOTEPOB FTOKarbHON CETH.
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DHCP-cepeep: OTENKYATE @ BENKDYATE
HayaneHwi IP-agpec: |192.168.0.100
Koweuynwd IP-agpec: |[192.168.0.1993

BpewmA apeHabl: 120 MWAHYT (1-2880 MIHYT, N0 YMONYaHuw - 120)

COCHOBHOR WMH3: 192.168.0.1 (no eelGopy)

OomeH no yMon4YaHu; (no eelGopy)

MpegnoynTaeMbiid DN S-cepeep: 0.0.0.0 (no eelGopy)

AnbTepHaTHEHLIA DN S-cepeep: 0.0.0.0 (no eelGopy)
| CoxpaHuTE |

Puc. 4-45 Hactpownika DHCP

DHCP-cepBep — MoxHO Bknrountb nnn OTKkNo4MTb cepBep. Ecnv Bbl XOTUTE OTKNIOYNTL
ero, B Bawen cetn gomkeH 6biTb gpyron DHCP-cepBep, B NPOTUBHOM Criy4ae Bbl JOSDKHbI

Oynete ykasaTb |IP-agpec koMnbloTeEPa BPY4HYHO.

HavanbHbIN IP-agpec — Ykaxute |IP-agpec, ¢ kotoporo DHCP-cepsep 6yaner npucsanBatb
IP-agpeca. Mo ymonyanuto ato 192.168.0.100

KoHeuHbin IP-appec — VYkaxute KOHeyHbln |P-agpec AwnanasoHa, WCMNoNb3yemoro
DHCP-cepeepom npu npucsoeHun IP-agpecoB. 1o ymonyaHuioo MCNOmnb3yeTcs 3HaveHue
192.168.0.199

Bpemsa apeHAbl — OTO NPOMEXYTOK BPEMEHU, B TEYEHNE KOTOPOro CETEBOW NOMNb30BaTESNb
MOXET MOAKMNI0YaTLCA K MapLUpyTM3aTopy, UCMonb3ys TeKywui anHamudeckui IP-agpec.
Cpok pencteusa agpeca ykasbiBaeTcsi B MuHyTax. [lo  mcTevyeHMM gaHHOro nepuoga
nornb3oBaTento asToMmatnyeckn byaet NPUCBOEH HOBbLIN AuHammyeckun IP-agpec. 3HadeHne

nexut B npegenax ot 1 go 2880 MuHyT. 3HayeHne no ymonyaHuo 120 MUHYT.

OcHoBHOM wnt3 — (HeobsasaTtenbHas HacTpounka) [lpegnaraetca ykasatb IP-agpec
LAN-nopTa mapwpyTtusatopa. 3Ha4yeHme no ymonyaxumo 192.168.0.1

[domeH no ymonyaHuto — (Heobsa3aTenbHas HacTponka) 34ecb MOXHO yka3aTb LOMEHHOE
Ums ONs Ballen ceTu.

Mpeanouyntaembin DNS-cepBep — (HeobGazaTtenbHas HacTponka) 34ecb MOXHO yKasaTb
IP-agpec DNS-cepBepa, nony4yeHHbIn OoT noctasLlmka VIHTepHeT-ycnyr. inn obpatuTech K

CBOEMY MOCTaBLUNKY NIHTEPHET-YCIYT U YTOUHWUTE 3TU AaHHbIE.
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> AnbtepHaTuBHbIN DNS-cepBep — (HeobGsa3aTensHas HacTponka) 34eCb MOXHO ykasaTb

IP-agpec gpyroro DNS-cepsepa, ecnu Bbl nofny4unu OT nocTaBlimka WHTepHeT-ycnyr

afpeca [ByX CepBepOB.

& lMpumeyaHue:

Ona ncnonb3oBaHusa yHkuun DHCP-cepBepa Heo6XxoaMMo Afisi BCEX KOMMbIOTEPOB FOKaNbHON
ceTu BblbpaTb pexum "Tlonyunts IP-agpec aBTomaTnyeckn".

49.2 Cnucok knueHtos DHCP

Ha ctpanuue “DHCP — Cnucok knueHtoB DHCP” Bbl MOXeETe npocMaTpmBaTtb MHpOpMaLmIo

no BCeM KNnMeHTam MapLupyTtuaartopa (cMm. Puc. 4-46).

Ha gaHHol cTpaHuue yka3zaHa nHopmMauna obo ecex DHCP-KknWeHTax ceTh.

HazHavyeHHbH |P-
D HmMA knnedTa MAC-agpec Bpema apengbl
ap anpec I perp,

1 a"dm'd'z?;tmcwag 14:9FES'E1ET 58 192 168.0.100 015041

| OBHoBats |

Puc. 4-46 Cnucok knneHtos DHCP
>  Wma knueHTa — NMva DHCP-knneHTa.
» MAC-agpec — MAC-agpec DHCP-knueHTa.

> HasHavyeHHbin IP-appec - 310 IP-agpec, npuceoeHHbin ~ DHCP-knuneHTty

MapLUpyTU3aTOPOM.

> Bpems apeHgbl — Cpok pewncteua agpeca DHCP-knueHTa. lNocne uctedeHus cpoka

OenCcTBNA Nonb3oBaTesito aBToMmaTUyYeckm npuceamBaeTCcH HOBbIN MHAMUYECKUIA IP-anpec.

YKa3saHHbl€e Bbllle 3Ha4YeHUs1 He MOryT BbiTb U3MEHEHbI B 3TOM OKHe. YTobbl OOHOBUTL CTPaHULY
N NOMAy4YUTb MHAOPMAaLMIO NO MOAKHOYEHHBIM Ha OAaHHBbIA MOMEHT YCTPOWMCTBAM KMUKHUTE MO

kHonke OOHOBUTD.

4.9.3 Pe3epBupoBaHue agpecoB

Ha ctpaHuue “DHCP — PesepBupoBaHue agpecoB” Bbl MOXETe npocMaTpusaTtb U 4obaenatb
3apesepBupoBaHHble agpeca Ana  knueHtoB (cMm. Puc. 4-47). Korga Bbl yKasblBaeTe
3ape3epBupoBaHHbIi IP-agpec Ansa koMnbloTepa NnokanbHOM CeTH, 3TOT KOMNboTep bOyaeT Bcerga

nonyyatb oguH u ToT Xe IP-agpec kaxabim pa3 npu obpaweHun k DHCP-cepsepy.
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3apesepBupoBaHHbI IP-agpec Hy)xHO HazHa4aTb cepBepam, TPebyoLMM NOCTOSIHHBIX HACTPOEK

IP-napametpos.

PesepBUpoBaHNe agpecoB

Ha paHHoi cTpanuue oToGpamaeTcA CTaTMUecknid IP-anpec, HasHaueHHLId DHCP-cepeepomM. BHW3Y MOMHO HACTPOUTE
COOTBETCTEVIOWMWE NapamMeTpLl pe3eperpoBaHnA IP-agpecos.

[l MAC-agpec IP-agpec CocToAHHe | M3MeHuTs
| 14.9F.EBE1.E7:58 192.168.0.100 OTKNoYEHD | FIAMEHWUTE
[ Lobasuts ] [ Brnwountk BLIbpaHHoe ] [Omnmumb Bh|6paHHoe] [ YaanuTts BeIbpaHHoe ]

ObHoBUTE

Puc. 4-47 PesepBnpoBaHue agpecoB

» MAC-agpec — MAC-agpec KomnbioTepa, Onsl KOTOPOro Bbl XOTUTE 3ape3epBuUpOBaThb

IP-agpec.
> IP-appec — IP-agpec, 3ape3epB/MpOBaHHbIA MapLLPYTU3aTOPOM.
» CocTtosiHne — CocTosiHme 3anucu: BknroyeHo nnm OTKNOYEHO.
Y100bI 3ape3epBupoBaTthb IP-agpeca Heobxoaumo caenatb cneayroulee:
1. HaxmuTte Jo6aBUTb, NOSIBUTCA CTpaHULa, Kak Ha Puc. 4-48.

2. Beeaute MAC-agpec (B dopmate XX XX:XX:XX:XX:XX) u IP-agpec B AecaTuyHOM

d)opmaTe C pasgenuTteribHbIM1 TOYKaMn TOro KomnbkoTepa, KOTOprVI Bbl xoTnte gobaBuTb.

3. Haxmwute kHonky CoxpaHUTb.

PesepEnpoBaHMe agpecoB

Ha maHHOH CTpaHMLIE MOMHO HECTPOHTE CTaTHYeCcKkHH IP-agpec or DHCP-cepeepa.

MAC-agpec: |
IP-agpec: |

CocToAHuHe: |DTI{I‘IH:I'-IEHD |E|

[ CoxpaHnTk ] [ Hasapg ]

Puc. 4-48 [1o6aB/TbL UnM M3MEHUTbL 3anNCb Pe3epBMPOBaHNS agpeca

Y106bI UI3MEHUTb UNn yaanuTb nMerLlyrcd 3anuchb:

1. Bblbepute 3anmcb M HaxmuTe KHOMKY WM3meHuTb. Ecnn Bbl XOTUTE yaanuTb 3anuchb,

BOCMOSb3yNTECh KHOMKON YAanuTb.
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2. BHecuTe HeobxooMMble UBMEHEHMS.

3. Haxmute kHonky CoxpaHUTb.

Utobbl akTMBMpOBATL/OeaKTMBMPOBaTL OMNpedesieHHOe 3anucu, BOCMONb3YUTECh KHOMKOM
Bxkniountb/OTKNHOUYUNTL BbIOpPaHHOe.

YToObI yoanntb Bbl6paHHbIe 3anuncu, BOCI'IOJ'Ib3YI71T€Cb KHOMKon YpanuTtb Bb|6pa|-||-|oe.

4.10 Hactpowuku USB

HacTpoikn USB
- HacTpoikn 3G/4G
- USB-xpanunuue

- YYETHRIE 3aNHCH NONL30BaTENneH

- CoBMECTHLIA OOCTyn

- FTP-cepeep
- Menna-cepeep

- NMpUHT-CEpBED

Puc. 4-49 MeHto HacTpoek USB

MeHio Hactponkn USB copgepxut cemb pasgenoB (cm. Puc. 4-49). Hactpownku 3G/4G,
USB-xpaHunuuwe, Y4éTHble 3anucu nonb3oBartenen, CoBmecTHbIn pgoctyn, FTP-cepBep,
Mepna-cepBep w© [lpuHT-cepBep. BbibepuTe HyXHbIW Bam pasgen gnas  HaCTPOWKK

COOTBETCTBYIOLEN PYHKLNN.

4.10.1 Hactpownku 3G/4G

UTtobbl mcnonb3oBate 3G/4G B kayecTBe pe3epBHOro MOAKIIOYEHUS, cHavana noaKM4vuTe
USB-mogem k nopty USB maplpytmnsatopa. MapLupyTmu3aTop yXe COAepXuT nHdopmaumio o
HacTporikax 6onbwmHcTBa 3G/4G USB-mogemoB. MNMoxanyincra, BpyYHy NpaBuiibHO BbiOepute
PervoH un TloctaBwuka ycnyr mobuneHoro WHTepHer, napametpel USB-mogema OyoyT
yCTaHOBMEHbI aBToMaTuyecku, ecnu 3G/4G-kapTa nogaepxuBaeTcs maplupyTusatopom. Ecnim
USB-mogem noggepxuBaeTcsa MapLlpyTu3aTtopoMm, TO Bbl yBuamte cooblieHve “OnpegeneHo

ycnewHo” B none 3G/4G USB-moagema.
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HacTpodki 3G/M4G HeQOCTYNHEI, NOCKONLKY pE3epBHOe 3G/M4G-NoOKNIYEHWE He BENKYeHO. MoM¥anyAcTa, BENYHTE 36/4G-
noaknKYesne 8 Hactpoitkm 3G/4G.

BnioynTe 3G/M4G B KayecTEe pe3epEHOrD NOQKNKOYEHKA K FIHTEpHET
3GMG USB-mogem: He noggnoueH

CoctoAdne PIN-koga: HewaeecTHo

PeruoH: Pocecua
MNocraewmk yenyr mobunsHoro HHTEpHET: Bwunaiin

¥KazaTek Homep HaGopa, MmMA Toukk goctyna, FIMA none30eaTenA v naponk
BPYYHYK

Howmep Habopa:

WA ToYKK gocTyna:

HmA none3oBaTenn; (o ewlGopy)
Mapone: (no exlbopy)
PeXum nogrnyeHna: Boerga akTMeHo

MogrnioynTe No TpedoBaHwmw
MopKNKYNTE BPYYHYKD

MaKkcumankeHoe BpemMA NPOCTOA: MKUHYT (0 03HaYaeT, uyTo NoQKNKYeHne
OyOeT aKTWBHbLIM NOCTOAHHO)

Tun ayTentuchukaumn: | ALUTO AUTH

OTKMIYeHo

| CoxpaHuTh |

Puc. 4-50 Hactpowkn 3G/4G
e PeruvoH - BeibepuTe pervoH, rae Bbl ucnone3yete kapty 3G/4G.

e [locTtaBwmukKk ycnyr MmoounbHoro UHTepHeT - Bbibepute noctaslimka NHTEpHET-yCRyT,
KoToporo Bbl ucnonbdyete and 3G/4G nogkntoyeHnsa. MapuipyTtnsatop nokaxeT Homep
Habopa, UMsi TOYKM OOCTyna, MMS Monb3oBaTens M Napofb N0 YMOMYaHUI0 YKa3aHHOro

nocrtasLmka IHTepHeT-ycnyr.

e YKasaTb Homep |-|a60pa n Uma Touku AocTtyna, Uma nonb3oBaTensa wu naponb
BPYYHYIO - OTmeTbTE gaHHOEe none u YKaxunte HomMmep Ha6opa, MMA TOYKM [ocCTyna
COOTBETCTBYHOLUX NONAx, ecnn Ball NOCTaBLUMK I/IHTepHeT-ycnyr HEe YyKa3aH B ChnucCKe

nnbo 3Ha4eHust no YMOJTHaHUIO yCTapersu.

e Homep Habopa - Ykaxute Homep Habopa, MpeaoCTaBfEHHbI BaluMM MOCTaBLLMKOM

NHTepHeT-ycnyr.

e WUmA TOUKM AocTtyna - YKaxXnte uMs  TOYKU OoCTyna OT Balwlero noctaswuka
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e WNmn I10]1I:3OBaTeJ1$|/napOJ1b - Ykaxute nMmd nonb3oBarens n naporsb,

NHTepHeT-ycnyr.

npenocTtaBlieHHble BallMM MOCTaBLLMKOM I/IHTepHeT-ycnyr. 311 nong YYBCTBUTEJIbHbI K

perucTpy.

e Bcerga akTMBHO - ABTOMatn4eckoe NogkrioyeHne, ecnm MapLpyTn3aTtop OblIn OTKMNIOYEH.

[aHHas onuma BKkNo4eHa no YMOJ14aHUIO.

e [lopgknounTb No TpeboBaHUIO - B HacTponkax MapLlpyTnsaTtopa MOXHO yKkasaTb, YTOObI
OH aBTOMaTMYeCKU paspbiBan Mogkn4veHue K VIHTEpHET Yepes onpeneneHHbin nepuosa
BpeMeHn (MakcumanbHoe BpeMs NpPOCTos), ecrnv HeT npuéma/nepenadn AaHHbIX.
dyHKuMa MopgknouMTe NO TpeboBaHMIO B aBTOMaTUY4ECKOM pPEXUME BOCCTAHOBMUT
NOAKIYEeHNe, Kak ToNbKO Npuém/nepeaaya AaHHbIX CHOBa Byaer npoucxoautb. Ecnu Bbl
xoTuTe, 4Tobbl MogkmyveHne K WMHTepHeT ObiNo akTUBHBIM MOCTOSIHHO, BbibepuTte 0 B

none MakcumanbHoe Bpemsi NPOCTOS.

e [opknountb BpyYHylo - C nomollblo KHOMkM MoakntounTb/OTKNYUTBMOXHO Cpasy
NOOKMIOYUTL/OTKNIOUNTL CcoeanHeHne ¢ WHTepHeT. B 3TOM pexumme TOXe MOXHO
ykasaTb MakcMumManbHOe BpeMsA MPOCTOsA, NMocfne KOTOporo MapLlipyTusaropa pa3opBeT
coeanHeHne ¢ WNHTepHeT. Ecnu Bbl xoTute, 4TOObLI MogkntodeHne K WMHTepHeT Obino

aKTUBHBIM MOCTOSIHHO, BbIGepuTe 0 B none MakcumanbHoe Bpemsi MPOCTOs.

e Twun ayteHTUdMKaumm - Hekotopble noctaslmkm MHTepHeT-ycnyr TpebytoT KOHKPETHbIN
TMN ayTeHTudmKaumm, nogTeepauTe ero y CBOero nocTaBlimka WHTepHeT-ycryr unu

ykaxute "ABTO".

NMpumeyaHue: Hekotopble 3G/4G USB-mogembl He nogaepXvBaloTCA  MapLupyTU3aTOpOM.
Bornee nogpoOHy0 MHGOPMAUMIO CMOTPUTE B CMUCKE COBMECTMMbIX MOAEMOB Ha HalleM

BeO-caunTe.

4.10.2 USB-xpaHunuwe

Ha ctpaHuue USB-xpaHunuwe HaxoguTca ocHoBHasd WHdopmauua o USB-yctponctse

XpaHeHus gaHHbIX. [Ana obHoBneHnsa nHpopmauumn Haxxmmte OBHOBUTD.
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USB-xpaHnnuwe

Ha gaHHoi CTpaHuUe yEadaHa 0CHOBHEA MHGopMauna o USB-yCcTpoRcTEE XpaHeHuA daHHel. Belfpar coOTEETCTEYIOWEE MEHID CNEEA,
MOMHO HACTPOWTE COBMECTHRIA AocTyn/FTP-cepeep/Meana-cepaep.

Cnucok USB-yCTPORCTE XPaHEeHHA OaHHBIX:

Ouckt: SanDisk ( Cruzer Blade ) 1.26 Otkntounts  MogrnoyeHo
Tom dainoean cucTemMa OBLEM CocToAHWe OedcTene
sdal MNTFS 75GB AKTHEHO OeakTHMENDOBATE

Puc. 4-51 YnpaBneHue y4€THOW 3anncbio

4.10.3 Y4yeTHble 3anucu nonb3oBaTteneun

Ha aTton cTpaHuue Bbl MOXeTe ykasaTb UMS Monb3oBaTens U naponb Ans COBMECTHOro AocTyna K
YCTPONCTBY XpaHeHus gaHHbix u FTP-cepeepy. [locTyn k dpannam Ha USB-ycTponcTee XxpaHeHns
JaHHbIX BO3MOXeH u4epe3 Opaysep (Hanpumep, Internet Explorer.) Hoctyn k channam Ha

FTP-cepBepe Bo3aMoxeH yeped FTP-knneHT.

YuéTHasa 3anucb Mo ymoryaHuio MMeeT rnpasa agMmuHucTpartopa (admin): npaBo YTeHus/3anvcu

JaHHbIX Ha YCTPOMCTBE XpaHeHUs OaHHbIX 1 Npaso goctyna Ha FTP-cepsep.

YyéTHbIe 3anUcKu NONb3oBaTenen

Ha 3T0A CTpaHWLE MOMHO HACTPOMTE YYETHLIE 3aNNCK NONL30BATENed ANA COBMECTHOTO AO0CTYNA K YCTPOACTEY XpaHeHns AaHHeFTP-
cepeepy. HasmuTe KHONKY MpUMeHnTs, yToObl BalN HACTPORKK BCTYMWANKM B CUATY.

Wuperc HuA nonk3oBarena CocToRHHE NedcTene
1 admin* BrnwoveHo @ Brmwounte () OTKNKOYATE
2
3
4
5

* Yy&THaA 3anuck "AOMUHWCTRATOR” MMEET BCE NPaBa 4oCTyna (YTEHWE W 3aMWCk) KO BCEM BEMIOYEHHLIM TOMAM W Nankam c
oK BOCTYNOM.

Buibepute Homep: 1 :

Hoeoe HMA nonb3oeatens:

|
HoBlii napone: |
|

MoareepauTs Naponk:

MpumeHuTs

Puc. 4-52 YnpaBneHue y4€THON 3anuckio
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Tonbko AOMUMHMCTPATOP MOXET 4yepe3 Beb-Opay3epa nepeHocUTb pannbl C KOMMbOTEpPa Ha

USB-yCTpOVICTBO XpaHeHnA OaHHbIX, OAnAa KOTOpPOro BKI1HO4YeH COBMECTHbIN aoctyn.

Ona po6aBneHMsa HOBOW y4eTHOW 3anucu, npoaenanTe crneaytowme warum:
1. Bbibepute HoMep 13 BbiNagaroLLEro cnucka nog HassaHem Bolbepute Homep.

2. [lpugymante HoBoe MMA nonb3oBaTens.

3. Beegute naponb B none HoBbIn naponb.
4. Bsepgute elle pa3 naponb B none NoareepanTb naponsb.
5. Haxmwute NMpuMeHUTb, 4TOObLI BalLuM HACTPOWKK BCTYNWMAN B CUAY.

> HoBoe wuma nonb3oBaTtensa — YKaxuTe uMA nonb3oBaTtens, KOTOPOMY Bbl XOTUTE
npenocrtaBnUTb AOOCTyNn K yCTpOVICTBy XpaHeHnA OaHHbIX. MmMa nonb3oBatens OOSHKHO

COCTOATb N3 6yKB n Ll,l/l(bp, n ero annHa He oJrnkHa npesblillaTb 15 cMmBonnoB.

> HoBbI naponb — Beeante naponb B none Maponb. Mapornb formkeH cocTosiTe 13 Byks u
LUMdp 1 ero anvHa He JormkHa npesbiwath 15 cumBonos. U3 coobpaxeHuin 6esonacHoCTH

naponb ANns Kaxaow y4eTHOM 3anucu He oTobparkaeTcs.

> [lNoarBepauTe naponb — BeeauTe elle pas naporsib.

& lMpumeyaHue:

1. TepesanyctuTte cepBuUC ANs TOro, YToObl KIAMEHEHMS BCTYNUIM B CUTY.

2. Ecnu Bbl He MOXeTe BOCMONb30BaTbCsl HOBbIM MMEHEM MOfb30BaTeENSA M nNaponem, YToobl
3aiTM Ha pecypc C COBMECTHbIM fOCTynom, Haxmute knasuwm Windows logo + R ans
OTKPbITUA OManoroBoro okHa «3anyck», BeBeguTe net use \\192.168.0.1 /delete /yes u
HaxxmuTte Enter. 192.168.0.1 — ato LAN IP-agpec mapuwpyTtusatopa. Ecnn LAN [IP-agpec
MoAemMa, COeQMHEHHOro ¢ BaliMM Maplpytmsatopom - 192.168.0.x, Torga no ymonyaHuto
LAN IP-agpec maplpytmnsatopa aBsTomaTndeckm cmenutca ¢ 192.168.0.1 Ha 192.168.1.1,
yTOOblI M3bexatb KoHdnukta IP-agpecoB; B atom cnyyae nonpobyrite BBecTu net use

\\192.168.1.1 /delete / yes n HaxmuTte Enter.

4.10.4 CoBMecCTHbIN aocTyn

B wmeHio “Hactporkm USB — CoBMeCTHbIM AoCTyn” MOXHO HacTpoutb USB-guck,
NOAKMIYEHHbIA K MapLipyTu3atopy, M npocmatpuBaTb €ro napametpbl (TOM, COCTOSIHWE

COBMECTHOIO OCTyNa ¥ Npo4ne CBOMCTBA), Kak yka3aHO Ha PUCYHKE HUXKeE.
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COBMECTHLIA AOCTYN NO3BONAEST HECKONLKNM NONL30BATENAM WMETE AOCTYN K fiaiinam Ha USB-yCcTpoicTEE XpaHeHWa OaHHbIX C OpyIux
KOMNLIOTEPOE NOKANLHOR CETH.

CocToAHWe CePBEPA:  OTKNYeHD Brntounts

AHOHWMHLIA QOCTYN KO BCEM TOMaM.

Tabtnuua nanok: (Modsle MameHeHnA B Tabnuye GyayT MCNONE30BATECA TONLKO NOCME HAXATUA KHONKKW [pUMEHNTL.

MNpaea gocTyna
WA pecypea ¢ (F:MonHem goctyn, R:TonkKo yTeHue,
COBMECTHBIM MyTs N:HeT nocTyna) Cocronanue | HamerHuTb
LoCTynom
1* 2
valume f F N - - - Brniouexo HMameHnTs

* - YY&THaA 3anuck "AQMUHUCTpaTop™ MMEET BCE NPaBa A0CTyNa (YTEHKWE K 3aNKMCh) KO BCEM BKMIOYEHHEIM TOMAaM W NaNKam c
ofwmmn gocTynom.

|,D,E|53EIHTI:| HOBYH nam{y| | Brntounts BeipaHHoe | |OTKI'IIO'-IHTE. ElblﬁpaHHDB| | YpanuTe BeifpaHHoe |

MpUMEHUTE

Puc. 4-53 CoBMecCTHbIN 4ocTyn

> CocTtosinne cepBepa — OToGpaxaeT TeKylMiA CTaTyc cepBepa COBMECTHOro AocTyna K
YCTPOWCTBY XpaHEeHUs! AaHHbIX (BKMIOYEHO UMK OTKMIOYEHO). Bbl MOXeTe HaKaTb Ha KHOMKY
BknounTb, 4TObbI 3anyCcTUTb (PYHKLMIO COBMECTHOro OOCTyna K YCTPOWCTBY XpaHeHus

OaHHbIX UK MOXeTe HaXXaTb KHOMKY OTKNOYNTb, YTOOLI AeakTnBmpoBaTtb 3Ty beHKU,I/II-O.

> AHOHUMHbBbIN AOCTYyNn KO BCeéM ToOMam — OTtmeTbTE OaHHYyKo onuuio, ecnmn sam Heobxoammo,
4TOObI abCONTHO BCE MOMb30BATENN UMENU AOCTyn KO BCEM TOMam 06e3 HeobxoaMMoCTU

BBOAA MMEeHU non bSOBaTeJ'Iﬂ/I'IapOJ'IFI .

> Wma pecypca ¢ coBmecTHbIM goctynom — Wmsa toma USB-ycTponctsa, k kOTOpomy

nonb3oBaTesnin nony4vyarT OOCTYn.
> nyTb - rlyCTb K nanke ¢ COBMeCTHbIM OOCTYMOM.

> [lpaBa poctyna — 3gecb oTobpaxeHbl NpaBa JocTyna nonb3oBaTend. F — nonHbIn gocTyn,

R — Tonbko 4YteHune, N — HEeT gocTyna.
> CocTtosiHne — COCTOsIHME 3anncK: BKIOYEH UMK OTKITHOYEH COBMECTHbIN JOCTYM K TOMY.

> N3meHnTb — Haxxmnte 3TY KHOMKY And U3MeHeHunaA 3anncu.

BbINonHUTe yKa3aHHble HWXKe AeUCTBUA ANs Ao6aBneHnst HOBOMW NManku.

1. Haxmute lo6baBUTb HOBYIO nanky (cMm. Puc. 4-53).
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[hovaswronmany |

Ha 3aToi CTpaHNLEe MOMHO HACTPOMTE NanKy © COBMECTHLIM OO0CTYNOM W Npaea AoCcTyNa K yCTpoNCTEY XpaHeHnA OaHHbIX. 3TH HACTPOIKN
He BYOyT NPUMEHATLCA, ECNM BKMIOYEH AHOHUMHLIR OOCTYN.

WuA pecypca ¢ COBMECTHLIM SOCTYIOM:

MyTh:
TaGnuua KOHTPONA O0CTYNa NoNL30EaTENe:
Wugekc WMA nonk3oeartens MNMpaea noctyna
1* admin (@ MonHeR goctyn TonbKo YTeHWE HeT goctyna
2 guest ) MonHeld goctyn ) ToneKo uTeHWE @ HeT goctyna

*: YYETHAA 3anNnce "AOMUHNCTPATOR” UMEET BCE NPaga fOCTYNa (MTEHWE W 3aMNNCE) KO BCEM BKMKIYEHHKIM NanKam ¢ oGwmm
AOCTyNoM.

[pUMeHUTE

Puc. 4-54 Job6aBneHne nnum nameHeHme nanku

2. BeeguTte MMs nanku C COBMECTHbIM goctynom B none Uma pecypca C COBMECTHbIM

AOCTYrNOM.

3. Haxmute O630p, 4TOObI BbIOPATL Narky, K KOTOPOW Bbl XOTUTE HACTPOMUTb COBMECTHBLIN

AOCTYyn.

4. [ns coxpaHeHus HacTpoek Haxxmute NMpumeHUTb.

& lMpumeyaHume:

1.  MakcumanbHoe KOnM4YecTBO Nanok ¢ 06LLMM AOCTYNOM He AOSMKHO NpeBbIwaTth gecatn. Ecnuv
Bbl XOTUTE OTKPbITb OOLMIA JOCTYN K Nanke, U NpyM 3TOM YMCO NanoK ¢ obLwmum AOCTynom
npeBbILAaeT AecATb, TOr4a Bbl MOXeTe yAanuTb O4HY U3 Nanok n obaBnTb HOBYIO.

2. Hactpovikn FTP-cepBepa BCTynAT B CUiy TONbKO MOCIe nepesanycka cepsepa.

HaxmunTe BknounTb BbIOpaHHOE, YTOObI BKITHOUYNTL BbIOpaHHbIE 3anncu.
Haxmute OTKNIOUYNTL BbIGpaHHOe, YTOObI OTKIIOYUTL BblOpaHHbIEe 3anmcu.
HaxmuTte YaanuTb Bbli6paHHOe, YTOOb! yaanuTb BblOpaHHbIE 3anmciu.

Ona COXpaHeHNA HaCTpOEK HaXMuUTe anIMEHVITb.

4.10.5 FTP-cepBep

B meHto “Hactponkn USB — FTP-cepBep”’ MOXHO HacTpouTb FTP-cepBep, 4OCTYN K KOTOPOMY

BO3MOXEH 4epe3 MHTepHeT UM No NoKanbHOW ceTu.
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CocToAHKe cepBepa:  BrnwyeHo | OTKRHYHTE
Hoctyn K HHTepHeT: Brnounte @ OTKRKYKTE

Wurepuet-agpec: 0.0.0.0

MopT cepenca: 21 (Mo ymonuaHwio 21. He nameHaTs 623 HeobxogumaocTi.)
lNpaea goctyna
WuA pecypca c (F:MonHeIi gocTyn, R:ToNbKO YTEHKE,
COBMECTHBIM MyTs N:HeT gocTyna) Coctoanue | HameHuTb
LOCTYynom
1'*
valume f F - - - - BrnwueHo VameHnTs

* YyETHaA 3annce "AOMWUHKCTpATop™ MMEET BCE NPaBa QoCTyNa (YTEHWE W 3aNKCk) KO BCEM BEKMHYEHHEIM Nankam c obwmm
OOCTYNOM.

|0oBasuts HoByto nanky| | BrmiouwTs BeiBpanHoe | | OTkniounTe BeiGpanHoe | | YaanuTe BeiGpanHoe |

| Mpumennts |

Puc. 4-55 Hactpownka FTP-cepBepa

CocTtosiHue cepBepa — Tekyuiee coctoaHme FTP-cepsepa.

Hoctyn Kk UHTepHeT — Bbibepute Bknountb, 4TOOLI BKNOUMTL goctyn Kk FTP-cepsepy
yepe3 WHTepHeT, mnu Bblbepute OTKNOYUTL, 4YTOOLI goctyn Kk FTP-cepsepy 6bin

BO3MOXEH TOJIbKO MO JIOKaNbHOM CETU.
UnTtepHeT-agpec — WAN IP-agpec gaHHOro mapLupyTtumsaTopa.

MopT cepBuca — Ykaxute Homep nopta FTP-cepsepa. Mo ymonuaHuio: 21.

Y1061 HacTpoutb FTP-cepBep, npoaenanTe cnepyloLwme waru:

1.

2.

MoakntounTe BHeWwHW USB-guck unu USB cnali-HakonuTene K MapLupyTusaTopy.

Haxmute Bkniountb/OTKNOUYNTL, YTOObI BKNIOYUTL/OTKNIOYMTL VIHTEPHET-COeanHEHNE K

FTP-cepBepy yepes nopt Internet.

YKkaxuTe nopT, KoTopbin OygeT ucnonb3oBatbcss FTP-cepeepoM (Mo ymonyaHuioo ykasa H

nopt Homep 21).

B ctpoke UHTepHeT-agpec ykazaH WAN |P-agpec maplpyTtusaTtopa, ¢ NOMOLLLI 3TOro
agpeca gpyrme nonb3oBaTenu cmoryT 3antm Ha FTP-cepBep uepes Gpaysep ymanéHHo

yepes NHTepHeT.

Ecnn ucnonbayetcs tvn nogkntodeHns WAN PPPoE/PPPoE Pocusa, nnéo PPTP/PPTP
Poccua, nmubo L2TP/L2TP Poccusa, OyaeTr BO3MOXHO [ABa MNOOKIOYEHUS, TO €eCTb
nonb3oBaTenn cMmoryT 3anmtm Ha FTP-cepBep 4epe3 pgBa nogknoyeHus. B vacTHoum
NOKanbHOWM CETU MOXHO 3anTn Ha FTP-cepBep ¢ nomolkbio My6nuyHoro agpeca, yaanéHHo

yepes3 NHTepHeT Ha FTP-cepBep MoxHO 3anTn nnbo ¢ nomowsio MHTepHeT-agpeca.
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6. Haxmute MNpumeHuTtb ansa 3anycka FTP-cepsepa.

Onsa no6aBneHust HOBOM Nanku BbINOSIHUTE YKa3aHHbIe HUXe AeNCTBUS.

1. Haxmute [lo6aBuTL HOBYIO nanky (cMm. Puc. 4-55).

Ha 370l CTpaHWLLE MOKHO HACTPOWTE Nanky ¢ ofwrmM 0oCTYyNoM M Npasa noctyna anA FTP-cepeepa.

HMA pecypca C COBMECTHhIM LOCTYNOM:

MyTk:
Tabnuua KOHTPONA QOCTYNA NoMb30BaTenen:
Hupekc HMA none3oBarena MNpaea gocryna
1= admin @ MonHeln goctyn TONBKD YTEHWE Het gocryna
2 guest (7 MonHelid goctyn () ToneKo yTeHue @ Het goctyna

£

. YWUY&THaA 3anuce "AOMHUHWCTPATOR”™ MMEeeT BCE Npaea AocTyna (MTEHWE W 3anKck) Ko BCEM BEMIOYEHHLIM Nankam ¢ obwmm
LOCTYNOM.

MpUMeEHUTE

Puc. 4-56 [lobaBneHne nnm nameHeHne nankm ¢ COBMECTHbIM AOCTYNOM

2. Beegute umsa nankm ¢ coBMecCcTHbIM JocTynom B none Umsa pecypca ¢ COBMECTHbIM

DOCTYrnom.

3. Haxmute O630p, 4TOOLI BbIOpaTh Narnky, K KOTOPOW Bbl XOTUTE HACTPOUTb COBMECTHbIN

AOCTyn.

4. [ns coxpaHeHusa HacTpoek HaxmuTte NpumMeHUTb.

& lMpumeyaHue:

1.  MakcumanbHoe KONMYeCcTBO Nnarnok ¢ 00LWuUM AOCTYMNOM He AOMMKHO NpeBblwaTth Aecatu. Ecnin
Bbl XOTUTE OTKPbITb O6LLI,I/II7I OOCTyn K narnke, n npmu 3TOM 4MUCrio narok cC 06LL|,VIM OOCTynom
npeBbILAET AeCcATb, TOr4a Bbl MOXETe yAanuTb O4HY U3 Nanok n obaBnTb HOBYIO.

2. Hactpownkn FTP-cepBepa BCTYyNSAT B CUIy TOSbKO NOCIe nepesanycka cepeepa.

4.10.6 Mepgua-cepBepa

B meHio “Hactponkn USB — Mepgua-cepBep”’ MOXHO HacTpouUTb Meama-cepBep, KOTOPbLIN
NO3BOSMIUT HACTPOUTb COBMECTHbIM AOCTYN C pPasHbiX KOMMbIOTEPOB K Meaua-havnam no

NoKanbHOW CETU UNW yaanéHHo, Yyepes NHTepHer.
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Mepwa-cepeep

BrnwynTe cepeep: @ Brniounte () OTKNWOYNTE

HmA cepeepa: |.Z=_: iaShare:1

CraHupOBaHHE COASDHUMOTO.  CRaHMPOBATE BPYYHYKD: [ CraHupoBate celyac ]

ABTO CKAHWpOBAHWE: Kaxowie | 1 i yacoe(-a)

[,El, 00aBNTE HOBYHD Nanky

CoxpaHute

Puc. 4-57 Hactpoinkn meagmna-cepsepa
> Bknountb cepBep — 30ech ykasaHo Tekylllee COCTOsIHNE Meana-cepBepa, BKNOYEH N OH
Unu oTkrnoYeH. Haxmnte BKNoUUTbL ANg BKNOYEHUS Meava-cepsepa unv OTKNIYUTb —
ANSA OTKNIOYEHNS.
Uma cepBepa — MiMa aToro meana-cepeepa.
Umsa pecypca ¢ coBMecTHbIM goctynom — OTobpakaemoe UMsi 3TON Nanku.

Umsa nankm — KOHeYHbIN NyTb K YKa3aHHOW narke.

vV Vv VY V

YpanuTtb — Bbl MOXeTe yaanutb nanky ¢ obwmumM AOCTYNOM, HaXaB Ha KHOMKY YAanuThb.
YT106bI HACTPOUTL Meaua-cepBep, BbINOMHUTE criegylowme 4eUCTBUS:

1. TMopkntounte BHewHun USB-anck unm USB dnsw-HakonuTenb K MapLipyTusaTopy W
HaxxMuTe BKNOUNTbL ANg BKNIOYEHUS Meana-cepBepa. 0TobpasnTcsa cTpaHuua, kak Ha Puc.
4-58.

BrnyMTE cepeep: @ Brniounte () OTENIOYKTE

HmA cepeepa: |.Z=_: iaShare:l

CrkaHupoBaHWe COOEPHUMOTD.  CRaHMpOBATL BPYUHYID: [ CraHwpoBate ceiuac ]

ABTO CKaHMpoBaHWe: Kaxoele 1 : yacoa(-a)

[,ﬂoﬁaamb HOBYH Nanky

CoxpaHuTe

Puc. 4-58 Hactpownkn meguna-cepsepa

2. Haxmute Jo6aBUTbL HOBYIO Mamnky, KoTopasi 6yaeT Mcnonb3oBaTbCca ANs Meana-cepsepa.
OTobpasunTcs cTpaHuua kak Ha Puc. 4-59.
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Ha aToi CTpaHWUe MOXHO HACTPOMTE CKAHMPYEMYID nanky onA DLMNA Megua-cepeepa.

HuA pecypca C COBMECTHLIM QOCTYNOM: |
MyTe: |

[pUMEHNTE

Puc. 4-59 [lo6aBuTbL HOBYIO Manky

> MWma pecypca ¢ coBMecTHbIM Agoctynom — Bseaute otobpaxaemoe uMa nanky c
COBMECTHbIM OCTYMOM.

> MyTb — [yTb K yka3aHHOW nanke.

» 0630p — Haxmute 3Ty KHONKy, 4TOOblI BblOpaTh nanky, K KOTOpon OydeT HacTpoeH
COBMECTHbIV AOCTYnM.

»> [MpuMeHnTb — HaxxmnTe 3Ty KHOMKY ANS COXpaHEHMs HACTPOEK.

3. Haxwmurte CKaHVIpOBaTb cenvac and HemeasneHHoro CKaHMUpoBaHMA BCeX MnanokKk C
COBMECTHbIM OOCTYrNoOM. Takke MOXHO Bbl6paTb ABTO CKaHunpoBaHue, Bbl6paTb MHTEpPBAn
aBTO CKaHuMpoBaHUA W3 BblMagaowero crnncka. B atom cny4yae wmMeauna-cepsep 6y/:|,eT
aBTOMaTU4YeCKM CKaHMpOoBaTb Nankm ¢ COBMECTHbIM OCTYNOM B yKa3aHHOE BpPEMA.

& lMpumeyaHume:

MakcumaribHO BO3MOXHOE KONMYeCcTBO nanok - 6. Ecnv Bbl xogute OTKPbITb obwmn OOCTyn K
narke, Korga Konm4ecTBO narnok ¢ 00Lwmm OOCTynom OOCTUINoO WwecCTu, Bbl MOXETE yaarnunTb O4HY
13 nanok u 3aTem obaBuUTb HOBYIO.

4.10.7 MpuHT-cepBep

B meHio “Hactpomku USB — [puHT-cepBep” MOXHO HAcTpouTb MpuHT-cepsep. [logpobHble

VHCTPYKUMN YKa3aHbl HUXe.
MpuHT-cepBep

CocToAude cepeepa:; Onnaiu [ CcTaHoBUTE ]

Puc. 4-60 HacTtporika npuHT-cepsepa
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CyLLl,eCTByeT ABa COCTOAHUA NPUHT-CepBepa, Kak ONnMCcaHO HMXe:

»> OHnamH — O3HayaeT, YTo NPUHT-CEPBEP BKIOYEH U HE MUCMONb3YETCS Ha AaHHbIA MOMEHT
HUKEM M3 nonb3oBartenen. Bol MoxeTe HaxaTb kHOMKy "OcTaHOBUTBL", YTOObI OCTAaHOBUTL

NpUHT-cepBep.

> OdcpnanH — O3HayaeT, 4YTO MPUHT-CEPBEP BbLIKIMIOYEH. Bbl MOXeTe HaxaTb KHOMKY

"3anycTuTb", YTOObI 3aNyCTUTL YCTPOWCTRBO.

411 NAT

B meHio “NAT” moxxHO BKntounTh/oTkmouMTb NAT 1 pyHkumio annapatHoro NAT. Mpasuna NAT un
annapaTHbin NAT 6yayT paboTaTb NpaBuibHO TOMLKO NPU BKMOYEHHOM dhyHKUMM NAT.

Hactpoikn NAT

MpumeyaHue

1. ¥YGeOuTeck, YTo @YHEUMA NAT BKNKDYEHE, @CNW Bkl X0TUTe, yTobkl HACTPORKK annapaTtHoro NAT BCTYNUMKW B CUNY.

2. Ecnw eknioyed KoHTpONe NponyckHol cnocoGHocT, AnnapaTHelid NAT HE BYOET PAEBOTATE, NOCKONLKY 3TH B3 MOOYNA HE MOTYT
paboTaTe OOHOBPEMEHHO.

Terkywee coctoadue NAT: @ Bxnwuero () OTENOYEHO

Tekywee cocToAHKe annapatioro NAT: @ BrnwdeHo () OTKNKOYEHO

CoXpaHHTE

Puc. 4-61 Hactponku NAT

> Tekywee coctosiHne NAT — Ecnin BoiOpaTe BkntoueHo, Ha4yHET paboTtaTtb dyHKumnsa NAT, n
BCTYNAT B CWy HacTpovku nepeagpecaumn. Ecnn Bbibpate OTknrouveHo, pyHKuma NAT

paboTaTb He ByaeT, M HAacTPOWMKM Nepeaapecaumn He ByayT UCNOMb30BaTLCA.

> Tekywee coctosiHne annapatHoro NAT — Ecnu BbiGpaTtb BkntovyeHo, Ha4yHET paboTaTb
dyHKkuma annapatHoro NAT. Ecnu BbiGpatbs OTkno4YeHo, yHkuusa annapatHoro NAT
paboTtaTb He bygeT.

4.12 Tlepeappecauus

lNepeanpecauna

- BHpTYyanbHLIA CEpEED

- Port Triggering
- DMZ
-UPnP

Puc. 4-62 MeHto nepeagpecaunmn
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MeHto MNMepeappecaumsa cogepXut yeTbipe pasgena (cm. Puc. 4-62): BuptyanbHbi cepBep,

Port Triggering, DMZ 1 UPnP. BbibepuTe COOTBETCTBYIOLLMIA pa3gen Ans HACTPOMKUA HY>KHOW

BaM (pyHKLMN.

4121 BupTyanbHbIn cepBep

B meHo “lMepeappecauus — BupTyanbHbii cepBep’ MOXHO nMpocMaTpumBaTb U A400aBNATb
HOBble BWpTyanbHble cepBepbl (cM. Puc. 4-63). BupTtyanbHble cepBepbl MOryT ObiTb
MCNONb30BaHbl A5 HACTPOWKN CEepBMCOB OOLLEro nonb3oBaHWS B Ballel NOKarbHOW CeTu
(Hanpumep, DNS, Email n FTP). BupTyanbHbin cepBep onpeaenseTcs Kak nopT cepeuca, u Bce
3anpocbl 13 cetn MIHTepHeT Ha AaHHbIV NopT ByayT nepeHanpaBnsiTbCA Ha KOMMbIOTEP, UCXOOS
n3 IP-agpeca cepsepa. Jltobol koMnbloTEP, NCNONb3yeMbIV B KAYECTBE BUPTYanbHOro cepeepa,
OOMKeH UMeTb CTaTUYecKui unu 3apesepBupoBaHHbIN IP-agpec, nockonbky ero IP-agpec
MOXeT ObITb M3MEHEH npu wucnonb3oBaHun GyHkuun DHCP. Ecnn Bbl xOTWUTE, 4TOObI

NCNonb30Banuncb HAaCTPOMKM BUPTyarbHbIX cepBepoB, yoeautech, 4to yHkuma NAT BknroveHa.

NMopt cepeuca IP-anpec BHYTPEHHRI nopT Mpotokon COCTORHHE HaMeHnTs
| HobGaeuTs | | Brntounte BeiBpantoe | | Omkntounte BeiBpantoe | | Yaanuts exifpatxoe |
| OBHoBMTE |

Puc. 4-63 BupTtyanbHbie cepBepbl

> [TopT cepBuca — Homepa BHelHMX NOPTOB. Bbl MOXeTe ykasaTb CEPBUCHLIN MOPT WK
AnanasoH cepBUCHbIX NOpToB (B dhopmate XXX — YYY, rge XXX — 370 Ha4anbHbIN HOMEP, a

YYY — KOHEYHbIN HOMED).

> IP-apgpec — IP-agpec komnbioTepa, Ha KOTOPOM 3anyLLEHO CEPBUCHOE MPUNOXEHMUE.

> BHyTpeHHuUM nopTt — Homep BHYTpeHHero nopta cepBuca KOMMbKTEpPA, Ha KOTOPOM
paboTaeT cepBMCHOE NpUroXeHne. Bl MOXeTe OCTaBMTb Nose NycTbiM, eCriv BHYTpeHHUI
nopTt coBnazgaet ¢ [TopTom cepBuUca, Unu BBECTM ONpeaeneHHbIN Homep nopTa, ecnu MopTt

cepBuUcCa dBndeTcqda equHCTBEHHbIM.

» MpoTokon — NpoTokon, ncnomnb3yembln AaHHbIM npunoxeHnem - TCP, UDP nnu Bce (Bce

MPOTOKONbI, NoAAEPXKMBAEMbIE MapLUPYTU3ATOPOM).

> CocTosiHne — CocTtosiHMe 3anucu — BknroyeHo vnu OTknovyeHo. «BknovyeHo» o3HavaerT,
YTO 3annCb BUPTYarbHOIO cepBepa BKIHOYEHa.
> CTaHpapTHbIM nopT cepBuca — HekoTopble CcTaHOApTHble CEPBUCHI YXe €eCTb B

BblNMagakolwem CNncKe u npegnararnTcd Ha Bbl60p.

> U3meHuTb — VI3mMeHnTb nnn yoannTb CyLEeCcTBYOLLYIO 3anncb
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Y100bI HaCTpPOUTb 3anucCb ANA BUPTyanbHOrNo cepBepa:

1. HaxmuTe kHonky [lo6aBuTb (cM. Puc. 4-64)

2. B cnucke CtaHgapTHbIM NOPT cepBuUca BbIbepnTe CEPBUCHBIN NOPT, KOTOPbLIA Bbl XOTUTE
ncnonb3oBaTtb. Ecnn B 3TOM cnucke OTCYTCTBYET HEOOXOAMMOE HaMMEHOBaHMWE, YKaxuTe

HOMep CepBUCHOro NopTa unv ananasoH noptos B rnosne NMopt cepBuca.
3. B none IP-agpec ykaxute IP-agpec komnbloTepa.

4. B ctpoke lMpoToKon ykaxuTte npoTOKOS, UCMNofb3yeMbln npunoxeHnem. BapuaHtbl: TCP,
UDP vnnn BCE.

5. BblbepuTte BknroyeHo B cTpoke CocTosiHue, YToObl aKTUBMPOBATL BUPTYalbHbIN CEPBEP.

6. Haxmute kHonky CoxpaHUTb.

BupTtyanbHblil cepBep
MopTt cepenca: (O30 or XX
IP-agpec:
BHYTDEHHHHA NOPT: (33 MnK oCTaebeTE HE3anoNHEeHHLIM. ECNW none
nycToe, BHYTPEHHWA NopT coBnagaeT ¢ MopTom ceperca)
MpoTokon: BCE El
CocToAnne: | BrnwoueHo E|
OBGWHI MOPT CEPEHCA: —Bribepute-— El
CoxpaHuTs ] [ Hazag ]

Puc. 4-64 [loGaBneHne nnn nameHeHne 3anmcm BUpPTyanbHOro cepeepa

& MpumeyaHue:
Ecnn y Bawero komnbloTepa unM cepBepa umeeTcs 6oree ogHOro AOCTYMHOrMO CepBuca,

BblDepuTe gpyron cepsuc 1 BBeauTe ToT Xe IP-agpec ana komnbioTepa unu cepeepa.
Y100bl NK3AMEHUTb UMY yaanuTb CyLLECTBYHOLWYH 3anuUChb:

1. BbiGepute HyXxHYytO 3anuchk B Tabnuue.

2.  Haxmute kHonky U3MeHuTb nnu Yaanutb B cTonbue NU3MeHUTb.

YUToObl BKIIOYUTL/OTKMOYNTL BbIOpPaHHbLIE 3anucK, BOCMONb3YWTECH KHOMKamMyu BknounTb

[/OTKNOYUTL BbiGpaHHOE.

YUTtobbl yoanuTb BblIOpaHHbIE 3anMcy, BOCMNONb3yUTECh KHOMKON YaanuTb BbIOpaHHOe.
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Ecnn B KayecTBe CepBMCHOro nopTa BUPTyanbHOrO cepBepa ykasaHo 3HayeHue 80, B MeHH0

& MpumeyaHue:

BesonacHocTb — YganeHHoe ynpaBrieHue [0MKHO GbiTh yka3aHo Nnio6oe 3HadveHue kpome 80,
Hanpumep 8080. B npoTUBHOM crnyyae npu OTKMOYEHUM BUPTyanbHOrO cepBepa MOXeT

BO3HUKHYTb KOH(*)J'IVIKT.

412.2 Port Triggering

B meHio “Mepeappecauma — Port Triggering” MOXXHO npocmaTtpuBaTb U BHOCUTb U3MEHEHNS
dyHkumm Port Triggering (cMm. Puc. 4-65). HekoTopble NpUnoXeHus, Kak HanpuMep: OHNawmH-urpsl,
BUAeOoKoHepeHunn, VHTepHeT-TenedoHns 1 Tak aanee, TPeOylT Hannums MHOXECTBEHHbIX
nogknioveHun. Takne npunoxeHms He moryT pabotate ¢ NAT-mapwpyTtusatopom. PyHkums Port
Triggering ucnonb3yeTtcs, 4TOObI HEKOTOpble W3 3TUX MPUIIOXKEHWA Mormmn pabotatb C

mapupyTtusatopom NAT.

. OTKpLITHIA
Tpurrep nopr Tpurrep npoTokon OTEpPLITEIW NopT Cocroanne | HaMeHHTE
P P nop P P np P P npotokon
| HNobaeuTts | | Brntounte BeibpanHoe | |OTI<.HFDLIHTE| EblﬁpaHHDEl | ¥panuTe BelfipaHHoe |
ObHOENTE

Puc. 4-65 Port Triggering

> Tpurrep nopt — lNopT ana ucxoasuwero Tpaduka. Vicxogsiwee NoaknoyeHne vyepes aToT

NopT akKTUBUPYET AaHHOE NpaBuIio.

» Tpurrep npotokon — [MpoTokon, ncnonb3yemeln Tpurrep noptramu. 3HaveHusa: TCP, UDP

nnu Bce (Bce NpoTOKOSbI, NOAAEPKMBAEMbIE MAPLLPYTU3ATOPOM).

> OTKprTbIﬁ nopT — 310 nopT UM Amanas3oH NopToB, UCMNOJIb3yeMbIX yﬂ,aﬂéHHOﬁ cuctemon
npu oOTBETE Ha ncxogsaLmnmn 3anpoc. 3ar|poc yepe3 OAMH M3 [OaHHbIX MNOPTOB 6yp,eT
nepeHarnpasliieH Ha KOMMboTep, aKTI/IBI/IPOBaBLIJVIIZ OaHHOE npaBwuIio. Bbl moxeTe YKa3aTtb He
nn

bonee 5 rpynn noptoB (MnNwn cekuwun nopTtoB). [pynnbl MOPTOB pas3gensalTcss 3Hakom ",
Hanpumep, 2000-2038, 2046, 2050-2051, 2085, 3010-3030.

>  OTKpbITbIN NpoTOKOon — [1poTOKON, NCNoNb3yeMbl ANs OTKPbITOro nopta. BapuaHnTel: TCP,

UDP unu Bce (Bce NpOTOKONbI, MOAAEPKNBAEMbIE MAPLUPYTU3ATOPOM).

> CocTosiHMe — CoctosiHue 3annucu MoxeT ObiTb BknroyeHo vnu OTknroyeHo. "BknoveHo"

O3Ha4aeT, YTO 3anncb NCNosb3yeTcA.

> U3meHUTb — 3gecb MOXHO U3MEHNTL UNK yAannuTb 3anucb.
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> O6wue NMPUNOXeHua -— HeKOTOpre 4acTo ucnosrb3yemMmble MNMpuUnoXeHna yxe ectb B

BbiMagatoLwemM Cnncke 1 npegnararTcsa Ha BblOop.
YT100bl N3MEHUTb UNN yaanuTb CYLLECTBYIOLYIO 3aNUCh.
1.  Haxmute kHonky lo6aBuTb. [JOMmMKHO NOSBUTBHCA OKHO, Kak NokasaHo Ha Puc. 4-66.

2. BblbepuTe 06Wwee npunoxeHne ns cnmncka B norne O6wme npunoxeHus. lNocne atoro nons
Tpurrep nopt n OTKpbITbIM NOPT OyayT aBTOMATMYECKN 3anornHeHbl. Ecnn B none O6wue
NPUNOXEHUA OTCYTCTBYET HYXXHOE HauMeHOBaHWe, credyeT BPyYHYK 3anofHWMTb Mons

Tpurrep nopt 1 OTKPbLITLIA NOPT.

3. W3 Bbinagatowero cnucka B none Tpurrep NpPOTOKON Bbl6epVITe NPOTOKO-, VICI'IOJ'Ib3yeMbIIZ

Tpurrep noptom. BapuanTtel: TCP, UDP nnun BCE.

4. BblbepuTe NpOTOKON, MUCMONb3yeMblii ANa Bxogawmx nopTtoB M3 BbiNagalollero crnucka B

none OTKpbITbIN NpoTokon. BapuanTel: TCP, UDP nnn Bce.
5. B none CoctosiHue ycTaHOBUTE 3Ha4eHne BknroveHo.

6. YTOObI COXpaHUTL HOBOE MPaBUSIO, HAXXMUTE KHOMKY COXpaHUTb.

Tpurrep nopr: ()
Tpurrep npotokon: | BCE

[

OTHPLITLIA NOPT: (3 or 2000 or 200 H0)
OTKPEITEIR NPOTOKON: BCE

CocToRHKE: BrnwueHo

[ B[]

ODmKA NopT ceperca: ~—Bribepure-—

| Coxpanure | | Haaag |

Puc. 4-66 JobaeneHue unu nameHeHune 3anucu Triggering Entry
YT106bI UAMEHUTL UIU YAANUTb CYLIECTBYIOLLYIO 3aMnuUcCh:
1. BbiGepuTe HyxxHYI0 3anuchb B Tabnuue.
2. Haxwmute UameHnTb 1nu YaanuTb B ctonbue U3meHunTb.
HaxmuTe kHonky Bknountb BbIGpaHHOe NS BKIYEHUS BbIGpaHHbIX 3anucen.
HaxxmuTe KHONKy OTKNIOYMTL BbIGPaHHOE 418 OTKIHOYEHUS BbIOPaHHbIX 3anuncei.
HaxmuTe kHonKy Yaanutb BbIGpaHHOe Ans yaaneHus BoibpaHHbIX 3anvcen.
Mocne HacTponkn mapipyTusaTop byaeTt pabotatb cneayrowmm oopasom:

1. ¥Y3en nokanbHOW CETU co3daeT ucxogsiLee nogkryeHne K BHELUHEeMY Y3y, UCNOJ1b3yA B

KayecTBe rnopTa HasHadYeHus NopT, HOMepP KOTOpOro ykasaH B none Tpurrep nopr.
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2. MaplpyTmsaTtop genaet 3anucb 06 3TOM MOAKIOYEHUM, OTKPbIBAET BXOASALIMIA NOPT MK

nopThbl, MPUKPENIEHHbIE K 3TOW 3anucu B Tabnuue Port Triggering, u cBsA3biBaeT ux ¢

Y31NOM fOKarnbHOW CEeTH.

3. B cny4yae HeobXoaNMMOCTM BHELLHMWI y3€e5l MOXeT noaknw4aTtbCa K y3ny nokanbHOMN ceTu

yepes oaVH 13 NOPTOB, YKa3aHHbIX B Nnone OTKPbITLIA NOPT.

& MpumeyaHue:

1. TNpwu paspbiBe TpUrrep-coeanHeHNs COOTBETCTBYIOLLME OTKPbITbIE NOPThI ByAYT 3aKpbIThI.

2. Kaxpgoe npasBuno MOXET MCMOMb30BaTbCH TOMbKO OAHUM Y3IIOM FOKarbHOM CETW 3a pas.
Tpurrep-coeavHeHne ans Apyrux y3rnos NoKanbHOW CeTU ByaeT 3anpeLueHo.

3. 3HaueHus, YKa3aHHble B none OTKprTbIVI nopT, HE AOJTXHbI CoOBNaaaThb.

412.3 DMZ

B meHio “lNMepeagpecauua — DMZ’ moxHO npocmaTtpuBaTb M yCTaHaBnNuBaTb NapameTpbl y3na
DMZ (cm. Puc. 4-67). dyHkums DMZ nossonsieT co3gaBaTb 0CODbIN CETEBOW CErMeHT Ans y3na
nokanbHOM ceTn, obpawatlierocs K TakuMm WIHTepHeT-pecypcaM, Kak OHMaWH-Urpbl Unu
BUAeokoHdepeHumun. MNpn 3TOM MapLIpyTU3aTop nepeagpecyeT nakeTbl BCEX CEPBUCOB Ha y3en
DMZ. Y komnbloTepa, HazHavyeHHoro B kayecTtse y3na DMZ, nomkHa ObiTe oTKMO4eHa byHKUNS
knueHta DHCP, n emy gormkeH GbiTb NPUCBOEH HOBbIM cTaTndeckui IP-agpec, nockomnbky npwm

ncnonb3oBaHun dyHkummn DHCP ero IP-agpec MOXeT MeHSTbCS.

CocroAnne DMZ: ) BknwunTe @ OTKNOYMTE

IP-agpec yznaDMZ: |0.0.0.0

[ CoxpaHnTe

Puc. 4-67 DMZ
Y106bI Ha3HAYUTbL KOMNbLIOTEP UMK cepBep B KayecTBe cepBepa DMZ:

1. Bbibepute BknrounTb.

2. B none IP-agpec y3sna DMZ Beeaute IP-agpec komnbioTepa roKanbHOW CETU, KOTOPbIN
OyaeT gencreoBath B kadecTse y3na DMZ.

3. Haxmwute kHonky CoXpaHuUTb.

4124 UPnP

B meHio “Forwarding—UPnP” mMoxHO npocmaTtpuBatb WMHOpMaUmnio OTHOCUTENBHO paboTbl

npotokona UPnP (Universal Plug and Play), kak nokasaHo Ha Puc. 4-68. ®yHkuus
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YHUBepcanbHOM aBTOMAaTM4eCKOW HacTpouku ceteBbix ycTtpouctB (UPnP) nossonger

YyCTpPOWCTBaM, Hamnpumep, KOMMbloTEPaM C BbIXOOOM B WHTEpHET, UMETb AOCTYN U KOPPEKTHO
pabotatb C JoKanbHbIMM y3ramu unu ycTporctBamn. UPnP-ycTpoiictBa aBTOMaTtMyecku

onpegensawTcsa cneunanbHbiMy npunoxeHnamm UPnP B nokanbHoOM cetu.

Tekywee coctoaune UPnP: Blmloqeno| OTHNHYNTE

CnWcoK Terywmy HacTpoek UPNP

. BHYTpeHHHI
] ONHCAHKUE NPHNOKEHUA Buewnuid nopt | MpoTokon ‘T:)DT IP-agpec CoCTORHHE

[ OBHoeuTe |

Puc. 4-68 UPnP

> Tekywee coctosiHue UPnP — HaxaTtnem kHonku Bknountb nnn OTKNKOYUTb MOXHO

BKIMIOYUTb UMK BbIKITIOYNTL NoAAepXKy ycTponcts UPnP.

> Cnmcok TeKywmx Hactpoek UPnP — B pgaHHon Tabnuue oTobpakaeTcs Tekylias

nHdopmauus o UPnP
e OnucaHue npunoxeHus — OnuncaHne NPUNoXeHus, kKoTopoe 3anyckaet 3anpoc UPnP.

e BHewHun nopTt — BHeLHMI NOPT, KOTOPLIN MapLIpyTU3aTop OTKpbIBAET AN
NPUNOXEHUS.

e [lpoTokon — Tun NpoTokona, KOTOpbIA UCNOSb3YEeTCA MapLLPYTU3aTOPOM AN
NPUNOXEHNS.

e BHyTpeHHMI NOpPT — BHYTPEHHUIN NOPT, KOTOPbLIN MapLLUPYTU3aTOP OTKPbIBAET ANs
floKanbHOro y3na.

e IP-apgpec - IP-agpec yctponctsa ¢ nogaepxkon UPnP, koTopoe B HAaCTOALWNN MOMEHT

MOAKIOYAETCA K MapLUpyTM3aTopy.

e CocTtosiHne — Bknto4YeHO nnu oTknodeHo. "BkniodeHo" o3Ha4vaeT, YTo NnopT BCE eLlé

aKTMBEH; B UHOM Cry4ae NopT He aKTUBEH.
Haxmute Bknrouutb anga skntodeHns UPnP.
Haxkmnte OTKNOYMTL Ans oTknoveHns UPNP.

Haxmute kHonky O6HOBUTL ANnst 06HOBNEHUsI TeKkyLero cnucka Hactpoek UPnP.
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413 3awmTa

Jawura

- HacTpoikn 6a30B0A 3AWKTEI

- PAacuHpedHLIe HACTPOHKH SaMHTLI

- Nokanswuoe ynpaenexnxe

-¥naneéHHoe ynpaenenue

Puc. 4-69 MeHio 3awmTa

MeHio 3awmta copepxuT 4veTblpe pasgena: Hactpowku 6asoBon 3awuthbl, PacwmpeHHble
HacTpPoOMKu 3awumThbl, JlokanbHOe ynpaBneHue 1 YaanéHHoe ynpaBneHue (cM. Puc. 4-69).

Bbi6epute Hy>XHbIV BaM pasgen Ansg HaCTPOMKM COOTBETCTBYHOLLEN OYHKLNN.

4131 Hactpowku 6azoBon 3aWmnThbl

B meHo “3awmTa — Hactpoikn 6a30BOM 3aWmUTbI” MOXHO HACTPOUTb OCHOBHbIE NapamMeTpsbl

6esonacHocTy MapLupyTusaTopa (cm. Puc. 4-70).
HacTpoikn ba3zoBoi salnThl

MexceTeBOW 3KpaH

BENIOYUTL MEXCETEBON 3KpaH SPI:

BupTtyanbHaa YacTHas ceTb (VPN)
Mponyck tpadpuka PPTP: @ Brmounte () OTKNKOUNTE
Mponyck tpacpuka L2TP: @ BrnwunTe () OTKNKOYKHTE

Mponyck tpacpuka IPSec: @ Bemwouuts () OTKMKYNTE

Wwno3 npuknagHoro ypoeHsa (ALG)
FTPALG: @ BENWOUATE () OTKNKYNTE

TFTPALG: (@ Brniouute =) OTKMKYNTE
H323 ALG: @ Brnwounte () OTKNHYNTE

SIPALG: @ Brnwunte ) OTKNKYWTE
RTSPALG: (@ Brmouwtk () OTKNHOYWTH

CoxpaHuTte

Puc. 4-70 Hactpowku 6a3oBon 3awuTbl

> MexceTteBomn 3akpaH — MexceTeBOM 3KpaH 3alimLiaeT Bally CeTb OT BHELUHUX yrpo3. 34echb

Bbl MOXETE BKITHUNTL/BbIKIMIOYNTL MEXCETEBON 9KpaH MapLipyTun3artopa.
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e MexceteBon 3kpaH SPI — OyHkuuna dunsTpaumm ¢ y4étom KoHTeHTa (Stateful Packet
Inspection) nomoraet npegoTBpaTUTb Kubep-aTaku, Tak Kak B TEYEeHWe Ceccum
oTCrexuBaeTca Gonbllee KONMYECTBO NapameTpoB. Bo Bpemsa ceccum npomsBoanTcs
nposepka Tpaduka Ha COOTBETCTBME NPOTOKOMY. 10 yMON4aHuI0 MeXCceTeBOn 3KpaH
SP| BKMOYEH. Bbl MOXeTe OTKMIOUUMTL €ro, ecnu Xotute, YTobbl BCE KOMMNbIOTEPHI
foKkanbHOM CceTW pacnoniaranyM BO3MOXHOCTbO oObmeHuBaTbCsa WHOpMaumnen He

TOJTbKO B npegenax JIoKanbHOM CeTu.

BuptyanbHaa 4actHasa cetb (VPN) — O®yHkuma nponycka tpadumka VPN gomkHa ObiTb
BKIOYEHA, ecrniv Bbl XOTUTE pa3pelwmnTtb npoxoxaeHne VPN-TyHHenen no VPN-npoTokonam

Yyepes MapLLpyTU3aTop.

e [ponyck Tpacdmka PPTP - T[lpotokon PPTP (Point-to-Point Tunneling Protocol)
nosgonset cosgasatb PPTP-TyHHenu B IP-ceTsax. UTtoObl paspewmnts PPTP-TyHHENnsiM
NPOXOANTb Yepes MapLUPYyTU3aTOP HE U3MEHSITE BbIOPAHHOE MO YMOMYaHWIO 3HaYeHne

BknouuTts.

e [ponyck Tpacmka L2TP — NMpoTokon L2TP (Layer 2 Tunneling Protocol) — ato meTog,
ucnonb3dyemMbln AN opraHudauumn ceccun Tuna Point-to-Point yepe3 WHTepHeT Ha
BTOPOM YypoBHe. YTo6bl pa3pewwmnTtb L2TP-TyHHENnsIM npoxog Yepes MapLipyTusaTop, He

N3MeHsInTe BbIOpaHHOE MO YMOYaHuo 3HaYeHne BknounThb.

e [ponyck Ttpacdwmka IPSec — T[lpotokon IPSec - aTo0 Habop npoToKONOB Ans
obecneyeHns 3alnTbl AaHHbIX, NepedaBaeMbix No ceTaMm Ha 6ase npotokona IP,
NMOCpeACTBOM  MPUMEHEHMS1  anropuTMOB  WKgpoBaHus.  YTobbl  paspewmnTb

npoxoxaeHue IPSec-TyHHenen Yyepes mapLupyTmM3aTop, Bbioepute BknounTb.

Wno3 npuknagHoro ypoBHA (ALG) — PekomeHagyeTcss BKMOYATbL LWMKO3  YPOBHS
npunoxeHuna (ALG), T.K. 3aTa yHKUUSA paspellaeT YCTaHOBKY HacTpamBaeMblXx 0OXOOHbIX
NAT-cbMnbTpOB B LWIMO3€ C LENbl NoaaepXku npeobpasoBaHWs agpecoB W MOPTOB Ans
HEKOTOPbIX MPOTOKOMOB YPOBHS MPUNOXEHUA TUNa "KOHTPONb/AaHHbIe", kak Hanpumep FTP,
TFTP, H323 n T.4.

e FTP ALG — YT06bI paspewntb FTP-knneHTam 1 cepBepam nepeaaBaTb AaHHbIE Yepes
NAT, BbibepuTe BknrouunTb.

e TFTP ALG - Yt0o6bl paspewmnts TFTP-knneHTam n cepBepam nepegaBaTb OaHHble
yepe3 NAT, BbibepnTe BKnounTb.

e H323 ALG - Yt06blI paspewntb knueHtam Microsoft NetMeeting obwmeHuBaTbes
AaHHbIMK vyepe3 NAT, BbiGepuTte BKNounTb.

e SIP ALG — YT06bl no3gonutb SIP-knMeHTam 1 cepBepam nepedaBaTb AaHHble Yepes

NAT HaxkxmuTe BKnouuThb.
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e RTSP ALG - YT0o6bl No3BONUTL OMNpedenéHHbIM Meaua-nneepam CBA3bIBATLCA C

cepBepamMu NOTOKOBbIX Meana-aaHHbix Yepe3 NAT, HaxmnTe BKnounTb.

Haxmute KHOMKY COXpaHVITb Ona coxpaHeHuna BallnxX HAaCTPOEK.

4.13.2 PacwmpeHHble HaCTPOUKMN 3aWUThbI

B meHo “3awmrta — PacwmpeHHble HACTPOMKU 3awuTbl” MOXHO HACTPOUTb 3alluTy

MapuwpyTtusatopa ot atak TCP-SYN Flood, UDP Flood un ICMP-Flood Ha cTpaHuue,

n3obpaxéHHomn Ha Puc. 4-71.

Jawmta ot DoS-arak: Brnwounte @ OTKNOUMTE

Brnwounte dunetpaumio ot atak ICMP-FLOOD
Mopor naketoe ICMP-FLOOD (5~3600): 50 NaKkeToBR/CEK.

BrnwoynTte gunetpaunin UDP-FLOOD
NMopor naketoe UDP-FLOOD {5~3600) : 500 NaKkeToR/CEK.

BrnounTe dMneTpauna ot atak TCP-SYN-FLOOD
Mopor nakeroe TCP-SYN-FLOOD (5~3600) : A0 naKeTog/cekK.

MrHopupoeate Ping-nakeTtsl oT nopTa WARN

3anpetuTe Ping-nakeTtsl oT nopta LAM

|  Coxpawwts | [Cnucok aaBnoknpoBanHeX yanos-nctouHnkos DoS-arax|

Puc. 4-71 PaclunmpeHHble HaCTPOWKKN 3aLlunThl

Bknountb dmunbTpaumto ot atak ICMP-FLOOD — BkniodeHue/BoiknioveHne dmnsTpaumm
atak ICMP-FLOOD.

Mopor naketoB ICMP-FLOOD (5 - 3600) — 3HayeHue no ymonudaHnuio - 50. YkaxuTte
3HayeHne mexagy 5 - 3600. Ecnm Tekywee konuvectBo naketoB ICMP-FLOOD Hwuxe

3a[1aHHOW BEMUYMHBI, MapLLUPYTU3aTOP HEMEOSIEHHO aKTUBMPYET (PYHKLMIO GIIOKMPOBKU.

Bknounte dunbrtpaumw UDP-FLOOD -  BknouuTh/Bbiknounte  hunbTpaumto
UDP-FLOOD

Mopor nakeroB UDP-FLOOD (5 - 3600) — 3HayeHve no ymon4daHuio - 500. Ykaxute
3HayeHne B npegenax 5 - 3600. Ecnu Tekyuwee konnyectBo naketoB UPD-FLOOD Huxe
YCTAQHOBMNEHHON  BENWYUHLI, MapLpyTU3aTOp HEMEANEHHO  aKTUBUPYET  (DYHKUUIO

ONOKNPOBKN.

Bknwounte dunbTpaumo ot artak TCP-SYN-FLOOD - BkntodeHue/BbiknoyeHne
duneTpaumm atak TCP-SYN-FLOOD.

-908 -



AC750 becnpoBogHow AByXAnana3oHHbIN
Archer C2 rmrabuTHbIN MapLpyTn3aTop

»> TMopor naketoB TCP-SYN-FLOOD (5 - 3600) — 3HadyeHne no ymonyaHuto - 50. Ykaxute

3HayeHne B npegenax 5 - 3600. Ecnn Tekywee konmnyectBo naketoB TCP-SYN-FLOOD,
HWXXe YCTaHOBMIEHHOW BENUYMHbI, MapLIpyTU3aTOp HEeMEeONEHHO aKTMBUpyeT QYHKLNIO

GrOKMPOBKMN.

> WrHopupoBatb Ping-naketbi ot nopta WAN -  BkniouveHue/BbikniodeHne
cooTBeTcTBYlOWEN pyHKUMK. Tlo ymonyaHuoo ¢yHKUMS BbiKItodeHa. [pu  BKIHOYEHHOM

dyHKUMM Ping-nakeTbl U3 VIHTEpHET He nosiyyaT JOCTYN K MapLupyTM3aTopy.

» 3anpeTtutb Ping-nakeTbl oT nopta LAN — BknioyeHue/BbikntoveHme 3anpeta Ping-nakeTtos
ot nopta LAN k mappyTtusaTtopy. 1o ymonyaHuio oyHKUMS BbiktodeHa. [pu BKIHOYEHHON
dyHKUMKM Ping-nakeTbl N3 NOKanbHOM CETU He nosiyyaT AOCTYN K MapLlipyTtusaTopy. OyHKUNS

ncnonb3yeTcsa ANns 3awmnTbl OT HEKOTOPbIX TUMOB BMPYCOB.
Haxxmnte CoxpaHUTb NSl COXpaHEHUS1 HACTPOEK.
Haxmute Cnucok 3abGnoKuMpoBaHHbLIX Y3noB-MCTOMHMKOB DoS-atak gns otobpaxeHus

Y3noB-UCTOYHNKOB DoS-aTtak.

4.13.3 JlokanbHoOe ynpaBneHue

B mMeHwo “3awmTta — JlokanbHoe ynpaBneHue” MOXHO HAacCTpOUTb MpasBuna ynpasneHus (CM.
Puc. 4-72). ®yHKumMs ynpaBneHns nossonsieT 65oknmpoBaTb AOCTYN KOMMbIOTEPOB JIOKaNbHOM

CeTu K MapLipyTu3aTopy.

MNpaeuna ynpaenexHun:
@ BCen KOMNeKTepam NoKaneHOM CeTH paspew & gocTyn K eed-yTMNUTe HACTPOAKK yCTpoRCTEA
ToNBKO YEAZAHHBIM KOMMNBKTEPAM pa3pelWwsd LoCTyn K BeG-yTHAMTE HAcTRORKK C NPAEaMK 3OMUHUCTRPATORA
MAC-agpec:

MAC-agpec sawerc KOMNbHTEPA:

|  Coxpanute |

Puc. 4-72 JlokanbHoe ynpaBneHune

Mo ymonuaHuio BbiGpaHo Bcem KomnbioTepam noKanbHOW ceTU paspewéH [ocTyn K
BeO-yTUNMTE HACTPOMKM ycTpomcTBa. Ecnv Bbl xOTUTe paspewmntb AOCTYyn K BeG-yTunute
HACTPOMKN TONMbKO [Ofs1 KOMMbIOTEPOB MOKanbHOW ceTtu ¢ onpedenéHHoimn MAC-agpecamu,
BblOepuTe TONMBbKO yKa3aHHbIM KOMMNbIOTEPAM pa3peLléH AOCTYN K BeO-yTUNuTe HaCTPOMKMU
C NpaBamMu agMUHUCTpPATOpa, 3aTeM B oTAenbHbIX nonax ykaxute MAC-agpeca. MAC-agpec
JomxkeH 6biTb B dhopmare XX XX XX:XX:XX:XX (rge "X" - aT0 WecTHaguaTepnyHoe yucno). B
3TOM cny4vae TONbKO 3TN KOMMNbIOTepPbl ByayT MMEeTb AOCTYN K BE6-yTUNUTE HaCTPOMKM C NpaBamu

agMUHUCTpAaTOopa, a oCTallbHble KOMMNbIOTEPDI 6y,£l,yT JIMeHbl AoCcTyna K Hewn.
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Haxas kHonky [lo6aBuTb, Bbl Ao6aBnTe MAC-agpec Ballero KOMnbloTepa B ykadaHHbIN CIUCOK.

HaxmMuTe kHonky CoxpaHUTb, YTOObl COXPaHUTb BaLuW HACTPOMKM.

& MpumeyaHue:

Ecnu y Bawero komnbloTEpa HET AOCTYMNa K MapLIpyTM3aTopy, HO BaM HYXXHO 3aiTV Ha HEro,

BOCCTaHOBWTE 3aBOACKME HACTPOWKM MapLupyTM3aTopa.

4134 YpanéHHoe ynpaBsneHve

B meHwo “3awwumTta — YpanéHHoe ynpaBrieHuMe’ MOXHO HacTpOUTb (PYHKUMIO yAaneHHoro
ynpaeneHus (cM. cTpaHuuy Ha Puc. 4-73). [HaHHaa QyHKUMA NO3BOMSET YnpaBnsaTb

MapLIpyTM3aToOpOM yaanéHHo, Yyepes MIHTepHerT.

YnanéHHoe ynpaBneHne

Mopt ynpaenexua seb-untepdencom: 80

IP-agpec yoanéHHoro ynpaeneHna; 0.0.0.0 (YeawmTe 255 255 255 255 onA scex)

CoxpaHuTs

Puc. 4-73 YaanéHHoe ynpasneHue

» TMopT ynpaBneHna Be6-nHtepdencom — [1ns goctyna seb-6paysep o6bIYHO MCNONb3yeT
ctaHgaptHbin  nopt HTTP 80. [lo ymonyaHuto gns  ydanéHHoro  ynpasreHus
MapLupyTusaTtopom ucnonb3dyetrca nopt 80. [Ona Gonblen 6e30MacHOCTUM Bbl MOXETe
3aMEeHUTb 3TOT NOPT Ha NtoboK ApYron, ykasas B AaHHOM MOfe COOTBETCTBYOLLEE 3HAYEHME.
OT0 3HayeHMe AOOMKHO ObiTb B npegenax oT 1 go 65534. Henb3a mcnonb3oBaTtb HOMEpP

nopTa, NcnoJjib3yemoro ooLwmnm cepBuUCoOM.

» IP-agpec ypanéHHoro ynpaBrneHusi — TeKkylWwMin agpec, Mcnonb3yembln And AocTyna K
MaplpyTtusaTopy 4depes WHTepHeT. Mo ymonyaHuio ucnonbdyetca agpec 0.0.0.0, 4rto
03HayaeT, 4YTo hyHKUMA OTKMoYeHa. YTobbl akTMBMpoBaTh (hyHKUMIO, HEOBXOAMMO yKa3aTb
npaeunbHbIN IP-agpec. Ecnu BbiOpaHo 3HaveHne 255.255.255.255, Bce y3nbl 6yayT MMeTb

AOCTYN K MapLupyT13aTopy.

MpumeyaHue:

1. [Ona pocTtyna k mappyTtusatopy Heobxoaumo ykasatb WAN IP-agpec maplipytmsaTtopa B
COOTBETCTBYIOLLEM Morne Opaysepa, Ucnonb3ys Ans pasgeneHvs 3Hak ABOeTouusi, a 3aTem
Homep nopTta. Hanpumep, ecnn WAN-agpec mapwpyTtusatopa 202.96.12.8, a Homep nopta

8080, Heobxoaumo BBecTM B Gpaysepe http://202.96.12.8:8080. lMocne BBOAUTCA MMS

nonb3oBaTenNs 1 nNaposib, YTOObI MONYYNTL JOCTYN BED-yTUNUTE.

2. Tlpu 3ameHe napons crnegyeT UCnosib3oBaTbh HAAEXHbLIN Naporb.
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4.14 PoonTtenbCKUN KOHTPOSb

B wmeHio “PoauTenbCKMM KOHTPONb” MOXHO MNPOM3BOAMTL MPOM3BECTU  HACTPOMKK
pPOANTENBLCKOrO KOHTpOnsa (cMm. Puc. 4-74). ®yHKUMSA poaUTENBCKOrO KOHTPOMsi MNO3BOMSET
KOHTpONMpoBaTb OOCTYN nonb3oBaTtenen K VIHTepHeT, 3anpellatb nocelleHue onpenenéHHbIX
BeG-canToB M orpaHnynBaTh JOCTYN K IHTEepHET No BpeMeHu.
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JaHHan ByHKLWMA MCNonNk3yeTcA ANA KOHTPONA NioGoi MIHTepHET-aKTMEHOCTH, BKMDYARA orpaHiyeHe NoceweHua WMnm AocTyna K
onpefen&HHbIM Bed-caiiTam ONA KNMEHTOB B yKa3aHHOe BpemMA.

PacnucaHwe G33MpyeTcA Ha BPEMEHHW, HACTPOEHHOM HA MapllpyTHa3aTope. BpemA MOXHO HACTPOWTE Ha CTPaHWUE "CUCTEMHLIE
MHCTPYMEHTb! -=HacTpoiika BpemMeHn™.

[] BrNKOYATE pPOQMTENECKMA KOHTPONE

MAC-agpec KOHTPONMHPYHIWETD |
KOMNLHOTEPA:

MAC-anpec BAWEro KOMNbHTEpE: | L0:E5:49:1E:06:80

MAC-angpec - 1:

MAC-agpec - 3.

|
MAC-agpec-2: |
|
|

MAC-agpec - 4:

MAC-agpec B Tekywed LAN: |5[]:E5:49:1E:E]G:80 |Z| Konupoeats | —-Beibepure— E

MpUMEHTE ANA: Ha4ano KoHew

Kaxabil geHb : 00:00 : 24:00 :

BpemA| 0:00 | 1:00 | 2:00 |3:00 4:00 | 5:00 6:00 | 7:00  8:00 (9:00 [10:00(11:0012:00/13:0014:00

Bc.
MMH.
BT.
Cp.
Yr.
IT.
Co.

1| m 3

OUHCTUTE pacnucaHue ]

—

| [l ‘ NopgpoGro |

Ynanute BeibpaHHoe ] {yToGbl HACTPOWKN NPUMEHANMCE, He 3a6yaLTe WX COXPaHNTL)

CoxpaHnTe

Puc. 4-74 Hactponku Poantensckoro KOHTporns

> BKRNO4YMTb poaAUTENnbCKUM KOHTpPoNb — OTMETbTE 3Ty Onumio, YTobbl BKNIOUMUTL (PYHKLMIO
pPOANTENLCKOrO KOHTPONS.
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> MAC-agpec KOHTponupyluwero komnbioTepa — B gaHHOM none Bbl MOXeTe BBECTU
MAC-agpec KOHTPONMPYIOLLEro KOMMblOTEPA MMM UCMONb30BaTh PACMONIOXKEHHYIO PSAOM

kHonky KonupoBaTthb.

> MAC-agpec Bawero komnbkTepa — B paHHom none oTobpaxaeTtca MAC-agpec
KOMMbOTEPA, C KOTOPOro Ha [aHHbIN MOMEHT MPOM3BOAUTCS HACTPOWKa MapLupyTM3aTopa.
Ecnn MAC-agpec Ballero ceTeBoro aganrtepa yXe 3apermctpupoBaH B CUCTEME, TO Bbl
MoXeTe HaxaTb kHonky KonmumpoBaTb Aansi ero konvpoBaHusi B none MAC-agpeca

KOHTPONMpYIOLLLEro KoMnbloTepa.
Haxmnte CoxpaHUTb, YTOOLI Bally HACTPOMKMA BCTYNUN B CUITY.

Y106bI 4O06ABUTL HOBYIO 3aNUCb, HEOOXOAMMO caenaTh crneaytollee:
1. TocTaBbTe ranoyky B CTpoke BKNounTb poanTenbCKUA KOHTPONb.

2. Beegute MAC-agpec koHTponupyemoro komnbtoTepa (Hanpumep, 00:11:22:33:44:AA) B
ogHom n3 nonen MAC-agpec - 1 - 4. Takke 3 Bbinagawwero cnmcka MAC-agpec B

Tekywen LAN moxHo BbIOpaTb He06X0aMMOe 3Ha4YeHue.

3. YKaxuTe OOMEHHOEe MMs unu Beb-canT paspeLléHHoro MIHTepHeT-pecypca (MOMHOCTBIO Unn
KntoveBoe Crnoso, Hanpumep, google) B ctpoke [lo6aButb URL. BygeT paspelwén goctyn K
nobomy WHTepHeT-pecypcy, OOMEHHOEe WMSI KOTOPOro COAEPXWUT KIYeBoe CroBO

(www.google.com, www.google.com.hk). HaxxmuTe kHonky [lo6aBuUTb.

4. YKaxuTe BpeMEHHON MPOMEXYTOK, B Te4YEeHMEe KOTOPOro ByaeT paspeLléH AocTyn K MIHTepHeT
AnNs KOHTPONMpyeMoro komnbtoTepa. bonee nogpobHas uHgopmaLus ykasaHa Ha CTpaHuLe

“‘KoHTponb goctyna — PacnucaHue”.
5. Haxmwute KHonKy coxpaHuTb.
HaxmuTte Yoanutb BbiOpaHHOe 4515 yaaneHnsa Bcex BolOpaHHbIX 3anucen.

Hanpumep: Ecnu Bbl XxO0TuUTe, 4TOOblI KOHTpoOnupyembli komnbtotep ¢  MAC-agpecom

00:11:22:33:44:AA vmen gocTyn kK www.google.com Tonbko no cyb66otam, a y KOHTPONUpYoLWEero

komnbtotepa ¢ MAC-agpecom 00:11:22:33:44:BB He GbINo HUKAKMX OrpaHnyYeHun, Heobxoammo

npoun3secTtu cnegywowme OEencTBuS.

1. Bbibepute B MeHI0 crneBa “PoauTtenbCcKnin KOHTpOnb'. Bkntounte poamMtenbCkun KOHTPOIb
n Beegute MAC-agpec: 00:11:22:33:44:.BB B none MAC-agpeca KOHTPONUpYHOLLEro

KomnbloTepa.
2. 3aTeM BbINOMNHUTE crieayoLline AencTBns:
1) Beeawnte 00:11:22:33:44:AA B none MAC-agpec - 1.

2) CospganTe HOBOe pacnucaHue: BblbepuTe onuuio Kaxayro Hegenw u3  crvcka
MpumMeHnTbL AnA, 3atem oTmeTbTe AeHb — C6., 1 ykaxuTte Bpemda — ¢ 00:00 (Hawano)

00 24:00 (KoHew). Haxxmute [lo6aBUTD.
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3) Beegute “www.google.com” B none fo6aButb URL. Haxxmute [lo6aBuUTH.
Haxxmnte CoxpaHnTb N5 3aBEPLUEHNS HACTPOMKM.

lMocne TOro, Kak Bbl BbIMOMHUTE YKa3aHHbl€ Bbllle ,EleVICTBMFI, Bbl yBnauTe cnenymLwlyro

cTpaHuuy (cMm. Puc. 4-75):

BENYWTE pOOMTENLCKWA KOHTRONG

MAC-agpec KoHTpOnupywero |00:11:22:33:44:EBB

KOMNLHTEpa:
MAC-agpec Bawero KOMNLHTEPa: Konupoearts,
CoxpaHnTe

MAC-agpec - 1: 00:11:22:33:44:LR
MAC-agpec - 2
MAC-agpec - 3:
MAC-agpec - 4

MAC-anpec B Tekywed LAN: | 00-0A-EB-13:23-83 E Konupoearts | -Bribepure—- El

MpUMEHHTE OANA: Ha4ano Konew

Kamnyo HE,.IJ,EJ'E 00:00 E 24:00 E [obaenTe
[ NMu. [ Br. [ Cp. [ur. [ 0OT. C6. [] Bc

BpemA | 0:00 |1:00 | 2:00 | 3:00 | 4:00 | 5:00  6:00 7:00 800 |9:00 [10:0011:0012:00/12:0014:00
Bc.

IMH.

Br.

Cp.

U

M.
- INNNEEEEEEEEENENENENENEEEEEEEE
4

C
T 3

on

OuncTTh pacniucaHne J

NoGaeuts URL: Nobaeuts

| MoapobHo

o Www.google.com

Ynanute BeilpaHHoe I {yTofEI HACTPOMKN NPUMEHANWCE, He 3a0yaLTe WX COXpaHNTE)

CoxXpaHWTE

Puc. 4-75 HacTtpolikn pognTtenbCKoro KOHTpons
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4.15 KoHTponb gocrtyna

KouTpone qoctyna
- Mpaeuno

-¥3en

- lenk

- PAcnucanne

Puc. 4-76 KoHTponb goctyna

MeHio KoHTponb goctyna cogepxuT vetblpe pasgena: Mpasuno, Y3en, Llens n Pacnucanue

(cMm. Puc. 4-76). BeibepuTe cOOTBETCTBYIOLMIA pa3gen Ans HACTPOMKM HY>XHOW BaM (PYHKLLMK.

4.15.1 MpaBuno

B meHio “KoHntponb goctyna — [lpaBuno” MOXHO npocMaTtpuBaTb WU HacTpauBaTb MnpaBuia

KoHTponsa goctyna (cm. Puc. 4-77).

YnpaBneHue npaBUnaMiu KOHTPONs AocTyna

Ha MapwpyTMaaTope MO¥HO HACTPOWTE OrpaHNYeHne VIHTePHEeT-3KTMEHOCTH ANA KOHKPeTHIX yanoe LAN. MOXHO HacTpanears 1
0fbeAMHATE NPABUNE KOHTPONA A0CTYNa ANA Gonee 3dideKTMEHOTD YNPABNEHWA CEThH.

[] BKNIOYKTE yNpaBneHne KoHTpONem QocTyna K lIHTepHeT

NMpaeuno UNLTPAUHHA N0 YMONYaHH .
@ PazpelMTs NAKeTaM, YKa3aHHLIM B NOMUTHEE KOHTPONA QOCTYNE, NPOX0OWTE Yepes MaplpyTnaarop.

() 3anpeTHTh NaKeTam, YKasaHHbIM B NONUTHKE KOHTPONA LOCTYNA, NPOXOANTE Yepes MaplpyTu3aTop.

‘ | ‘ WmA npaeuna ‘ Yaen LAN | Lens ‘ Pacnucanue | Mpaeuno ‘ CocToRHHe | HaMeHnTE ‘
[ Hobaeute ] [ Brnrountt BoibpaHHoe ] [Omnmqmb BhlﬁpaHHoe] [ Yaanute BeibpaHHoe ]

Puc. 4-77 YnpaBneHue npasunamu KOHTpOns gocTyna

> BknouuTbL ynpaBneHue KoOHTponem poctyna K MHtepHeTr — YT06ObI akTMBupoBaTtb
dYyHKUMIO, OTMETbTE COOTBETCTBYIOLLYIO s4enky. B aTom crnyyae HayHeT AencTBOBaTb

nonuTrka unbTpa No yMon4aHuio.
» Wmsa npaBuna — B 3tom none otobpaxkaetca MMs npaBuna, KOTopoe ABMSETCS YHUKamNbHbIM.
» Y3en LAN — 3gecb oTobpaxaeTcs y3ern, ykasaHHbIN B COOTBETCTBYIOLLIEM MpaBuie.

> LUenb — B aTom none ykasaHa Lenb, ykazaHHas B npasure.
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>

>

PacnucaHue — 3gecb otobpaxaeTcs pacnicaHue, ykasaHHOE B npaBurie.
MpaBuno - PaspewnTtb unm 3anpeTntb Naketam NpoxoguTb Yepes MapLlpyTu3aTop.

CocTtosiHne — 3pecb oTobpakaeTcsl COCTOSIHME MpaBuna, BKITOYEHO MMM OTKIHOYEHO.

Haxmunte 3Ty onuuiko, eciin Bbl XOTUTE BKIMKOYNTb OnpeaerieHHy 3anuncb.
N3meHnTb — I3MeHnTb nnn yaannTtb CyllecTByrollee npasuio.

[o6aBuTb — HaxxmMute 3Ty KHOMKY, YTOObI CO34aTb HOBOE MpaBUsio.

YToObl BKNOYMTL BbiOpaHHbIe NpaBuna, BOCNOSb3yNTeCh KHOMKON BKNOYMTbL BbiOpaHHoe.

YT0ObI BbIKMIOYMTL BbIOpaHHbIE NpaBumna, BOCMNONb3yTeCh KHOMKOM OTKMNOYMTL BbiGpaHHoe.

YT1oObl yoanutb Bbl6paHHbIe 3anuncu, BOCI'IOJ'Ib3yl7ITer KHOMKOW YaanuTb BbleaHHoe.

Kak no6aBuTb HOBOE NpaBuno:

1.
2.

8.
9.

Haxmunte [lo6aBUTb, OTKPOETCS OKHO, kak Ha Puc. 4-78.

Cospante umsa (Hanpumep, vsa_1) B none Umsa npaBuna.

BbibepuTe y3en n3s Beinagatoiero cnucka Ysen LAN unu HaxvmnTte “Oob6aButb y3en LAN 7.
Bbibepute uenb 13 Bbinagatowero cnucka Lenb nnu Haxmute “fo6aBUTb Lenb”.

Bbibepute pacnucaHue M3 Bbinagatowero cnucka PacnucaHue unu HaxmuTte “Aob6aBUTb

pacnucaHue’.

Boibepute [MpaBuno penictBus — 3anpetuTtb unu Paspewuntb npoxoauTtb 4epes

MapLIpyTM3aTop.

B none CocrtosiHue Bbl6epV|Te BkntoyeHo nnn OTKNKOYEHO 4515 BKITHOYEHUS/OTKITIOUYEHNS

3anucu.
B none HanpaBneHue BLibepnte BXO[M. nnu UCX.

BbiGepuTe npoTokon u3 BbinaaatoLero cnucka MpoTokonn.

10. Haxmwute kHonky CoXpaHUTb.
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WMA npaBuna:

Yaen LAN: | NwbBoii yaen |E| Oobaente yaen LAN
Uene: |[oban uens E Lo0aBnTh Lens
PacnucaHne: IMoBoe BpemA |Z| Oo0aenTe pacnucaHe

Mpaeuno: | 3anpetuts |E|
Cocroanmne: | BrniodeHo |Z|
Hanpaenenwe: |BXO[. |Z|
Mpotokon: |BCE |Z|

| Coxpawwrs | | Hazap |

Puc. 4-78 [1o6aBnTb UM M3MEHUTbL 3annCb KOHTPONSA AOCTyna

Hanpumep: Ecnn Bbl xotuTe paspewntb y3ny ¢ MAC-agpecom 00:11:22:33:44:AA  pocTyn K

canty www.google.com Tomnbko ¢ 18:00 o 20:00 no cy660Tam 11 BOCKPECeHbAM U 3anpeTuTb

OoCTallbHbIM y3n1am nokanbHOM CeTu noctyn B MHTepHeT, BaM HeobxoamMmo coBepLlnTb

cnegyoLine HaCTPONKN:

1.

Buibepute pasgen MMpaBuno B MeHio KoHTponb poctyna. Bbibepute Bknrounmtb
ynpaBerneHuve KOHTpornemMm poctyna K WHTepHeT u BbiGepuTe PaspewuTb nakeTtam,
yKa3aHHbIM B NMOJIMTUKE KOHTPONA AOCTyNa, NPOXOAUTb Yepe3 MapLupyTusaTop.

Haxmunte KHOMKY Do6aButb ans 3aBeplieHna Bcex nocnenyrumnx HacTtpoek.

Beibepute pasgen Ysen B meHio KoHTponb goctyna. Co3gante HOBYHO 3anncCb C MMEHEM
y3na Ysen_1 n MAC-agpecom 00:11:22:33:44:AA.

Bbibepute pasgen Llenb B MeHio KoHTponb gocTtyna. Co3gaite HOBYO 3anvcb C UMEHEM
uenu Lenb_1 n gOMeHHbIM MMeHeM www.google.com.

Bbibepute pasgen PacnucaHume B meHio KoHTponb goctyna. Co3ganite HOBYHO 3anuvch C
umeHem pacnucaHua Bpewmsa_1, OeHb: C6. n Bc., HayanbHoe Bpems (Haudano): 18:00,
koHeuvHoe BpeMs (KoHeu): 20:00.

Haxmute Jo6aBUTb, 4TOObLI 4O6aBUTL HOBOE MPaBUIIO:

1) B none Umsa npaBuna ykaxute ero uMms. NMOMHUTE, YTO OHO OOIMKHO BbiTb YHUKANbHbIM,
Hanpumep: Umsa_1.

2) B none Y3en Bbibepute Y3en_1

3) B none Uenb Buibepute Uenb_1.

)

)

4) B none PacnucaHue BbibepuTe Bpemsa_1.

5) B none MpaBuno Bbibepute PaspewnTs.
)

6) B none CocrosiHue BbibGepuTe Bkno4veHo.
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7) Haxxmute CoxpaHUTb AN COXpaHEHUs1 HaCTPOEeK.

Mocne aToro BbI BepHéTer Ha CTpaHuuy ynpaBreHuna npasuiamMm KOHTPOJ1A A0CTyNna K MHTepHeT

1 yBUAMTE CrieayoLLyto Tabnmuy

WmA npaeuna Y3en LAN Llens Pacnucanne Mpaeuno | CocToRHe | H3MeHWTb
KMma_1 Yaen 1 ens 1 Bpema 1 PaapewwTe | BenwyeHo | MaMeHWTE
| [obasuTtb | | Brntounts BeipaHHoe | |OTKI'IIO'-IHTE. ElblﬁpaHHDB| | YpanuTe BeifpaHHoe |
4.15.2 Y3en

B meHio “KoHTponb goctyna — Y3en” MOXHO MpocMaTpuBaTb M HacTpavBaTb CMMCOK Y3IOB,
Kak nokasaHo Ha Puc. 4-79. Cnucok y3noB Heobxoaum Anst Toro, YTtobbl npaBumia KOHTPOSs

AocTyna pabotanu AoMmKHbIM 06pa3oM.

Hma yana Wubopmauus HaMeHHTE
Yaen_1 00:11:22:33: 44848 HameHHT
| [obasute | | Yaanute BelGpaHHoe |

Puc. 4-79 Hactpowiku y3na
» Wmsa y3na — 3geck yka3biBaeTCs MMs y3na, KOTopoe AOMKHO ObiTb YHUKANbHbBIM.

> WHdopmauusa — 3peck ykasbiBaeTcst MHpopMaLmsa ob yane. 3to moxeT 6bITh IP-agpec unu
MAC-agpec.

> W3MeHUTb — VI3MeHWUTb Unn yaanuTb CyLLECTBYHOLLYIO 3amuCb.

Y106l CO3/aTh HOBYIO 3aNUCh, ClieaynTe HMXKeyKasaHHbIM MHCTPYKLMAM:

—_—

HaxmuTe kHonky [lo6aBuUThb.

2. B none Pexwum Bbibepute IP-agpec nnn MAC-agpec.

1) Ecnu BbI Bbibpanu IP-agpec, Bbl yBUAMTE OKHO, yKa3aHHoe Ha Puc. 4-80.
® B none Um#A yana ykaxxuTe yHMKanbHoe nms yana (Hanpumep, Y3sen_1).
® B none LAN IP-agpec BeeauTe IP-agpec.
® Ykaxute MopT Bpy4Hyto.

2) Ecnu Bbl Beibpanm MAC-agpec, Bbl yBUANTE OKHO, YKa3aHHOe Ha Puc. 4-81.

® B none Umsa y3na ykaxuTe ero yHvkanbHoe ums yana (Hanpumep, Y3en_1).
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® B none MAC-agpec ykaxnte MAC-agpec.

3. Haxmute CoxpaHuTb 4NS 3aBEPLUEHNS HACTPOEK.

Pexmn: |F'_a1[|'pe{; |z|

WmMA yana: ¥zen 1
LAN IP-agpec: |192.168.0.1 -|192.168.0.23

Mopr: -

[ CoxpaHunts ] [ Haaap ]

Puc. 4-80 o6aBuTb MnnM 3amMeH1UTb 3anuch yana

Pexmm: | MAC-agpec E

WmAa yana: ¥sen 1
MAC-agpec: 00:11:22:33:44:A0

[ CoxpaHuTe ] [ Hazag ]

Puc. 4-81 [1o6aBnTb UnmM M3aMeH1Tb 3annchb y3na

Hanpumep: Ecnu Bbl XOTUTE OrpaHMuuTb JOCTYn K WHTEpHET Ans ceTeBOoro KomnbioTepa C

MAC-agpecom 00:11:22:33:44:AA, Bam He0OX0OUMO BbINOMNHUTL cnegyowme 4ENCTBUS:

1. Haxmute [Job6aBuTb, Kak yka3aHo Ha Puc. 4-79, 4yTobbl nepenTn Ha CTpaHWULy HaCTPOWKM

CnncCKa y3nos.

B none Pexwum n3 BeinagatoLLiero cnuncka Bolbepute MAC-agpec.
B none Umsa y3na ykaxxute yHUKanbHoe nvs yana (Hanpumep, Ysen_1).

2
3.
4. B none MAC-agpec Beeaute 00:11:22:33:44:AA.
5

Haxmnte COXpaHMTb Anda coxpaHeHuda BHECEHHbIX NU3BMEHEHU.

Mocne aToro Bbl BEPHETECH HA CTpaHWLYy HacCTPOEK y3na v YBUAUTE CReayoLLyo Tabnmuy:

[ WwmnA yana Hudpopuaumna HameHuTs
[ Waen_1 001122334444 FlameHTE
4.15.3 Uenb

B meHio “KoHTponb pgoctyna — Llenb” MOXHO npocMaTtpuBaTbh U HAacTpamBaTb CMMUCOK Lenewn,
KaK yka3aHo Ha Puc. 4-82. Cnucok Lenen Heobxoamm Ans npaBubHON paboTel NpaBm KOHTPONs

poctyna.
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| HmA uenn Hudpopmaumua HameHnTs
| Lens_1 www.google.cam KlameHUTe
NobaeuTe ] [ ¥panutk BeibpanHoe ]

»
>

Puc. 4-82 Hactponku uenu

Uma uenn — B 3ToM none ykasbiBaeTcss MMsl Uenu. [JaHHoe 3Ha4YeHne OOMMKHO ObiTb
YHUKanbHbIM.

MHdopmauumsa — B kayecTBe Lenu MoxeT ObiTb YkasaH IP-agpec, NopT nnn AOMEHHOE NMS.

N3meHnTb — Pe,ElaKTVIpOBaTb nnn yoanmtb CyLeCTBYOLLYH 3anncb.

Y106bI 4O6ABUTL HOBYIO 3aNUCb, CleAyNTe HUKeyKa3aHHbIM UHCTPYKLUAM:

1.
2.

Haxkmute JobaBUTDL.

B none Pexum n3 Bbinagatowero cnucka soldbepute 3HaveHue IP-agpec, MAC-agpec unu
URL (T.e. AOMEHHOE nMSI).
1) Ecnu BbibpaTs IP-agpec, oTkpoeTcs cTpaHuLa, kak Ha Puc. 4-83.

JobaBUTe MK U3MEHUTE 3anMCch Lenu

Pesxum: |P-agpec :

Hma uenu: |

IP-agpec: | -
Mopr: | -|

[ CoxpaHute ] [ Haaap, ]

Puc. 4-83 [106aB1Tb NN N3MEHUTb 3annchb Lienu

) B none Ums uenu ykaxute yHUKanbHoe onvcaHune uenu (Hanpumep, Lens_1).
II) B none IP-agpec Beeaute IP-agpec uenn.
) Yxaxute MopT Bpy4HYy!to.

2) Ecnu Bbibpatb MAC-apgpec, OTKpOeTCsa CTpaHuua, kKak Ha Puc. 4-84.
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Pexum: MAC-an, pec |z|

HMA Lenu:

MAC-anpec:

[ CoxpaHute ] [ Haaapn, ]

Puc. 4-84 lo6aBUTb N1 N3MEHUTb 3anucb Lienmu

[) B none Umsa uenu ykaxuTte yHUKanbHoe onucaHue uenu (Hanpumep, Lens_1).
) B none MAC-agpec Beeaute MAC-agpec uenu.

3) Ecnun BblbpaTth URL, TO OTKpOeTCcs cTpaHmua, Kak Ha Puc. 4-85.

Pexum: | |JRL E|

WA wenn: Iens_1

PR——
[ MogpobHo
[ google
(uToBbI HACTPOMKN NPUMEHANNCE, He 33GYOLTE WX COXPAHWTS)
’ CoxpaHute ] [ Haaap ]

Puc. 4-85 [106aB1Tb NN N3MEHUTb 3anuchb Lienu
) B none Umsa uenu ykaxnte yHUKanbHoe nMs Lenu (Hanpumep, Lens_1).

II) B none Jo6aBuTb URL ykaxuTe AOMEHHOE UMS, MONMHOCTBLIO MU TOMbKO KIoYeBoe
cnoBo (Hanpumep, google). INtoboe AOMeHHOe UMS, CoAepXallee Takoe KrdeBoe
cnoso (www.google.com, www.google.cn), 6yaet 3abnokupoBaHO UnNu paspeLueHo.

[lns coxpaHeHust JOMEeHHOro nmeHn Haxkmurte [lo6aBuUTb.
3. Haxmute CoxpaHuUTb.
[na yaaneHnsa BbIGpaHHbIX 3anmMcen HaxXMuTe KHOMKY YaanuTb BbiIOpaHHoOe.

Hanpumep: Ecnu Bbl xoTuTe OorpaHnynTb A0CTyn K MHTepHeT aona ceTteBoro KomnbkoTeEpa C

MAC-agpecom 00:11:22:33:44:AA NCKNIOYMTENBHO OOCTYNOM Ha cant www.google.com, Bam

HeobX0AMMO BbINOJTHUTL cneaywouwme OEencTBus:

1. Haxmute [Jo6aButb (cM. Puc. 4-82) ona Bxoga Ha cTpaHuuy AobaBrneHuUst Unu N3amMeHeHns

3anuncu uenu.

2. B none Pexum Bbibepute URL 13 BbinagatoLlero cnucka.
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3. B none Umsa uenu ykaxxute yHukansHoe nva uenuv (Hanpumep, Lens_1).

4. B none flo6aButb URL BBEanTe www.google.com. He 3abyabTte HaxkaTb kHOMKy [lo6aBuUTb,
4YTOObI MapLLPyTU3aTOP 3aNnoOMHUIT BBOOAUMOE BaMu 3HayeHue!

5. Haxmnte CoxpaHnUTb O COXpaAHEHUs1 HACTPOEK.
lMocne 3Toro Bbl BEPHETECH HA CTPaHMLY HAaCTPOEK LeNu 1 yBUAMTE CrieayoLlyto Tadnmuy:

HmA uenn Hudhopmaumwa HameHuTh

Lene_1 Www.google.com FameHWTE

4.15.4 PacnucaHue

B meHo “KoHTponb moctyna — PacnucaHue” MOXHO npocMmaTtpuBaTb M HacTpamBaTb CMMCOK
y3ri0B, KakK ykasaHo Ha Puc. 4-86. Cnncok pacnucaHum Heobxoamm Ansa npaBusibHOW paboThbl

npaBun KOHTpoOna goctyna.

WMA pacnHcaHna H3MEHHTE

Bpema_1 HMameHnTs

| LobasuTs | | ¥panute BeiGpanHoe |

Puc. 4-86 Hactpowku pacnvcaHus

> Wma pacnuncaHuma — 3pecb YKa3blBa€TCA WUMA pacnmcaHna, KOTopoe AOJNKHO ObITb

YHUKamnbHbIM.
» W3meHnTb — /I3MeHnTb unu yaanuTb pacnmcaHue.
Y106bI LOGABMTL HOBOE pacnucaHue, crnegynuTe HUXKeyKasaHHbIM MHCTPYKLUAM:
1. Haxmute [lob6aButb (cM. Puc. 4-86), oTKpoeTcsa CcTpaHuLa, Kak ykazaHo Ha Puc. 4-87.

2. B none Umsna pacnncaHunAa yKkaxunte yHuUKarnbHOe Ha3BaHuWe Ballero pacnmcaHuA (Hanpmmep,

Bpemsa_1).

3. B Bbinagatowem cnucke MNMpumenntb ana Bbibepute Kaxayto Hepento (4Tobbl BbiOpathb
KOHKPETHbIN AeHb nnn aHn) nnn Kaxkabin aeHb (NpaBuno 0yaeT NPUMEHSITLCA KO BCEM OHSIM
Hedenn), ykaxkute aeHb/gHn. Ykaxunte Bpems: Hayano n KoHewn v3 Bbinagarollero crnmcka.

HaxmuTte Jo6aBUTb ANs COXpaHEHMS 3anncu.
4. Haxmute CoxpaHUTb A5 3aBEPLUEHNSA HACTPOWKM.

Haxxmute kHomky YAaanuTb BblGpaHHOe Ans yaaneHusl BbiOpaHHbIX 3anvcei.
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Pacnucanie GasuwpyeTcA HA BPEMEHN, HACTPOEHHOM HA MApWpyTHalaTope. BpemMA MOMHO HACTPOWTE HA CTPAHWULE "CHCTEMHEIE
MHCTPYMEHThI ->HacTpoiika BpeMeri”.

WmA pacnucannA: | Bpema 1

[MpUMEHNTE ONA: Hasano Konew
Kaxayro HB,D,BJ’E 18:00 E 20:00 El | Nobaents
MH. BT. Cp. Yr. NT. [# Cb. [&] Bc.

Bpema|9:00 10:0011:0012:00113:0014:0015:0016:0017:0018:0019:0020:0021:00122:0023:00

Be. ERER
MH.
Br.
Cp.
Ut
nT.
ce. L[]

o m [ 2

| DumcTiTL pacnucanme

| Coxpawnre | | Haaag |

Puc. 4-87 [1o6aBnTb MM M3MEHUTL 3anncb pacnmncaHuns

Hanpumep: Ecnv Bbl XOTUTE oOrpaHMuuTb AOCTYNn ceTeBoro komnbtoTepa ¢ MAC-agpecom

00:11:22:33:44:AA Tonbko k Beb-canTy www.google.com ¢ 18:00 oo 20:00 no cy66otam u

BOCKpeCeHUAM, TO HeobX0AMMO BbIMOSTHUTL cnegywuine nencTens:

1. Haxmute [o6aButb (cM. Puc. 4-86) ona Bxoga Ha cTpaHuuy AobaBneHust Unu N3amMeHeHns

3anmcun pacnmncaHuns.

2. B none Wma pacnucaHusl YyKaXuTe YHUKaNbHOE WMS pacnucaHus (Hanpumep,

Pacnvanue_1).

3. B Bbinagatwowem cnucke anIMeHVITb AnsA Bbl6epVITe Ka)K,D,le Hegenkw, 3ateM OTMEeTbTe

aHn C6. n Be.

4. YKaxuTe BpeMms, Ans 3T0ro B Bhinagawwem cnucke Havano Bobibepute 18:00, a B cnmcke

KoHey — 20:00. Haxmute kHonky [lo6aBUTb.

5. Haxmute kHonky COXpaHUTb AJ1si COXPaHEHWSI HACTPOEK.
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4.16 [JononHuTenbHble HACTPOUKU MapLLUPYyTU3aLUN

[lononHHTENEHBIE HACTPOHKH MaPWPYTHIALHA

- CNHCOK CTATHYECKHX MAPWDYTOR

- Tabnuua mapmpyTHIALHH

Puc. 4-88 [lononHuTensHble HACTPONKM MapLupyTM3auum

MeHto lononHUTeNbHbIE HACTPOWKU MapLUPYTU3aLMUK COOEPXKNUT ABa pasaena (cMm. Puc. 4-88):
Cnucok ctatMvyeckux mapwpyTtoB M Tabnuua mapupytusauum. [Ins HacTPOMKM HY>KHOW

hbyHKLMM BbIGEPUTE COOTBETCTBYIOLLMIA Pa3Mep MEHHO.

4.16.1 Cnucok ctaTuyecKMx MapLUpyToB

B wmeHo ‘[lononHuTenbHble HACTPOMKM MapuwpyTusaumm — CNMCOK CcTaTUYeCKUX
MapLUpyTOB” MOXHO HACTpPOWUTb MapaMeTpbl CTaTU4ecKon maplupyTusaumm (cm. Puc. 4-89).
CraTuyeckun mapLupyT — 3TO 3apaHee YCTaHOBMEHHbIA MapLUpyT, MO KOTOPOMY CETEBbIE AaHHbIE

nepemMeLlaroTCA K KOHKpeTHOMY Yy3ny unn ceTu.

CnNUCOK CTaTUYECKUX MApLIpYTOB
‘ ] | IP-agpec HasHa4YeHuA ‘ Macka nogceru | Winwoz ‘ CocroRHue | Haueuurb‘
[ HobasuTs ] [ Brniouute BeIbpaHHoe ] [O‘n{nmumb BhlﬁpaHHoe] [ Yaanuts BeibpanHoe ]

Puc. 4-89 Cnucok ctaTmyecknx MapLUpyToB

Ona poGaBneHMs 3anuMcu CTaTUYECKOM MaplupyTu3auuMu BbIMONIHATE cneaylolme

AeucTBUA:

1. Haxmute AobaButb (cM. Puc. 4-89), oTKpOeTCA CTpaHMLLA Kak Ha PUCYHKE HUXKE:

CRNCOK cTaTUMECKUX MapLIPYTOB

IP-aapec HazHaYeHUA: |

Macka nogcern: |

Wnioz: |
WHTepdheic: |WAN E
CocTosAnne: |BK.I'II-CI'-IBHD E

[ CoxpaHinTe ] [ Haaapg, ]

Puc. 4-90 o6aBuTb Unn n3amMeHUTb 3anncb CTaTUYeCKON MapLupyTU3aLum

2. YkaxuTe cnefylowime gaHHble:
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> IP-ap,pec Ha3HayeHuAa — OT0 afpec cetn unn ysna, KOToOpomMy Bbl XOTUTE HA3HAYUTb

CTaTUYEeCKNA MapLLpPYT.

> Macka noacetn — OnpegensieT, kakas 4acTb IP-agpeca OTHOCUTCS K CETW, a Kakas K
yany.

> LWno3 — IP-agpec ycTponcTBa-wwino3a, obecrnedvvBatoLero B3aUMOOENCTBME MeEXOY

MapLLpyTU3aTOPOM U CETbIO/Y3rNoM.

> WHTepdenc - [JaHHbI nHTEpdENC ykasbiBaeT, HaxoguTcs nu IP-agpec HasHayeHus B

cetu LAN (nokanbHas npoBogHasi 1 6ecnposogHas cetb) unu B cetn WAN (UHTepHeT).

3. W3 Bbinagarowero cnucka B nonie CoctosiHne HeobxoomMmo BbibpaTh 3HavyeHne BknroyeHo

nnn OTKNKOYEHOo.
4. Yrto6bl COXpaHUTb caenaHHble N3MEHEHWs], BOCMONb3yNTeCh KHOMKOV COXpaHUTb.
Opyrve nencTBuaA ¢ 3anUcbio pacnucaHus:
[na yoaneHus 3annucu HaxKMmMTe KHOMKY YaanuTb.
[na BkNoYeHUs BbIOpaHHbIX 3anncen HaxKMmMTe KHOMKY BKnounTb BbIOpaHHoOe.
[nsa oTkntoyeHus BbIOpaHHbIX 3anncen HaxXMmUTe KHoMKy OTKM4YUTL BbiIOpaHHoe.

[ns ynaneHus BbIOpaHHbIX 3annceit HaXkKMUTe KHOMNKy YaanuTb BbiOpaHHoe.

4.16.2 Tabnuua mappyTusaumm

B meHo ‘[lononHuTenbHble HAaCTPOWMKMA MaplipyTusauum — Tabnuua maplipyTtusauumn’
MO>XHO MpocMaTpuBaTh BCe AENCTBYOLLME 3anMcy MmapLipyTusaumm (cm. Puc. 4-91). na kaxaon

3anucu otobpaxatotcs IP-agpec HasHauYeHWs, Macka NoaceTH, L3 U UHTepdeiic.

ID IP-agpec HasHa4YeHHA: Macka nogcetu Wintoz Wurepdheic

1 192.168.0.0 255.255.255.0 0.0.0.0 LAN & WLAN

[ OBHoBuTE |

Puc. 4-91 Tabnuua mapLupyTnsaumm

> IP-apgpec Ha3HayeHus - OT0 |IP-agpec ceTu unum yana, KOTOpbIM Ha3Ha4vyaeTcs CTaTU4eCKui

MapLLpyT.

> Macka nogcetu - OnpegenseT, kakas YacTb |P-agpeca yana ceT OTHOCUTCS K afipecy ceTw,

a Kakas - K aapecy camoro y3na B 3TOM CeTu.

» W3 - IP-agpec wnto3oBoro ycrtponcTtea, obecneyvMBalroWero B3aMMOAENCTBUE MeEXOY

MapLUPYTM3aTOPOM M CETbio/y3NOoM.
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> WHTepdpenc - B atom none otobpaxaerca mectoHaxoxaeHune |IP-agpeca HasHadeHns - LAN

n WLAN (BHyTpeHHSAs npoBogHasa n 6ecnposogHas cetb), WAN (MHTepHeT).

4.17 KoHTposnb NponyckHoOn crnocobHocTn

BKNIOUNTE KOHTPONL NPOMNYCKHOR cnoco@HocTh
ECnW KOHTpONL NpoNyckHoR cnocofHOCTH BKMIDYEH, annapaTtHelid NAT HE BYIET paGoTate, Nockonkky ofa 3TW ModynA He MaoryT
pafoTaTte 0OHOBPEMEHHD.

WcxogAawan nponyckHans cnocobHOCTE: Kouticek

BxooAwan nponyckHan cnocobHOCTE: Kauticek
| Coxpauute |
MpaBuna KOHTPONA NPONYCKHON CNOCOBHOCTH

Wcxonauwan nponyckHan BxoaAuwan nponyckHan

HmA npaBuna MpuopuTer CnocoGHOCTE CnocoGHOCTE CoctoAnne | HameHnTs
Mun, Makc. (AT Makc.
[ Hobasutk | | Brntount BeIBpanHoe | | OTkniounTs Beibpankoe | | Yaanute seibpanHoe |

Puc. 4-92 KoHTponb nponyCckHOM CnocoBHOCTU

B mMeHo “KOHTpONb NpPonycKHOM CNOCOGHOCTU” MOXHO HacTpamBaTb U U3MEHSITb NapamMeTpbl

KOHTPOMS NPOMYCKHOM cnocobHocTn (cMm. Puc. 4-92 ).

Ha atoii cTpaHuue MOXHO HacTpouTb Mcxogdwyio u Bxoasiwyto NponyckHyr CMOCOBHOCTb.
3HayeHnsa gaHHbIX napaMeTpoB AormkHbl ObiTb MeHee 100000 Kbut/c. Ha aton ctpaHuue Takke

MOXHO npocMarpuBaTb U HacTpanBaTb.

> BKNOYNTb KOHTPOSb MNPOMYCKHOM CNOCOOHOCTM — [laHHbi NapameTp akTMBupyeT

GYHKLMIO KOHTPOMNSA NPONYCKHOM CNOCOBHOCTH.

> MWcxopsAwas nponyckHas cnocobHocTb — CkopocTb ucxogduiero 4depes nopt WAN
Tpaduka.

» BxopsAwasn nponyckHas cnocobHocTb — CkopocTb Bxogsiero Yepes nopt WAN Tpaduka.
Haxmute CoxpaHnUTb, YTOObI Balln HACTPOWKWN BCTYNUAN B CUITY.

» OnucaHue — [JaHHasa nHdopMaums BKIOYaeT B cebs amManas3oH agpecoB, AnanasoH NopToB

¥ NPOTOKON nepeaau.

> NMpuoputeT — MNpropuTET NpaBu KOHTPONSA NPOMYCKHOM CMNOCOOHOCTU: ‘1’ 03Ha4YaeT cambii

BbICOKMI MPUOPUTET, ‘8’ 03Ha4YaeT cambii HA3KUA NPUOPUTET.

» WUcxopsawasn nponyckKHas cnocobHocTb — MakcumanbHad 1M MUHMMarbHas CKOPOCTb

ncxopswero yepes nopt WAN Tpaduka, 3HadyeHue no ymondanumio: 0.

- 116 -



AC750 becnpoBogHon gByxavanasoHHbIN
Archer C2 rmrabuTHbIN MapLpyTn3aTop

> Bxopswasa nponyckHaa cnocobHocTb — MakcumanbHas U MuUHMManbHasi CKOPOCTb

Bxogsuero yepes nopt WAN Tpaduka, 3HavyeHne no ymonyanumio: 0
» CocTosiHme — 3gecb oTobOpaXkaeTcsa COCTOSIHME NpaBuna.
» WN3mMeHUTb — U3MEeHNUTb unn Yaanutb npasuno.

Y106blI A00ABUTL/M3MEHUTb NPaBUNO KOHTPONS MNPOMNYCKHOW CNOocoGHOCTU, cneayuTte

HUXXeYKa3aHHbIM UHCTPYKUUSIM:
1. Haxmute [lobaBuTb (CMm. Puc. 4-92), oTKpoeTcs cTpaHuua, kak Ha Puc. 4-93.

2. BeeguTe HacTpounku crnegyoLmMx napameTpoB:
KoHTpone NponyckKHOR cnocobHOCTH

BEMIOMHTE:

Ounanazou IP-agpecoe: 152.168.0.2 —|192.168.0.23
[OuanazoH NopToR: 21 -
Mpotokon: BCE |Z|
MpuopuTer: 5 |Z| (1 03HayaeT Hanbonee BEICOKWA NpUOPWUTET)
Mun.{ KOnt/cer) Makc.{ Konticek)

HcxooAwan nponyckHan cnocobHoCT: 1 1000

BxoOAwan nponyCckHaA cnocobHOCTL: 1 4000

’ CoxpaHuTe ] ’ Haaag, ]

Puc. 4-93 HacTpoikn KOHTPONS NponyCcKHON CNOCOBHOCTU

3. Haxmute CoxpaHuTb 47151 COXPaHEHNS.

4.18 MMpuesaska IP- n MAC-agpecoB

Mpuenzka IP- n MAC-agpecoe

- MapameTps NPHEAZKK

- Tabnuua ARP

Puc. 4-94 MeHto npuasku IP- 1 MAC-agpecoB

MeHto Mpueasku IP- 1 MAC-agpecoB cogepxut aBa nogpasgena (cMm. Puc. 4-94): NMapameTphbl
npuBaskn 1 Tabnuua ARP. [Ina HacTpowku HyXHON (yHKUMM BblibepuUTe COOTBETCTBYHOLLUMA

NYHKT MeHH0. MNoapobHbIE MHCTPYKLUM NO KaXAOMY pasaeny ykasaHbl HUXE.

4.18.1 MapameTpbl NPUBA3KKU

Ha gaHHon cTpaHuue oTtobpaxeHa Tabnuua MpuBaskm IP- 1 MAC-appecoB, B KOTOPYIO Bbl

MOXeTe BHOCUTb HeobxoanMble uameHeHus (cM. Puc. 4-95).
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MapameTpbl NPUBA3KNA
Npueaska ARP: = Brnmiouwnte @ OTKNKYNTE

‘ = ‘ MAC-agpec ‘ IP-agpec ‘ CER3aTh | HanmeHuTs
[ [obaBute ] [ Brntounte BrIGpaHHoe ] [O‘n{nu}umb BhlﬁpaHHoe] ’ YnanuTe BeibpaHHoe ]

Puc. 4-95 lNMapameTpbl NpuBA3KK

» MAC-agpec — MAC-agpec KOHTPONMpyeMOoro KOMnbloTepPa OKanbHOW CceTu.

» IP-appec — HasHaueHHbI |IP-agpec KOHTPONMpyemMoro KOMnbioTepa foKanbHOu CeTu.

» CBasatb — BknwoyeHne dyHKUMKM npuBAskM no npotokony ARP  gns  KOHKpeTHoro
yCTpOWCTBA.

» WN3meHnTb — PegaktmpoBaTb Unu yaanuThb CyLLECTBYIOLLYIO 3anuchb.

Ecnn Bbl xoTute Aob6aButb Mnu mMaMeHuTb 3anucb npueasku IP- 1 MAC-agpecoB, Haxmute
kHonky [lo6aButb unu U3meHunTb. epen Bamm OTKPOETCA CTpaHuua, Kak Ha Puc. 4-96, Ha

KOTOpOVI Bbl MOXeTe 006aBUTb MU UBMEHUTL 3arnnChb.

MapameTpbl NPUBA3KK

Ha 0aHHoi CTpaHWLE MOXHD HACTROMTE 3anKUce MpUBEA3KK IP- n MAC-agpecos.

MAC-agpec:
IP-agpec:
CeRzaTE:

[ CoxpaHuTts ] [ Hasag ]

Puc. 4-96 MNMapameTpbl NpuBA3KY, 406aBUTL/M3MEHUTD
Y1061 A06aBUTL 3anuck npuBAsku IP- u MAC-agpecos:
1. HaxmuTte lo6aBUTb, Kak ykasaHo Ha Puc. 4-95.
2. Beeaute MAC-agpec u IP-agpec.
3. OrtmeTbTe none CeBA3aThb.
4. Haxmute CoxpaHuUTb 4515 COXpaHEHUS 3anucu.

YT100bl NIBMEHUTb UNn yAannuTb CywecTByHOLWYHO 3alUChb:

1. Bbibepute Heobxoanmyto 3anvck B Tabnuue.

2. Haxmute U3meHUTb unu Yaganutb BblGpaHHoOe.
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Onsa ynpaeneHnsi KOMNbIOTEPOM Bbl MOXETE BECTU HabnogeHWe 3a KoMMNbTepamMmn rokanbHOM
cetu, npoepsia npuessky MAC- u IP-agpeca B Tabnuue ARP. Takke Bbl MOXETE NMPOM3BOANUTb
HacTpounky anemeHToB Tabnuubl ARP. B gaHHoM okHe oTobpaxaercs Tabnuua ARP. Ona
coaepXuT nHhopmaLmio no uMetoLmmes 3anncam caeasoiBanms IP u MAC-agpeca (cm Puc. 4-97).

4.18.2 Ta6bnuua ARP

MAC-agpec IP-agpec CoCToORHHE
50:ER49:1E:06:80 192.168.0.200 He ceAzaHo

|3arpryamh BblDpaHHbIe | | YaanuTe BeIGpaHHoe |

ObHoBUTL
Puc. 4-97 Tabnuua ARP

1. MAC-appec — MAC-agpec KOHTPONMpPYyeMoro KomrnbTepa foKarnbHOM CeTu.

2. IP-appec — HasHa4yeHHbIN IP-agpec KOHTPONMpyeMoro KoMnbloTepa nokansHON ceTu.

3. CocTosiHMe — B 3TOM none coaepXxuTca MHopMaumsa no HanMymio Unu OTCYTCTBUIO CBA3K
MAC- u IP-agpeca.

[na 3arpy3ky 3anMcern HaxXmMuTe KHOMKy 3arpy3nTb BblIOpaHHbIe.

Onga yaaneHus 3anucen HaXxXmMmnTe KHomnky YaanuTb BblOpaHHbIe.

Haxmute kHonky O6HOBUTL 4151 OOHOBMEHMS AaHHbIX B Tabnuue.
& MpumeyaHue:

3anucb He MoxeT BbITb 3arpyxeHa B Tabnuuy ceasbiBaHus IP n MAC-agpecos, ecnu IP-agpec
3anucu yxe bbin 3arpyxeH paHee. B aTomM crnyvyae nosiBUTCS OKHO C coobLieHMeM 06 oLmbKu.
AHanornyHo dyHkums "3arpy3nTb Bce" 3arpy3uT TOMbKO Te 3anmcu, KOTopble He NepecekarTcs ¢

3anncAamu, yxe nMerwmMncd B Criucke.

4.19 OuHamuyeckmn DNS

B meHio ‘OuHammnyecknin DNS” moxHO HacTpouTb doyHKuuio DDNS.

MapLwpyTmnsatop nogaepxvmeaeT PYHKUUIO OMHAMUYECKON CUCTEMbI AOMEHHbIX UMEH (DDNS),
KoTopasi AenaeT BO3MOXHbIM XOCTUHI caiTta, FTP- unm nodytoBoro cepepa ¢ OMKCMPOBaHHbLIM
OOMEHHbLIM MMeHeM (KOTOpOe Bbl YKa3biBaeTe camun) U AMHAMUYECKUM agpecoM. DTO No3BonseT
BaLLMM OpY3bsM MOAKMYATLCA K BalleMy CeEpBepY, ykaszaB AOMEHHOE UMSI BHE 3aBUCMMOCTU OT
3HaYyeHus IP-agpeca. Mepen Ha4yanom MCMoJSib30BaHUSA YHKLMM Heobxoanumo

3apeructpmpoBartbcs y nposangepa DDNS-cepsuca, Hanpumep www.comexe.cn, dyn.com/dns

nnn www.noig.com. OT noctaBLwwymka VIHTepHeT-ycnyr Bbl NONy4YnUTE Naposib UM KITHO4.
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Ecnu B kavectBe MNocTtaBwuka ycnyr DDNS BbiGpatb www.no-ip.com, nepes Bamu nosiBuTCA

4.19.1 No-ip.com DDNS

CTpaHuua, Kak Ha Puc. 4-98

MocTaBWMK YCAYT: | www no-ip.com E NepedTi K pericTpaimi. .
[OoMEHHOE HMA:

HMA none30BaTenA:

Napone:

Bxntoynte DDNS: [
CocToAHWe NOAKNIOYEeHHA:  OTKMIOYEHD

Boiiti

Puc. 4-98 Hactpolikn No-ip.com DDNS

Onsa HacTponkn napametpoB DDNS cneaynte HUKeyKadaHHbIM UHCTPYKLUUAM:
1. BeauTe loMeHHOE uMSs, NoSyYeHHoe OT Baluero nocrtasLymka ycnyr DDNS.
2. Beeaute Umsa nonb3oBartens Ballen y4éTHom 3anncn DDNS.

3. Beegute Maponb Bawwen yyéTHom 3anmcn DDNS.

4. OTtmeTbTe onumio Bknounts DDNS.

5. Haxmute kHonky BownTtun ansa exoga B cepsmuc DDNS.

CocTtosiHne nogkntoveHusa — CoctosiHne cepsmca DDNS Ha gaHHbI MOMEHT.

HaxmuTe BbinTn ons Bobixoga ns cepsnca DDNS.

&= lMpumeyaHue:

Ecnn Bbl xoTuTe BoMTK B cepamnc DDNS nop gpyrov y4ETHOM 3anmCbio, HO B HACTOSALLIMA MOMEHT
Bbl yXe ycnewHo 3anyctunu cepsuc DDNS, TO cHayana HaxmuTe KHOMky BbinTu, 3atem
BBEANTE HOBOE UMS NMONb30BaTeNs U Naposb U HaxMnTe BonTtu.

4.19.2 Comexe.cn DDNS

Ecnn B kauvectBe [MoctaBwmka ycnyr DDNS 6bin BbiOpaH www.comexe.cn, nepeg Bamu

nosIBUTCS CTpaHuua, kak Ha Puc. 4-99.
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Mocrasume ycnyr: WWW_COmexe.cn E [MepelTi K perMcTpaumi. ..

NomeHHoe uma 1:
[OMEHHOe HMA 2:
[loMEHHOEe HMA 3:
HomeHHoe nma 4:

NomeHHoe nma 5:

WmA none3oBatens:

Maponk:

Brnwoyuts DDNS:  []
COCTOAHHE NOOAKNKYeHHA:  OTKMKYEHO

Boiitn

CoxpaHuTts

Puc. 4-99 Hactpoiikn Comexe.cn DDNS
[nsa Hactponkun napametpoB DDNS cnegynte HKeykasaHHbIM MHCTPYKLUNAM:
1. BeauTe [loMeHHOe UMSs, Nony4YeHHoe OT Baluero nocrtasLimka ycnyr DDNS.
Beeante Umsa nonb3oBatens Bawen y4étHon 3anncm DDNS.
Beegute Maponb Baluen y4étHom 3anucu DDNS.

OtmeTtbre onuuio Bknouuts DDNS.

o & »w DN

HaxmunTe kHonky Bontu anga sxoga B cepsuc DDNS.

CocTtosiHue nogknioveHusi — CoctosHue cepsuca DDNS Ha gaHHbIN MOMEHT.
Haxxmnte Bbintn ons Boixoga ua cepsnca DDNS.

& lMpumeyaHue:

Ecnu Bbl xoTuTe BoriTK B cepuc DDNS nop opyron y4ETHOWM 3annCbio, HO B HACTOSALLNA MOMEHT
Bbl yxe ycnewHo 3anyctunu cepsuc DDNS, To cHayana Haxmute KHOMKy BbInTn, 3atem
BBEJMTE HOBOE MM Nofb3oBaTens 1 naposb U Haxmnte Bontu.

4.19.3 Dyn.com/dns DDNS

Ecnun B kayecTtBe MocTtaBwmka ycnyr DDNS 6bin BbiOpaH dyn.com/dns, nepea Bamu nosBUTCS
CTpaHuua, kak Ha Puc. 4-100.
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Nocrasumk yenyr: |dyr1.c:om;’dr19;r E MepeiTi K perucTpauny. ..

omeHHoe UNA: |

MMA nonb3oBatens: |

Napons: |

Brmwoyute DDNS: [
COCTORHHE NOAKNIYEHHA:  OTKNIYEHD

Boiitu Briiir

CoxpaHnTe

Puc. 4-100 Hactpowku Dyn.com/dns DDNS
[nsa Hactponkun napametpoB DDNS cnegynte HMXeykazaHHbIM MHCTPYKLNAM:
1. BeauTe [loMeHHOe UMSs, Nony4YeHHoe OT Baluero nocrtasLmka ycnyr DDNS.
Beeante Umsa nonb3oBatens Bawen y4étHon 3anncm DDNS.
Beegute Maponb Baluen y4étHom 3anucu DDNS.

OTmeTbTe onumio Bknounts DDNS.

o & »w DN

HaxmunTe kHonky BonTtn anga Bxoga B cepsuc DDNS.
CocTosiHne noakntoveHus — CoctosiHue cepsmca DDNS Ha gaHHbI MOMEHT.

HaxmuTte BbiTn ons Boixoda us cepenca DDNS.

& lMpumeyaHue:

Ecnu Bbl xoTTe BoriTK B cepauc DDNS nog apyron y4ETHOWM 3annCbio, HO B HACTOSALLNA MOMEHT
Bbl yxe ycnewHo 3anyctunu cepsuc DDNS, To cHayana Haxmute KHOMKy BbInTn, 3aTtem
BBEJMTE HOBOE MM Nofb3oBaTens 1 naposb U Haxmnte Bontu.

4.20 IPv6

IPviE
- CocToAHmKe IPvG

- IPvE WAN

- IPvE LAN

Puc. 4-101 Mentio IPv6

MeHto IPv6 cogepxut Tpu pasgena (cm. Puc. 4-101): CoctosiHue IPv6, IPvé WAN 1 IPv6 LAN.
[Ona HacTpoWKM HYXHbIX BaM MapameTpoB BbiOEpUTE COOTBETCTBYHOLUMA pasden B MEHH.

|_|0ﬂp06HbIe MHCTPYKUMN NO KXXOO0MY pasfeny yka3daHbl HUXe.
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4.20.1 CoctosHue IPv6

WAN

Tun nogknioyeHnA:  JuHaMUYeckui IPvE-agpec
CoCTORHHE NOOKNYEHHA:  OTKNIUYEHD
IPvG-agpec: /0
IPvG-agpec OCHOBHOTO Wk3a:  ABTO

NpegnovntTaeMeni IPvG-agpec DHS-
cepeepa:
AnbTepHaTHEHLII IPv6-anpec DNS-cepeepa:

LAN
THN HAZHa4YeHuA IPv6-anpecos: RADVD
[nuHa npedukca: 64
IPvG-agpec: MN/A

Puc. 4-102 CocTtosiHne IPv6

Ha ctpaHuue CocTtosiHue IPv6 oTobpaxaeTcsa Tekyliee COCTOsiHME M HacTPOWKM napameTpoB
IPv6-agpeca maplwpyTtusaTtopa. VHdopmauna Ha [aHHOW CTpaHuue [OCTyrnHa TOMbKo Ans
YTEHUSI.
> WAN

e  Twun noaknroveHus — Tun WAN IPv6-coegmHeHuns.

e CoctosiHme noakntoyeHus — CoctosHne WAN [IPv6 nogkntoyeHus.

o |IPv6-agpec — WAN IPv6-agpec.

e |Pv6-agpec ocHOoBHoro wnr3a — OCHOBHOM LUMO3 MapLupyTM3aTopa.

e Mpepnountaembin IPv6-agpec DNS-cepBepa - [lpegnountaembin IPv6-agpec
DNS-cepBepa.

e AnbtepHatuBHbIn |IPv6-agpec DNS-cepBepa — AnbTepHatumBHbin |IPv6-agpec
DNS-cepBepa.

> LAN

e Tun Ha3HauveHusa IPv6-agpecoB — Cnocob, KOTOpbIM MapLipyTM3aTtop HasHadaeT
IPv6-agpeca komnbtotepam B cetn LAN: SLAAC (ABTOMaTnyeckas HacTpomnka agpecoB
6e3 coxpaHeHus coctosaHns) unm DHCPv6-cepsep (DHCPV6 - npoTokon guHamMmmyeckomn
HacTponkn yana gns IPv6).

o [OnuHa npedumkca — [AnmHa npedukca IPv6-agpeca.

o |Pv6-agpec — IPv6 agpec mapwpyTtusaTtopa B cet LAN.
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4.20.2 IPv6 WAN

Tun nogkniosennA: | QuHamuusckuii [PV =

IPvE-anpec:
[nuHa npedukca: 0

IPvG-wrnkoa:
Tun agpecauun: | DHCPVE E|
CepbiTe =
MTU{ Gaar): 1500 (1500 No yMONYaHWID, HEe M3MEHATE Dea HeoOxogUMOCTK)

Bxntouute MLD Proxy: [
Yrazarte IPvG-agpec DNS-cepeepa BEPY4YHYH: [l

WmA yzna: |RrcherCz

CoxpaHnTs

Puc. 4-103 BkntoveHue/oTknioveHne IPv6
» Twun nogkntoyeHus — Beibepute npaBunbHbIn TMN nogkntoveHna WAN, KoTopbli
npeaocTaBrseTca BawmMm NOCTaBLUMKOM HTepHET-yCnyr.
e [NuHamuyeckun IPv6-agpec - CoeqnHeHus, ucnonbaytoLlme auHammnyeckun IPv6-agpec.
e Cratuyeckunm IPv6-agpec - CoeguHeHus, ncnonbaytoLme ctatudeckun IPv6-agpec.

e PPPoOEV6 - CoeanHeHus, ncnonbayowmne PPPoOEvV6 ¢ BBOgoM MMeHW nonb3oBaTens 1
naponsi.

e TyHHenb 6to4 - CoegmHeHus, nCnonb3ytoLmMe HasHa4yeHne agpecoB C MOMOLLbIO
MexaHun3ma 6to4.

[nsa pasHbix TMnos nogkntoveHns WAN notpebyeTcsa ykasaTb pasHble HacTponku. Himke ykasaHo

AetanbHoe onncaHune napamMeTpoB Mo KaXXaomMy NOAKIMHYEHUIO.
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1) OuHamuyeckumn IPv6-agpec

Tun nogknyenna: | JuHamuyeckmnil IF'VE-El

IPvG-agpec:
Inuua npedukca: 0
IPvE-wnkoz:

Tun agpecaunn: | DHCPvE E|

MTU(BaitT): |1500 (1500 N0 yMONUEHMK, HE M3MEHATE Ge3 HeoBXooMMOCTH)

Brno4uTe MLD Proxy:
Yrazate IPvG-agpec DNS-cepeepa Bpy4HyH:

WA yana: ArcherC2

[ Coxpawurs |

Puc. 4-104 OuHammyeckun IPv6-agpec

» |IPv6-appec - |IPv6-agpec, Ha3Ha4yeHHbIW BaM AWHAMUYECKN BalLUMM MOCTABLUMKOM
WHTepHeT-ycnyr.

» AnunHa npedmkca — [lnuHa npedukca IPv6-agpeca.

» IPv6-win3 — BBeguTe OCHOBHOWM LUMHO3, NPEOOCTaBIIEHHbIA BaM BalUMM MOCTaBLLUMKOM

WHTepHeT-yCcnyr.

» Tun apgpecauunm — MaplpyTusatop uCnonb3yeT ABa Tuna HasHadeHus |Pv6-agpecos:
SLAAC (ABTOMaTudeckas HacTpolka agpecoB ©0e3 COXpaHeHUsi COCTOSIHUS) Unu

DHCPv6-cepsep (DHCPV6 - npoTokon AnHaMM4eCcKon HacTporkn yana ans IPv6).

» MTU (6anTt) — OOblvHO 3HayeHne MTU (Maximum Transmission Unit — makcMManbHbIN
pa3mep nakeTa) ons 6onblwunHcTBa ceten Ethernet coctaenser 1500 6ant. Pekomenaoyem He

M3MEHATb 3TO 3Ha4YeHune, ecrim ToOJfibKO 3TOro He Tpe6yeT Ball NocTaBLUK l/IHTepHeT-ycnyr.

> Bknrwouutb MLD Proxy — Bknounts dyHkumio Multicast Listener Discovery Proxy, ecnu ato
Heobxoammo (IMpotokon MLD wucnonb3dyeTca ana onpegeneHus nonyyatenen multicast
(MynbTBeLLaTenbHbIX) 3anpocoB). (B cTeke npoTokonoB IPv4 BMECTO HEro CryXumn npoTOKOn
IGMP).

Ecnn Baw noctaBwWunk WMHTepHeT-ycnyr npegoctasnder Bam oavH mnu aea IPv6-agpeca
DNS-cepBepoB, BbibepuTe YkasaTb IPv6-agpec DNS-cepBepa BpyuHyl W BBeAUTE B
COOTBETCTBYIOLLNX nonsax Mpepnoyntaembin IPv6-agpec DNS-cepBepa "
AnbrepHaTBHbIin  IPv6-agpec DNS-cepBepa. B npotmBHoM cnyyae agpeca

DNS-cepBepoB OyayT npegocTaBneHbl NOCTaBLMKOM NHTEPHET-YCYTr BPYYHYIO.
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» Mpepnountaembin IPv6-agpec DNS-cepBepa - Bsegnte |Pv6-agpec DNS-cepeepa,

ﬂpeﬂ,OCTaBﬂeHHbIVI BaM BaLlM NOCTaBLLUMKOM l/IHTepHeT-ycnyr.

> AnbtrepHaTuBHbIN IPv6-agpec DNS-cepBepa — Beegute gpyroi IPv6-agpec DNS-cepBepa,

ﬂpeﬂ,OCTaBﬂeHHbIVI BaM BaLUM NOCTaBLLUMKOM l/IHTepHeT-ycnyr.

& lMpumevaHue:

Ecnun npu nonbiTke goctyna Kk BeG-canTy Bbl nonyyaete coobueHne ob owmnbke «Address not
found» (Agpec He HangeH), 3TO MOXeT 03HayaTb HenpaBurbHY HacTporiky DNS-cepsepoB. Bam
crnegyeT €BA3aTbCH C NOCTaBLUMKOM HTepHeT-ycnyr, 4Tobbl YTOYHUTL MHGOPMaLMo 06 agpecax

DNS-cepBepoB.

2) Cratnyeckum IPv6-apgpec

Tun noggnwyenna: | Cratnyeckuil IF‘\"E—a,iEl

IPvG-agpec:
Onuua npedukca: 64

IPVG-wnkos: HH (no exlBopy)
NpegnoynTaemeii IPvE-anpec DNS-cepeepa: BE (no eelBopy)
AnbTepHaTHEHLII IPv6-anpec DNS-cepeepa: HH (no exlBopy)
MTU{ Gaar): 1500 (1500 No yMONYaHWID, HEe M3MEHATE Dea HeoOxogUMOCTK)

Benr4ynts MLD Proxy:

CoxpaHnTe

Puc. 4-105 CraTtudeckmn IPv6-agpec

> IPv6-appec — Beeaute IPv6-agpec, ykasaHHbIM BawmMm NOCTaBLUMKOM NHTEPHET-YCyr.

» OnunHa npedwmkca — [lnuHa npedukca IPv6-agpeca.

» IPv6-wino3 — VYKaxuTe OCHOBHOW LWNHO3, MPeAoCTaBfeHHbIn BalMM  MOCTaBLLNKOM

WHTepHeT-ycnyr.

> Mpepnouutaembin IPv6-agpec DNS-cepBepa - Ykaxute I|IPv6-agpec DNS-cepsepa,

I'Ipe,D,OCTaBJ'IeHHbIVI BaLLUMM NOCTaBLLUMKOM I/IHTepHeT-ycnyr.

> AnbTepHaTtuBHbIN IPv6-agpec DNS-cepBepa — Ykaxute |IPv6-agpec gpyroro DNS-cepsepa,

I'Ipe}J,OCTaBJ'IeHHbIIZ BallnmM nNoctaBLMKOM I/IHTepHeT-ycnyr.

» MTU (6anTt) — OOblyHO 3HaveHne MTU (Maximum Transmission Unit — makcumanbHbI
pa3mep nakeTa) ons 6onblwnHcTBa ceten Ethernet coctaenseTr 1500 6ant. PekomeHgyem He

M3MEHATb 3TO 3Ha4YeHune, ecrin TOJIbKO 3TOro He Tpe6yeT Ball NocTaBLUK l/IHTepHeT-ycnyr.
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> Bknrouutb MLD Proxy — Bkntounts doyHkumo Multicast Listener Discovery Proxy, ecnn ato
Heobxogmmo (IMpotokon MLD wmcnonb3yetca anda onpegenexHus nonyyatenen multicast
(MynbTUBeLLaTenbHbIX) 3anpocoB). (B cTeke npoTokonoB IPv4 BMECTO Hero CryXumn npoTOKOr
IGMP).

3) PPPoEv6

Tun nogknwyennn:  |PPPoEve E
PPP uMA nonb30BaTENA:
PPP naponk:
MoareepauTs Naponk:
Tun ayTeHTHpHKaUMK: | AUTO AUTH E
Tun agpecaums: | DHCPVE E
WMA cepBHca: (HE M3MEHATE Ge3 HEOBX0OMMOCTH)
WmA cepeepa: (He WameHATL Oe3 HeobxogumMocTH)
MTU{ GanT): 1480 (1480 N0 yMONYaHWKD, HE M3MEHATE Ge3 HeobxogUMOCTH)
Brnounte MLD Proxy:
Wcnone3oBatk IPvG-anpec,
npegoCTaENeHHbIH NOCTABWHKOM HHTEpHET-
ycnyr:
Yrazate IPvG-agpec DNS-cepeepa Bpy4HYH:
| Coxpawuts |
Puc. 4-106 PPPoEvV6

> PPP Wma nonb3oBaTtens/napons — Beegute uvmMsa  nonb3oBaTens/naporb,
npegocTaBeHHblE BaM BalLMM MOCTaBLNKOM VIHTepHeT-ycnyr. 3TW faHHble YyBCTBUTESbHbI
K perucrpy.

» Twn ayteHTucpmkaumm — Boibepute ua Boinagatowero cnmucka: AUTO-AUTH, PAP, CHAP un
MS-CHAP.

» Tun apgpecaumm — MaplpyTmsaTop mMcnonb3yeT ABa Tuna HasHayeHus |Pv6-agpecos:
SLAAC (AsTomMaTudeckad HacTponka agpecoB ©0e3 CcOXpaHeHUsi COCTOSHWUS) uUnn
DHCPv6-cepsep (DHCPV6 - npoTokon AnHaMM4eCcKon HacTporkn yana ans IPv6).

> Wma cepBuca/ima cepBepa — Ecnu atoro He TpebyeT noctaBlimk WHTepHeT-ycnyr, He

crnegyet TporaTtb 3TO none. B 6onbwunHcTBE cny4dyaeB MOXHO OCTaBWUTb 3TU MnonA nycTtbiMu, 1

9TO He nomMmellaeTt pa60Te.
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4)

MTU (6anTt) — OGbivyHO 3HaveHne MTU (Maximum Transmission Unit — makcumarnbHbIv
pa3smep naketa) angd 6onblwnHcTBa ceten Ethernet coctasnsaet 1500 6ant. PekomeHgyem He

M3MEeHATb 3TO 3Ha4YeHune, ecrim ToOfibKO 3TOro He Tpe6yeT Ball NocTaBLUUK VIHTepHeT-ycnyr.

Bknrountb MLD Proxy — Bknounts dpyHkumio Multicast Listener Discovery Proxy, ecnn aTto
Heobxogmmo ([Mpotokon MLD wumcnonb3yerca pnnsa onpegeneHus nonydarenen multicast
(MynbTUBeLLaTENbHbIX) 3anpocoB). (B cTeke npoTokonoB IPv4 BMECTO HEro CryXun npoToKor
IGMP).

Ucnonb3oBatb IPv6-agpec, npeaoctaBneHHbIM nocTaBWUKOM WHTepHeT-ycnyr —
Beeaute Ctatuyeckun IPv6-agpec ot noctaBLiuka IHTepHeT-ycnyr.

Yka3atb IPv6-anpec DNS-cepBepa BpyuHyt - Beegute agpeca |IPv6 DNS-cepsepos oT
BaLlero nocraewuka VIHTepHeT-ycnyr.

TyHHenb 6to4

Tun nogkni4esus: | Tynuens 6tod E|

NMogenwoyenne WAN: Mo available interface.

| Coxpawnts |

Puc. 4-107 TyHHenb 6to4

OTOT TN UCNOMb3yeTCs B TOM Cry4vae, eCnu Ans nogkntodeHns K IHTepHeT (Tvn NoakoveHns
WAN) BbI ucnonb3yete IPv4-agpec, a no nokansHOM cetu Bbl ucnonbayete |IPv6-agpeca.

>

MoakntoyeHne WAN — 3gech ykasbiBaeTCsl AOCTYNMHOE NOAKMOYEHME.

Haxxmunte KHOMKY COXpaHMTb Ana CoXxpaHeHusa BallnxX HaCTpOeEK.
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4.20.3 IPv6 LAN

Ha aTol CTpaHULE MIKHO HACTROUTE NapamMeTtprl IPvE LAN.

Tun aBToHACTpOiKM afpeca: @ RADVD DHCPvE Server
Brntoyute RONSS:
BKNH4HTE Npedukc ULA:

THN HACTPOHKKH rMoGansHOro NpeduKca @ [JenerMpoBaHHLIN CTaTMYeCKMiA
CEeTH:
NenernpoBaHHbIA NpeduEC NOOKNHYeHHA  ewan_ipoeve_d
VWAN:

[ Coxpanurs |

Puc. 4-108 IPv6 LAN

> Tvn aBTOHAcTpouku agpeca — Bruibepute Tnn aBToHacTpoviku IPv6-agpeca (RADVD uvnu
DHCPv6-cepBep).

1) Ecnu BeiGpaH RADVD, HacTporiku npon3sBognTtb He TpebyeTcs.
2) Ecnun BbibpaH DHCPvV6 Server, HeobxoauMo ykasaTb crieqytolime napameTpsbl.

e HauvanbHbin IPv6-agpec - Ykaxute 3HadeHue, HaudmHas ¢ kotoporo DHCPv6-cepsep
Oynet npepoctaenaTh IPv6 agpeca.

e KoHeuHbIn IPv6-agpec - YkaxuTe 3HavyeHue, aanee kotoporo DHCPv6-cepBep He Oyaet
npegoctaesnsaTtb IPv6 agpeca.

e Bpemsa apeHAabl - JTO CpOK, Ha KOTOPbLIA MOMbL30OBaTENO B CETU OyAeT paspeLueHo
coeAHeHne C MapLlpyTU3aTtopoM, WUCMoNb3ya Tekywwmn anHamudeckuin |IPv6-agpec.
YkaxuTe nepuog BpeMeHW B 4Yacax, Ha KoTopbli Oyaer apeHaoBaH [OaHHbIN
AnHamnyecknn IPv6-agpec. 3HadeHune no ymondanuio - 86400 cekyHA.

> Tun HacTpouku rnobanbHoro npecgwmkca cetm — Bbibepute TN HacTponkm npedmkca
agpeca, (denernpoBaHHbIN U CTaTuyeckun).
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4.21 CucteMHble UHCTPYMEHTbI

CHCTEMHEIE HHCTPYMEHTRI
- HacTpoiKa BpemMeHn
- IwardocThEa
- DbHoBNEeHKe BCcTpoerHoro MO
- 3aB0[CKHE HACTDOHKH
- PezepBEHan KONWA W BOCCTAHOBINEHHE
- Mepesarpy3ka

- Mapone

- CHCTEMHLIA ¥ypHan

- CTATMCTHEA

Puc. 4-109 MeHio CUCTEMHbIE MHCTPYMEHTHI

MeHio “CucteMHble MHCTPYMEHTLI’ COOEPXUT crneaylolwmne pasnensi: Hactponka BpemeHM,
OnarHoctuka, O6HoBnNeHne BcTpoeHHoro MO, 3aBoackue HacTponku, PesepBHasa konua u
BoccTaHoBneHue, Mepesarpys3ka, Maponb, CucteMHbIN XypHan 1 Ctatuctuka. Beibepute
HY)XHbI Bam pas3gen Ans HacTPOWMKM COOTBETCTBYHOLWEN dyHKumn. Hwke vaéT nopgpobHoe

onncaHne HaCTpOeEeK No KaxXxaomy pasaeny.

4.21.1 HacTtponka BpemeHu

B meHo “CuctemMHble MHCTPYMeHTbl — HacTpoinka BpeMeHU’ MOXHO HacTpouUTb Bpems (CM.

PUCYHOK HXe).

Yacoeoil NoAC: |(GMT+U4:UU} Aby-[abw, Mackar, Baky, Téunucw, Epesan, Mockea, CEHKT—HETEPEE

DNara: [1970 rop |2 MecAy | 2 [eHb

Bpewms [o Yacel | 3 MuryTel [57  Cekyngel | Monyuwrs of komnstorepa |

NTP-cepeep 1: | (no esiGopy)

NTP-cepeep 2: | (no eslBopy)

neTHee BpemA () OTKNKUWTE () BEMKWATE (@) BKIMIOYMTE WCTIONB30BAHME NETHErD BPEMEHM KDYMbIii 107
Hauano: 1970 | Ane [ Mepaiii [4r [00:00

Konew: 1970 | fex [Mocnegrnii[+] [4r [23:00

[I'Ionyumb cpefHes BpemA No FanBnuy] (TONLKO @Chl FIHTEPHEeT-NOOKNKYEHNE AKTHEHO).

Puc. 4-110 HacTtpowka BpemMeHu

> YacoBo# nosic — BbibepuTe Ball 4acoBOW NOSIC U3 BbINaAaoLLEro Crnvcka.

-130 -



AC750 becnpoBogHow AByXAnana3oHHbIN
Archer C2 rmrabuTHbIN MapLpyTn3aTop

Data — Ykaxute gaty B coopmarte rog/mecsu/aeHsb.

Bpewms — YkaxuTte Bpems B popmare Yacbl/MUHYTbI/CEKYHADI.

NTP-cepBep 1/NTP-cepBep 2 — Beegute agpec unum gomeHHoe nmvs NTP-cepBepa 1 unu
NTP-cepBepa 2, nocre 4ero mapwpyTtusatop Oyaet nonydats Bpemst oT NTP-cepsepa B
npuoputeTHoM nopsake. Kpome Toro, Ans HeKoTopblX BCTpoeHHbix NTP-cepsepos

MapLUpyTU3aTop MOXET noflydaTb 3Ha4eHUe BpeMeHU aBTOMaTU4YeCKU npu NOAKMHHYEHUN K

MHTepHeT.

INeTHee Bpems — BKNOYNTL/OTKITIOUUTL JIETHEE BPEMS.

Hayano — BpeMﬂ, C KOTOPOro Ha4nHaeTcqd neTHee BpemMA. Bbl6epV|Te Mecdl B nepBOM norne,

Heaent BO BTOPOM Mnore, 3ateM AeHb B TPETbEM MNOJie U BpeMA B quBépTOM.

KoHeu — Bpemsi, korga 3akaH4umBaeTcsi netHee BpeMs. Bbibepute mecsiy B nNepBoM More,

Heaenw BO BTOPOM Mnorie, 3ateM AieHb B TpETbEM MoJie U BpeMA B ‘-IeTBépTOM.

YT106bI HACTPOUTHL BPEMSA BPYUHYIO:

1.
2.
3.
4.

Bbibepute yacoson nosc.
Ykaxute OaTy B chopmaTte rog/mecsu/aeHb.
Ykaxnte Bpems B opmate 4Yacbl/MUHYTbI/CEKYHADI.

Haxmnte CoxpaHuTb.

Y100bI HaCcTpOUTb CUCTEMY aBTOMaTU4Y€CKU:

1.
2.
3.

Bbibepute yacoBown nosc.

BeeaunTte agpec nnu gomeHHoe umst NTP-cepBepa 1 nnun NTP-cepBepa 2.

HaxmunTe kHonky Monyuntb cpepgHee Bpems no MpuHBMYY, 4TOObLI NonyYatb CUCTEMHOE

BpeMd Hepes MHTepHeT npu Harnn4mm NnoAKINKYEeHNUA K HEMY.

Y100bI YCTaHOBUTL JNleTHee BpeMs:

1.
2.
3.

Bbibepnte BKknounTb B CTPOKE NleTHee BpeMsi.
Bbibepute BpemMs Ha4yana 13 BbinagatoLlero cnmucka B none Havano.

Bbl6epl/ITe BpeM4d 3aBeplieHnd U3 Bbinagatrowero cnmcka B none KoHeu.

[ns coxpaHeHWnst HaCTPOEK HaXxXMUTe KHOMKY CoOXpaHUTb.

neTHee Bpems OTKMIUMTE BrMiounTh @ BEMIOYWTL MCMNONL30BAHWE NETHETO BpEMEHI KpYImbIi raf,
Ha4ano: 1970 | Axe Mepasiii Yr 00:00
Koneu: 1970 |dek MocnegHui Yr 23:00

[MonyunTe cpeaHes Bpema no [pUHBHYY| (TONEKO eCnn MIHTEPHET-NOOKTIOYEHHE AKTUBHO).

Puc. 4-111 HacTpoika BpemeHu
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1. [OaHHasa HacTpoika GyaeT ncnonb3oBaTbCA AN psaa QPYHKUMA C BPEMEHHbLIM KpUTEpUEM,

& MpumeyaHue:

Hanpumep Ansi MEXCETEBOrO aKkpaHa. Ecnn 3HadeHne BpeMeHU He 3afaHo, 3TN (PYHKUMU He
OyoyT pabotaTtb. Taknm ob6pasoM, SBASIETCA KpaHe BaXKHbIM yKasaTb 3TW 3HAYEHUs cpasy
nocne Bxoga B MapLupyTmM3aTop.

HacTporiku BpemeHu ByayT yTepsiHbl MpU BbIKMOYEHUM MapLupyT1u3aTopa.

[Mpy COOTBETCTBYIOLLEN HACTpPOWKe MapLupyTusatop Oyger nonyyaTb cpegHee Bpemsi Mo
MpyHBU4y (GMT) yepes VIHTEpHET B aBTOMaTUYECKOM PEXMME.

4. HacTpoVikv neTHero BpeMeHM BCTYMAT B CUIY CMYCTS OAHY MWHYTY Mocrie 3aBepLueHus]
HacTpoex.

4.21.2 OnarHocTuka

B meHio “‘CucTeMHble MHCTPYMEHTbl — [lMarHocTuMka” MOXHO MCMonb3oBaTb yTunuty Ping

NN UHCTPYyMeHT TpaccupoBKa ANs MPOBEPKM MOOKMYEHUSI 3MIEMEHTOB BalLel CeTW, Kak

yKa3aHO Ha pUCYHKE HUXeE.

MapameTpbl AMArHOCTHUKN

HHCTPYMEHT OHArHOCTHEK: q Ping Tpaccupoeka

IP-agpec/[JOMEHHOE HMA:
Cyé™HK Ping: |4 ping(1 - 50)
Pazmep Ping-naketa: |64 (0 - 65500 GaiT)
Bpema oxunanunA Ping: 1 (1- 60 cekyHg)
Tpaccupoeka Max TTL: (1-30)

PesyneTaTbl AMarHocTUKN

Pwuc. 4-112 OnarHocTtuka

> WHcTpymeHT puarHoctTMkM — [ns BbiGopa HeOGXOOAMMOrO WHCTPYMEHTa OTMETbTe
COOTBETCTBYIOLLYIO ONUMIO:
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e Ping — 3TOT AMArHOCTMYECKMIN MHCTPYMEHT YCTPaHSeT Npobnembl C NOAKNI0YaeMOCTbHO,
AOCTUXKUMOCTBIO U paspelleHneM MMeHN Ana KOHKPETHOro yana unu wniosa.

e TpaccupoBka — STOT MHCTPYMEHT NPOU3BOAUT NPOBEPKY PabOThl MOAKIOYEHNS.

& [lMpumevaHue:

Bbl MOxeTe npumeHATb MHCTpyMeHTbl Ping/TpaccupoBka gnsi nposepku IP-agpeca wnu
OOMEeHHoro mmeHn. Ecnn nposepka uHcTpymeHTamu Ping/TpaccupoBka B OTHOLLEHWU
IP-agpeca npowna ycnewHo, HO C JOMEHHbIM MMEHEM BO3HUKNM NPOGnemMbl, 3TO MOXET
O3Ha4aTb npobrnemy c paspelleHnem MMEH. B atom cnyyae cnegyer ybeamtbcs, 4TO
OOMEHHOE MMS, KOTOPOE Bbl YKasblBaeTe, SABMSETCS pas3peluéHHbIM, MCMonb3ys Ans 3Toro

DNS-3anpocsl (Domain Name System — Cnyx6a JOMEHHbIX UMEH).

IP-appec/JomeHHOe nmsa — Ykaxute IP-agpec (Hanpumep, 192.168.0.1) unu gomeHHoe nms

(Hanpumep, http://www.tp-link.com), nogknioyeHne K KOTOPOMY Bbl XOTUTE NPOBEPUTD.

CuyéTumk Ping — [Noka3biBaeT KONIMYECTBO OTNPaBMEHHbIX COOBLLEHNIA C DX0-3anpoOCoM.

Paamep Ping-naketa — OnpegensieT yucno 6anToB AaHHbIX ANA OTNpaBkW. 3HayeHue Mo

ymMon4yaHuio: 64.

Bpema oxumpaHua Ping - Bpemsa oxugaHua OTBETa, MUNNMCEKYHObl. 3HayeHue no

ymonyanuto: 800.

TpaccupoBka Max TTL - YkaxuTe MakcMmanbHOE KONMYeCcTBO LaroB (MakcumaribHoe

3HaveHue TTL) Ha NnyTK NoMcKa KOHEYHON TOYKM (Ha3HaveHus1). 3HavyeHne no ymonyanuio: 20.

Haxmute Havatb, 4T0ObI NpOBEPUTL CoeamHeHne Yepe3 VIHTepHerT.

CTpaHuua Pe3ynbTaTbl AMArHOCTUKKM OTOGOpaXkaeT pesyrnbTaTbl AUMAarHOCTUKM.

Ecnu pe3ynbrat aHanornm4veH pesynborarty, npeacrtaBrieHHOMY Ha PUCYHKe HUXKE, C NOAKITioHeHneM

K IHTepHeT BCE B nopsake

PesynbTaTbl AMarHoOCTHUKKW
PING 202.108.22.5 (202.108.22.5): 64 data bytes

72 bytes from 202.108.22.5: icmp_seq=1 =128 time=62.16 ms
72 bytes from 202.108.22.5: icmp_seq=2 =128 time=59.78 ms
72 bytes from 202.108.22.5: icmp_seq=3 1=128 time=59.82 ms
72 bytes from 202.108.22.5; icmp_seq=4 =128 time=63.78 ms

—202108.22 5 ping statistics —

4 packets transmitted, 4 packets received, 0% packet loss

round-trip minfavg/max = 59.78/61.385/63.78 ms

Puc. 4-113 PesynbraTbl AMarHOCTUKM
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1. TomnbKko oAWH Monb3oBaTeNnb B OAHO U TO Xe BpeMA MOXET Nonb30BaTbCA MHCTPYMEHTaMU

& MpumeyaHue:

ONarHOCTUKN.
2. Onuumn “Cuétuuk Ping”, “Pasmep Ping-naketa” n “Bpemsi oxmpaHua Ping” sasngawTcs
napametpamn dyHkumm Ping. “TpaccupoBka MAX TTL” aBnsetrca napameTpom yHKUMK

TpaccupoBka.

4.21.3 O6HoBnNeHue BcTpoeHHoro MO

B meHo “CucteMHble MHCTpyMeHTbl — OOHoBneHue BcTpoeHHoro MO” MoxHO OBHOBUTL

BcTpoeHHoe O Bawlero mapLupytusatopa 4o nocnegHen Bepcun (CM. PUCYHOK HUXKE).
OBbHoBReHKWe BCTpoeHHoro MO

MyTk k chaiiny ecTpoenHoro NO:
Bepcua ectpoendoro MO:  0.9.1 0.10v0032.0 Build 150130 Rel.54144n
BepchA 0DOpyQoBaHKA:  ArcherCzv1 00000000

ObHOBUTE

Puc. 4-114 O6HoBneHune BctpoeHHoro MO

> Bepcusa BctpoeHHoro MO — OTo6paxaeT TEKyLLyH BEPCUIO NPOrpaMMHOro obecneyeHus.

> Bepcua obopypnoBaHua — OTtobpaxaeT TeKyllylo Bepcuio annapaTHol 4actu. Bepcus
danna o6HOBNEHWs [OMKHA coBnagaTb C TEKyleW Bepcuen annapaTtHoOW 4acTu
MapLupyTu3artopa.

Ins o6bHoBneHnsa BcTpoeHHoro MO mapwpyTusatopa Heo6xoAMMO:

1. 3arpysuTtb 6onee nos3gHui dann obHoBNEHUs ¢ Hallero Beb-canTta (www.tp-linkru.com).

2. BsecTu nnu BblbpaTh NyTb K COXpPAaHEHHOMY Ha BalleM KoMnbloTepe dainny B none MyTb k

channy.

3. Haxatb kHonky OBGHOBUTD.

@& MpumeyaHue:

1. ®annbl obHOBNEHWNn HaxogaTca Ha caunte http://www.tp-linkru.com, oTkyga wMx MOXHO
ckavaTb. CnegyeTt Nnpon3BoaANTL OOHOBNEHMSA TOMBKO TOrAa, KOraa HoBasd BEPCUSt COOEPXKUT
Heobxoaumyto BaMm yHkuMio. OpHako npu BO3HUKHOBEHWM MpobriemM CBA3aHHbIX C
MapLLpyTM3aToOpOM, a He ero HacTpovkamu, cnegyeT NPou3BecT 0BHOBEHNEe BCTPOEHHOMO
Mno.

2. Tpu o6HoBRNeHuMn BcTpoeHHoro MO Bbl MOXeTe MOTEPSATb TEKyluMe HacTpouku. MoaTomy

cnegyeT COXpaHuTb AEVCTBYIOLLME HAaCTPOWKKM, YTOBbI n3bexaTb NoTepu BaXKHbIX HACTPOEK.
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3. Tpwv o6HOBNEHUM He BbIKIOYaNTE MapLUpyTM3aTop U He NPoM3BOAUTE ero nepesarpysky. B

MPOTUBHOM CIly4ae YyCTPOUCTBO MOXET OblTb MOBPEXAEHO.

>

Bepcusa BctpoeHHoro MO gomkHa cooTBETCTBOBaTL annapaTHOM YacTu YCTPOMCTBa.

o

I'Ipou,ecc OOHOBMNEHUs 3alMMET HECKONbKO MUHYT U NO 3aBepPLUEHUIO OoOHOBNEHUS

aBTOMaTU4YECKN BbIMOJTHUTCA Mnepea3arpys3ka.

4.21.4 3aBoACKMe HaCTPOMKHK

B meHio “CucTeMHble MHCTPYMEHTbl — 3aBOACKME HAaCTPOMKU® MOXHO BOCCTaHOBUTb

3aBOACKME HACTPOVKM MapLUpyTM3aTopa.

HamuTe 3Ty KHOMKY QNA BOCCTAHOBNEHNA 33B0ACKMX HACTPORK N0 YMONYaHWK. HACTOATENBHO PeKOMEHOYeTCA nepeg,
BOCCTaHOBMEHWEM 3AB0OCKMX HACTPORK CO30aTE PE3BPEHYID KONWK TEKYWNX HACTROEK MapWpyTH3aTopa.

[ Boccranoeute

Puc. 4-115 3aBoackue HacCTPOnKK

Haxxmnte BocctaHOBUTbL ANs c6poca BCEeX TEeKyLWUnX HaCcTpoeK n BOCCTaAHOBNEHNA 3aBOOCKUX

napameTpoB.
» WmaA nonb3oBaTens no ymonyaxuio: admin.

» MMaponb no ymon4yaxuo: admin.

» IP-appec no ymonuaHuio: 192.168.0.1

» Macka nogceTtu no ymonyaHuio: 255.255.255.0

& MpumeyaHue:
Mpn BOCCTAaHOBMNEHUN 3aBOACKUX HACTPOEK BCE BHECEHHbIE N3MeHeHUs ByayT yTepsiHbl.

4.21.5 Pe3epBHasa Konusa n BocCTaHOBIIEHME

B meHio “CucrtemMHble UWHCTPYMEHTbl — PesepBHaﬂ KONUA U BOCCTaHOBIIEHME' MOXHO
COXpaHUTb TeKyllihe HaCTpOIZKM MapLlpyTtmi3atopa B pe3epBHbIl7I cpaﬁn N BOCCTaHOBUTb

HacTpoWiku n3 pesepsHoro canna (cm. Puc. 4-116).

[ PeaepeHan Konua ]

MO¥HO BOCCTAHOBMTE HACTPONKM M3 COXPAHEHHOTD BaMW paHee .bin daiina.

Main c HacTPORKAMM: [ BoccraHoents

Puc. 4-116 PesepBHas konusi 1 BOCCTaHOBIEHME
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» UTobGbl cOXpaHWTb BCe TeKyllMe HacTpoWkM B dhaln Ha KOMMbIOTEpe foKarnbHOW CeTw,

HaXXMWUTE KHOMKY Pe3epBHa;| KonwuA.

> UYT0ObI 3arpy3unTb HaCTPOWKM, HEOBXOAUMO caenaTtb CreaytoLLee:

e  [lpn nomoLum kHomnkn OB30p BLIOEPUTE HYXKHBLINA haln UMK YKXKUTE NMYTb K HEMY.

e Haxwmnte kHonky BoccTtaHOBUTbL, 4TOObI 3arpy3uTb HacTpoviku u3 cpanna, nyTb K

KOTOPOMY Bbl YKa3anwun nnun Beenun B NnyCTom none

& MpumeyaHue:
TekyLume HacTporikn ByayT 3aMmeHeHbl HacTponkamu n3 darna. lNpouecc 3arpyskn bygeT onmTbes
okono 20 cekyHA, nocre 4Yero mapLipyTusaTtop aBTOMaTUYeCKM nepesarpysutcd. B nmpouecce

3arpy3kun He BbIKNtOYanTe MapLUpyTU3aTop, TakK Kak 3TO MOXET NPUBECTU K NMOJIOMKeE.

4.21.6 Mepe3arpy3ka

B wmeHo “CucTeMHble WHCTPYMEHTbl — Mepesarpy3ka” MOXHO nepesarpysntb

MapLIpyT13aTop npu nomoLum kHonku Mepesarpy3nTb (CM. PUCYHOK HUXKE).

Hammute kHonky MepesarpyauTe AN HEMEONEHHON Nepe3arpyaky MapwpyThaaTopa. CAenaHHbIe BAMH M3MEHEHWA B
HacTpolkax He GyOyT coXpaHeHkl.

| [Nepeaarpyante |

Puc. 4-117 lMepesarpy3ka
HekoTopble HacTpOMKM MapLLpyTM3aTopa BCTyNatT B CUIY TONbKO MOCHEe ero nepesarpysku

e WNameHeHue LAN IP-agpeca (cuctema nepesarpy3uTcsi aBTOMaTUYECKN).

e OOGHoBNEHME BCTPOEHHOIO no MapLipyTtusaTopa (cuctema nepesarpysmtcs
aBToMaTU4eCKN).

e BoccTaHoBneHne 3aBOACKNX HACTPOEK (CMCTEMA Nepes3arpy3nTcs aBTOMaTUYECKN).

e OOGHOBNEHME HaCcTpoeK M3 dhanna (cuctema nepesarpy3mTcst aBTOMaTUYECKN).

4.21.7 Maponb

B meHio “CucTeMHble MHCTpPyMeHTbl — [laponb”’ MOXHO M3MEHWUTb 3aBOACKME 3HAYEeHUs
UMeHW nonb3oBaTens/napons n npuaymatb MMs Nofb3oBaTens/naposb Ha Balle YCMOTPeHUe (CM.
Puc. 4-118).
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MIMA NONb20BATENA M Naponk MOMYT COOEPMAETE 0T 100 15 CMMEONOE M HE OOM¥HEl COOEP¥aTe NpoBensl.

Mpeasigyuee HMA NONL30BATENA:

Mpenkioyuna naponk:

|
|
Hoeoe HMA Nonb3oBaTens: |
|
|

HoBwIi# napone:

MoareepauTs Naponk:

[ CoxpaHiTe ] [ OuncTute BCE

Puc. 4-118 Maponb

HacTtoaTenbHo pekomMeHayeTcs USMEHWUTb NPedyCTaHOBIIEHHbIE 3HAYEHWSI UIMEHU MOJIb30BaTENS
1 Napons MapLipyTnsaTopa, NocKosbKy BCe Nofb3oBaTenun, KOTopble NonbITalTCs NOAKMHOUYNTLCS
K MapLpyTusaTtopy u4epe3 BeG-yTUNUTY HacTpOMKM WnM nocpeacTBOM MacTepa ObicTpol
HaCTPOWKM, CMOTYT BBECTM YCTAHOBMIEHHbIE MO YMOMYaHWIO 3HAYEHWUSI UMEHU Monb3oBaTens u

napornsi mapLipytusartopa.

&= MpumeyaHue:

HoBble 3Ha4YeHns MMeHK Nnonb3oBaTeNS U naposnAa He OO0JKHbI NpeBblllaTb 15 cnmBonoB B ONNHY

N He OOMKHbI cofdepXaTb npoGenos. [ns nNoATBepXAeHMs naponsi ero notpebyeTcs BBECTM

OBaxabl.
Haxmute CoxpaHuUTb Ans COXpaHeHUs1 HAaCTPOeEK.

Haxmute O4ucTUTL BCE AN OYUCTKM NONen.

4.21.8 CucteMHbIN XypHan

B MeHO “CuUCTeMHble MHCTPYMeHTbl — CUCTEeMHbIN XypHan’ MOXHO MpocMaTpuBaTb

XypHanbl coObITMIA MapLipyTh3aTopa.

Tun wypuana: |BCE : YpoBeHb ®ypHana: |McnpaﬂneHne El
HHOekC BpemA Tun YpoEeHb CopepxaHue

1 1970-01-02 00:15:45 | HTTPD | YeegomneHwe | Clear log.

[ OBHoBNTE ] [ OuHCTUTE ¥ypHan ] [ CoxpaHuTe #ypHan ] [ Hactpoitkn xcypHana]

> Twun xypHana — BbiGpaB Tvn xypHana, 6yayT oTobpaxaTbCsl XypHamnbl TOMbKO [aHHOro

BblOpaHHOro Tuna.

> YpoBeHb XypHana — BbibpaB ypoBeHb XypHana, 6yayT otobpaxaTbCs XypHarbl TOSNbKO

OaHHOro Bbl6paHHOFO YPOBHA..
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> OB6HOBUTb — OBGHOBUTbL CTPaHWLY ANt OTOOPaXKEeHUst NOCNEAHErO CNUCKa XKypHaroB.

> OuYUCTUTBL XypHan — YOanuTb Bce XypHanbl U3 MapLupyTusaTopa HacoBCEM, a He MPOCTO

CTEpETb, YTOOLI OHN He oTobpaXkanucb Ha cTpaHuue.
» CoxpaHuTb XypHan — CoxpaHuTb BCe XypHarbl B TEKCTOBbIN hann.
> Hactponkn xypHana — Bbibepute Ansi HAacTPOWKM COXPaHEHWUs1 XypHama W YpPOBHEN

XypHaros.

4.21.9 CrtaTucrtuka

B meHio “CuctemMHble UHCTPYMEHTbI — CtaTncTtuka” MOXHO npocMaTpmBaTb CTATUCTUKY MO

MapLLpyTM3aTopy, BKItoYasi o6Lwuii o6bem Tpadmka 3a NoCneaHuii MHTEPBarn CTaTUCTUKN.

CratncTuka Tpadmea - LAN

CTatmcTuka Tpadnga: Brnwunte @ OTENKUWTE | CoxpaHnTe
Mutepean cramcmukn: |10 E CeKyHL
Tabnuua cTaTUCTMEN:
Wroro Tekywee COCTOAHKE

. Nedctene
IP-anpec NakeTos GanT NakeTos GanT ICMPTx | UDPTx | SYNTx
MAC-agpec

TeKywWil cnucok nyct

| CBpocute BCE | | Yaanwteece | | OBHoButs

Puc. 4-119 Ctatnctuka

> Ctatucrtuka Tpaduka — Bkrounte mnm OTKNOYMTL. M0 yMonyaHuio (PyHKUNS OTKITHOYeHa.
[Ona BKMOYEHMA HaXMUTe KHOMKY Bknouutb. Ecnu gaHHas yHKUMSA OTKMOYEHa, TO

dyHKUMa 3awmTel OT DoS-atak (B MeHto «3awmTa») He byaeTt paboTaThb.

> WHtepBan ctratuctukm (5-60) — Mo ymonyaHuto npumeHsietcsi 3HaveHne 10. Boibepute ns
BblMagaloLwero cnucka 3HadyeHve B npegenax oT 5 go 60 cekyHa. [aHHoe 3HadveHue

onpegensieT BpEMEHHON MHTEepBarn A5 NakeTOB CTaTUCTUKN.
Haxxmnte Copocutb BCE onda cOpoca Bcex 3Ha4eHur BO BCEX SYENKax.
Haxxmnte Yaanutb Bce AN yoaneHnsa Bcex 3anncen.

Haxmute ObHOBUTBL ANS HeMea1eHHOro 0OHOBMNEeHUs AaHHbIX B Tabnuue.
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Tabnuua cTaTUCTUKU:

IP-appec IP-agpec n MAC-agpec oTobpaxatTcs C COOTBETCTBYIOLLEN
KonnyectBO nakeToB, MOMYYEHHbIX W  OTMNpPaBNEHHbIX
MakeToB
MapLLpyTU3aTOPOM.
Utoro
. KonunyectBo ~ 6anT, MOMyYeHHbIX W OTMNPaBfIEHHbIX
BanTt
MapLLpPyTU3aTOPOM.
KonunuectBo nakeToB, MOMyYEHHbIX U OTMPaBMEHHbIX 3a
MNakeTtoB .
nocnegHu IHTepean cTaTucTuKu.
Eai KonunyectBo 6anT, MNOMy4YeHHbIX W OTNpaBfieHHbIX 3a
anT
nocrneaHu NHTepsan cTaTUCTUKM.
Konnyectso ICMP-naketoB otnpaeneHHbix kK WAN-ceTn B
ICMP Tx cekyHaoy 3a MWHtepBan cratuctuki. [aHHoe 3HauveHue
npeacTtaBneHo Kak OTHOWeHue  "Tekyllas  CKOpOCTb
Tekyuiee nepegayn/ MakcumarnbHas ckopocTb nepegayn”.
cocTosiHue
KonnuectBo UDP-naketoB otnpaeneHHbix kK WAN-ceTn B
UDP Tx cekyHay 3a WHTepBan crtatuctuku. [laHHOe 3HaveHue
npeacTaBneHO Kak  OTHOWeHue  "Tekywass CKOpOCTb
nepegayn/ MakcumanbHas CKOpoCTb Nnepegayumn”.
Konnyectso TCP SYN-naketoB otrnpaBneHHbix K WAN-ceTu
TCPSYN |4 cekyHay 3a WHTtepsan crtatuctuku. [daHHoe 3HaveHue
Tx NpeacTtaBneHo Kak OTHoWeHue  "Tekyllas  CKOPOCTb
nepegaqn/ MakcumanbHas cKOpocTb nepegayn”.
. OBHOBUTL | OGHyNUTL 3HAUEHME 3amnCH.
OencrtBue
YRanuTh | yhanury cywecTayiolyio 3anuck B Tabnuue.

Ha kaxgoi cTpaHuue OomkHO GbiTb 5 3anucei. UToObl BEpHYTLCS Ha NpeablayLlyto CTpaHuLy,

Bocnonb3yntecb kHonkon [Mpeabiaywiaa. YtoObl nepent Ha Cregywwyl  cTpaHuuy,

BOCMNOSb3ynTechb kHonkown Cneaytowas.
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4.22 Bbixopn

Beibpae B MeHiO "Bbixon’ MapLIpyTU3aTop NpPeaniokXuT BEpHYTbCA B OKHO BXxoda B
MapLupyTtusartop (cm. Puc. 4-120).

Tp-LI NK [Oeyxanana3oHHbIi 6ecnpoBogHoi rMrabuTHBI MapwpyTHsatop AC750
Mopent Ne Archer C2

2 admin

&

e e |

‘Bxog

Copyright & 2015 TP-LINK Technologies Co., Ltd. All rights reserved,

Puc. 4-120 Bbixopg
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NMpunoxeHne A: Yacto 3apaBaemble
BONpPOCHI

Kak HacTpouTb MaplupyTusaTtop, 4Tobbl nonb3oBatenu ADSL mornu BbixoauTb B

UHTepHeT?

1)

2)

Mpexae Bcero, HacTponte mogem ADSL, HacTpoOeHHbIn B pexxume mocT RFC1483.

CoepuHute mogem ADSL n nopt WAN mapLupyTmnsaTtopa ¢ nomollbto kabensa Ethernet.

TenedoHHbIN Kabenb NogkNYaeTca K cootTBeTcTBYOLWEMY nopTy (Line) mogema ADSL.

Bongute B mapuipyTtunsartop, Bbibepnute B MeHto cneBa CeTb, 3aTeM Bbibepute pasgen
WAN. Ha ctpanuue WAN page, Bbibepute PPPoE/PPPoE Poccus anst HactponkuTun
nogkntoyeHua WAN. Beeaute mmsa nonb3oBaTens B norne Uma nonb3oBaTtensa U

napornb B none MNMaponb, 3aBepLunTe HaCTPOKKY, HaxaB KHOMKY MoaKno4nTb.

Thn nogknYennA: | PRPoE/PPPoE PDCE OnpepennTes

PPP WMA NONb30BaTENRA:
PPP napone:

MoareepanTs Naponk:

Puc. A-1 Tun nogkntodenus PPPoE/PPPoE Poccus

Ecnn cepeuc ADSL ycrtaHOBNeH B pexume MNOBPEMEHHOW onnatbl, BbibepuTe
MoaknounTb No TpeboBaHuio unu MogknounTb BPYUYHYK Ans napametrpa Pexum
noaknYeHuUs. Ykaxnte HyxXHoe 3HadeHne B none MakcMmanbHoe BpeMs NpoCTOS,
yToObl HEe nnaTuTb nUWHWE AeHbMM B TO BPEMs, Korga Bbl HE MOMb3yeTecb

noakno4veHneM K VIHTepHeT. 3aech Takke MOXHO BblOpaTb pexuv Bcerga aktuBHO.

Pexum NoOKNIYeHHA: @ BCerda akTMeEHo
MogknioynTs No TpeGoBaHuo
MogKNIoUITE BRYYHYIO

MaKCUMankHoe BpeMA NPOCTOR: |15 MUHYT (0 03HAYAET, YTo NOAKMKYEHNE
GYOeT aKTMEHEIM NOCTORHHO)

Tun ayTentuchukaumn: | AUTO AUTH |Z|

Puc. A-2 Pexum nogkntoveHnsa PPPoE/PPPoE Poccusi

& MpumeyaHue:

1.

WHorga nogkniodeHne He MOXET ObiTb NpekpalleHo, [axe ecnu Bbl  ykasanu
COOTBETCTBYIOLLEE 3Ha4YeHne B none MakcumanbHoe BpeMsi MPOCTOS, T.K. HEKOTOpble
npunoxeHusi obpalyarTcs k pecypcam MIHTepHeT B (hOHOBOM pexume.
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2.

Ecnn Bbl  ucnomb3yeTe kabenbHOe MOOKMOYEHUE, MNPOU3BEOUTE  HACTPOMKY
MapLlpyTu3aTopa B COOTBETCTBUM C NPUBEAEHHBLIMU BbILLE UHCTPYKLMSIMUA.

Kak HacTpouTb MaplpyTusartop, YTobbl nonb3oBaTenu Ethernet Mmornu BbixoauTL B

UHTepHeT?

1)

Bongute B mapwpytunsatop u Bbibepute B meHio CeTb, 3aTem Bbibepute pasgen WAN.
Ha ctpannue WAN B none Tun noakniodeHuss WAN Bbibepute 3HayeHue

OnHamuyeckun IP-agpec. Haxxmute kHonky COXpaHUTb.

HekoTopble nocTaBwmkn WHTepHeT-ycnyr TpebytoT peructpaumm MAC-agpeca
YCTPOWCTBa, koTopoe Obino nogkmnodeHo k DSL/kabenbHoMy mogemy B npouecce
yctaHoBku. Ecnu noctaBwmnk WHTepHeT-ycnyr TpebyeT npousBecTn perncrpaumio
MAC-agpeca, BonMaute B TOYKy AocTyna u Bblbepute B MeHi cnesa CeTb, 3aTem
Bblbepute pasgen KnoHupoBaHue MAC-agpeca, 4TOObl NependTM Ha CTpaHuuy
krnoHnpoBaHua MAC-agpeca. Ecnv Baw KOMNbOTEP SBMSIETCS MMaBHbIM KOMMLIOTEPOM,
Haxmute kHonky KnoHupoBatb MAC-agpec, 1 3TOT agpec nosiBUTCA B none
MAC-agpec B cetn WAN. Takke MOXHO BBeCTU gaHHoe 3HayeHne B MAC-agpec B
cetn WAN, dopmar MAC-agpeca XX XX XX:XX:XX:XX. 3atem HaxXmuTe KHOMKY

COXpaHMTb. CﬂeﬂaHHble M3MEHEHNA BCTYNAT B CUNY NOCNe nepe3arpy3kun.

MAC-anpec 8 ceth WAN:  C4:6E:1F:2F:02:Ch | BoccraHoeuTs 3aogckoil MAC-agpec |

MAC-agpec BaWero KOMNeKTEpPE: | Knonupoeate MAC-agpec |

| Coxpawuts |

Puc. A-3 KnonunposaHue MAC-agpeca

51 xouy ucnonb3soBatb NetMeeting. Yto HyXHO Ana aToro caenatb?

1)

Ecnu Bbl 3anyctute NetMeeting B kadecTBe yana, Bam He noTpebyeTca npeanpMHMMaThb

Kaknx-rnmbo aOencTeBumn.

Ecnn Gbl 3anycTuTe ero B pexvume OTBETa, BaM MOTPeOYyeTcs HacTpouTb (PYHKLUM

BuptyanbHbin cepBep vnv ysen DMZ, npu atom, Heobxogumo BknoumTs H323 ALG.

YTto6bl HacTponTb BupTyanbHbI cepBep: BOMANTE B TOYKY OOCTYyNa, BblIbepuTe B MEHIO
cnesa [epeapgpecauusa, 3atem BblibepuTe pasgen BupTyanbHbii cepBep. Ha
CcTpaHuue BupTyanbHbIM cepBep HaxmuTe kHonky [lobaBuTb. 3atem Ha cnegyowen
cTpaHuue BBeauTe B none lMopt cepBuca 3HaveHne 7720, a B none IP-agpec,

Hanpumep, 192.168.0.169 n HaxxmuTe KHonKy Bknountb 1 CoxpaHuUTb.
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BupTtyaneHblin cepBep
] Mopt cepenca IP-agpec BHYTpEHHHA nopT NMpoTtokon CocroAHune HameHuTs
[} 1720 192 168.0.169 1720 TCP wnu UDP BknoyeHo HameHnTs
[ Hobaeute ] [ Brnwouuts BeiipaHHoe ] [O‘n{moumb B|=|6paHHoe] [ YaanuTs seifpaHHoe

Puc. A-4 BupTyarnbHblin cepBep

BupTyaneHbelin cepBep

MopT cepenca: -0 or )X)
IP-agpec:
BHYTpEHHHIA NopT: () unK 0CTaBbTE HE3aNONHEHHEIM. Ecnn none

nycroe, BHYTpeHHW NOpPT coBnanaeT ¢ MopTom cepenca)

MNpotokon: |BCE

CocroAnne: | BrnrodeHo :
OOwwii nopt cepenca: | —Buibepure— :

[ CoxpaHnTs ] [ Haaag, ]

Puc. A-5 [lobaBneHne nnn nameHeHne 3anncu BUpTyansHoOro cepeepa

& MpumeyaHune:

MpoTmBOnonoxHon ctopoHe cnenyet BbidaBaTb WAN |IP, koTopbii oToBpakaeTcsas B OKHE
CocTosiHue.

4) Yrto6bl akTMBUpPOBaTL PyHKUMIO y3en DMZ, BornguTe B TOUKY JOCTynNa, BbIbepuTe B MEHIO
cnesa lNepeaapecauus, 3atem Bbibepute pasgen DMZ. Ha ctpaHuue DMZ Bbibepute
Bknrountb 1 BBeaute Baw |P-agpec B none IP-appec yana DMZ, Hanpumep,

192.168.0.169. Nocne atoro HaxxmnTe CoOXpaHUTD.

Coctosiwne DMZ: ) BrniounTs @ OTKNWOUMTE

IP-agpec yana DMZ: |0.0.D.0

CoxpaHute

Puc. A-6 DMZ

5) Kak Bkntountb H323 ALG: Bongute B mMapLupyTusaTtop, Bblbepnte B MeHO 3awuTta u
Haxmute OCHOBHble HacTpouku. B pasgene OCHOBHble HaCTPOMKM, Bbibepute

Bkntountb HanpoTtnB H323 ALG. He 3abyabte HaxaTb KHOMKy CoXpaHUTb.
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MexceTeBO 3KpaH
BENHYHTE MEXCETEBONH 3KpaH SPI:

BupTyanbHaa YacTHaA ceTb (VPN)
MNponyck tpadpmea PPTP: @ Brmiounts () OTENOUNTL
Mponyck Tpadpuka L2TP: @ BrNOYWTE (0 OTKNKYNTE

Mponyck tpacpuka IPSec: @ Brniounte () OTKNOYNTE

Wnoz npyuknagHoro ypoBHA (ALG)
FTPALG: @ Brmiounts () OTKMIOUMTS

TFTPALG: @ Brmouwnte () OTENHYWTE

) BENYNTE ] - OTKNIOUNTE

® |

(H323 ALG:
SIPALG: (@ BeniouuTe ) OTKNOUUTE
RTSPALG: @ Brniounts () OTKMouMTh

CoxpaHute

Puc. A-7 OCHOBHLIE HACTPONKK

4. Y10 51 pOMXKeH AenaTb, YTOObI YCTAHOBUTL B JIOKaNIbHOW ceTu Be6-cepBep

1)

Tak kak mexgy noptom 80 BebG-cepepa u noptom 80 Beb-ynpaBneHWs MOXeT
BO3HWKHYTb  KOHQMUKT, HEOoOXOAMMO  Has3HauMTb  OPYroh MNopT  ynpaBrieHusi

Beb-mHTepdencom.

Uto6bl n3mMeHuTb MopT ynpaeneHus Beb-uHTepdencom (Web management port):
BOMAMTE B MapLUpyTM3aTop, BoibEpUTE B MEHIO crieBa 3awuTa, 3atem BbibepuTe pasgen
YpanéHHoe ynpaBneHue. Ha ctpaHuue YpanéHHoe ynpaBneHue B none [lMopt
ynpaBrneHus Be6-nHTtepdencom ykaxumTe nodon gpyron Homep, kpome 80, Hanpumep,

88. Haxxmnte CoxpaHuUTb 1 nepesarpysnte MmapLupyTmsaTop.

Mopr ynpaenesns sed-uutepheicom: 80

IP-agpec yaanéHHoro ynpaeneHus: 0.0.0.0 (VkamuTe 255 255 255 255 OnA scex)

CoxpaHiTe

Puc. A-8 YoanéHHoe ynpasneHue
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& MpumeyaHue:

Ecnn BbllweykasaHHble HACTpPOWKM BCTYynaAT B cuny, BBeauTe http://192.168.0.1:88 (LAN

IP-agpec mapuwpyTtusaTtopa: [lopT ynpasneHus Beb-uHTepdencom) B agpecHOW CTpoke
Bawero BebO-Opaysepa. Ecnu LAN [P-agpec Bawero Mogema, TMOAKITHYEHHOrO K
mapupyTtusatopy: 192.168.0.x, LAN IP-agpec maplupyTtnsatopa no ymonyanuio of the router
nameHntcsa ¢ 192.168.0.1 Ha 192.168.1.1 Bo m3bexaHne koHdnukrta |IP-agpecoB; B 3TOM

cnyvae, Beegute: http://192.168.1.1:88

3) Bongute B TOUKy foOCTyna, BbibepuTe B MeHio crieBa Mepeagpecauums, 3atem BuibepuTe
pasgen BuprtyanbHbin cepBep. Ha cTpaHuue BupTyanbHbI cepBep HAXXMUTE KHOMKY
Ho6aBuTb, a 3ateM Ha cnegywolen cTpaHuue ykaxute B none lMopTt cepBuca
3HavyeHne 80. B none IP-agpec ykaxute Baw |P-agpec, Hanpumep, 192.168.1.188

Mocne atoro B none CoctosiHne BbibepuTe BknrovueHo n HaxmuTe CoOXpaHUTb.

BupTtyanbHbIii cepBep
0 MopT cepenca IP-agpec BHyTpeHHHA nopT MpoTtokon CocToAnne HameHuTs
| a0 192.168.0.1858 ao TCP unwn UDP BrntyeHo MameHuTs
[ [obasute ] [ Brnwounts BeiipaHHoe ] [Ommoumb BhlﬁpaHHl}e] [ Yaanute seifpaHHoe

Puc. A-9 BupTyarnbHbin cepsep

BupTyaneHslil cepeep
MopT cepeunca: OO0 or X))
IP-agpec:
BHYTpeHHWIl nopT: (X unu 0CTaBLTE HE3aNONHEHHBIM. Ecnn none
nycToe, BHYTpeHHWA NopT coBnagaeT ¢ MopTom cepenca)
MpoTtokon: BCE |Z|
CocroAnue: | BrniueHo |Z|
OBwwi nopt cepenca: | —DBuibepure— |Z|
[ Coxpannte ] [ Haaag ]

Puc. A-10 Jo6aBneHne unm namMeHeH1e 3annucu BUpTyanbHOro cepeepa
BecnpoBogHble CTaHLUM He MOTYT NMOAKIIYMTLCA K MapLIpyTU3aTopy.
1) Y6epgutecnb, 4TO DECNPOBOAHOE BELLAHNE MapLUPYTU3aTOpa BKIHOYEHO.

2) VYb6epgutecb, 4tOo wuaeHTudukatop SSID 6GecnpoBogHbIX CTaHUMW coBNagaeTr C

naeHTudmkaropom SSID mapLupyTtmsaTopa.

3) Yb6egutech, 4To HecnpoBogHble CTAHLMN MCNOMNb3YIOT KOPPEKTHBIN KoY WM poBaHnS,

€CNun WndpoBaHME BKITHOYEHO.
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4) Ecnu 6€CI'IpOBO/J,Hoe noaknw4yeHne akTtuBHO, HO Bbl HE MOXeTe NnonydnTb AOO0CTYyN K

MapLipyTu3aTopy, npoBepbTte |P-agpeca Balwmnx 6ecnpoBOAHbIX CTaHLMWIA.
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MpunoxeHue B: HacTponka komnbroTepa

B atom pasgene Mbl pacckasbiBaeM, Kak NpaBUITbHO MPOM3BECTM YCTAHOBKY M HACTPOWKY
npotokona TCP/IP na OC Windows XP. Npexge Bcero, ybeantecb B ToM, 4To agantep Ethernet
paboTaeT, NpyM HeO6X0OUMOCTU NONb3YNTECH PYKOBOACTBOM K adanTepy.

1. Hacrtpownka komnoHeHTa TCP/IP

1) B naHenu 3agay Windows HaxmuTe kHonky [lyck, a 3atem nepengute B [MaHenb
ynpaBlieHUs.

2) Haxmute no ukoHke CeTb M nogkritodeHne K WHTepHeT, a 3aTeM B MNOSABMBLUEMCS OKHe
HakmuTe BKkNaaky CeTeBble NOAKITHOYEHUSA.

3) HaxmuTe npaBor KHOMKOW MbIWM NO UKOHKE M B MOSIBUBLLEMCSI MEHI0 BbibepuTe pasgen
CBowcTBa.

D AKNHHEHHE MO NOKAaNEHDH

. gy OTEmuMTE

Moak AHYEHKA THME MOCT

C0zAaTE AP Bk

MepermeHOEaTE

CEBEOHCTEAQ

Pwuc. B-1

4) B npeacTaBrneHHOM Ha PUCYHKE HWXEe OKHe cAenante [OBOWHOW LWenYoK Mo pasgeny
MpoTtokon UHTepHeTa (TCP/IP).
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- MNMogxawue HHe No JOHAABHOH CETH - CROHCTRA EE|

O6wme MNposepra nogauHHocTH | JononHurensHo

MogknoyeHKe Hepes!

E® FRealtek PCle GBE Family Contraller

KDMI‘IDHEHTI:I_, HCNONE3YEMBIE 3THM NOGEAKDYEHHMER!

.@ CygtiBa goctyna K dalinar W npuHTepan ceTel Micn &
.@ MaaHupoEWME nakeTos QoS
v [porokon Harepnera [TCPAARP]

£ >

[ YeoTaHoBMTE. . CEONCTEA

OnucaHue

Mporokon TCPAP - cTaHoapTHREI NpoTOKon riodansHex
CETEN, DOECNEYHEIIDWME CEASE MEHKLY PISHYHEIRM
B3 AUMOAEHCT BURILLRAM SET AR,

(] MpM NOGKAOYEHMM BRIBECTH SHAY0K B OBNSCTH YESA0MIEHME

YE&n0mMNATE NPUY OFPEHMYEHHORM MM OTCYTCTEYHILLER
MO ADHEHIM

(] ] [ OTreHa

Pwuc. B-2
5) Ortkpoetcsa okHo CBoncTBa TCP/IP, B koTOpOM Byaet oTkpbiTa Bknagka IP-agpec.

Boibepute Monyuutb IP-appec aBTomaTtuyecku u Monyunts DNS-cepBep aBTOMaTU4eCKM,

KaK npeacrtaBrieHO Ha pUCYHKe HUXe:
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Ceokcrea: lNpotokon Mute preta (TCP/IP)

O6wme ANETEPHATHEHEA KOHDUMYpaLMA

MNaparaeTpe [P mMOrYT HAZHAYETECA SETOMETMYECKM, BCNM CETh
NOLAEPHMESET 3TY BEOSMOKHOCTE. B NPOTHEHOM CNy4ae NapareTpel
IP riciHD NOAYYMTE Y CETEEArD AtMHUCTRATORA.

%) Moayure IP-aapec SETOMATHYECKH

) MenonesoBare creayiowm |P-agpec:

&) Noayae agpes DNS -cepeepa aEToMaTHYECKM

) Wenonesoeate creqyiowme agpeca DNS-cepeepoe:;

JononHWTENRHD. .

[ 1] H OTiieHa ]

Pwuc. B-3
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NMpunoxeHune C: XapakTepncTuku

O6Lwue napameTpsbl

MopoaepxuBaemMble
cTaHOapThbl

IEEE 802.11ac, IEEE 802.11n, IEEE 802.11g, IEEE 802.11b, IEEE
802.11a, IEEE 802.11e, IEEE 802.11i, IEEE 802.1X, |IEEE 802.3X,
IEEE 802.3, IEEE 802.3u, IEEE 802.3ab

MNopoepxuBaemblie
NPOTOKObl

TCP/IP, PPPoE, DHCP, ICMP, NAT, SNTP, IGMPv3, L2TP, PPTP,
IPv6, MLD

MopTbl

1 nopt Internet 10/100/1000 M6uT/c ¢ aBTOCOrMacoBaHveM (pasbém
RJ45);

4 nopta Ethernet 10/100/1000 M6uT/c c aBToCOrnmacoBaHMeM (pa3beEm
RJ45), nopaepxka aetro-MDI/MDIX;

1 nopt USB c¢ noggepxkkoh dyHKUMM CETEBOrO0 XpaHunuuia
AaHHbix/FTP-/megna-/npuHT-cepepa;

Tun kabens

10BASE-T: HeskpaHnpoBaHHas BuTas napa kar. 3, 4, 5 (makc. 100 m.)
OKpaHnpoBaHHas Butas napa EIA/TIA-568 100 Om (makc. 100 m)

100BASE-T: HeakpaHupoBaHHasa BMUTas napa kart. 5, 5e (makc. 100 m.)
OkpaHuposaHHas BuTas napa EIA/TIA-568 100 Om (makc. 100 m)

1000BASE-T: HeakpaHnpoBaHHaga BUTasi napa kart. 5, 5e (makc. 100
M.)

OKpaHnpoBaHHas Butas napa EIA/TIA-568 100 Om (makc. 100 m)

WHankatopsl

Power (lMutanue), Wireless (becnpoBogHoe BewaHue), Ethernet,
Internet, WPS, USB

CepTtndukaums

FCC, CE

MapameTpbl 6ecnpoBOAHOro BellaHus

[Jvana3soH yacToT*

241Tuy, 51Ty,

CkopocTb nepepayu

Crangapt 11b: 1/2/5.5/11 Mbut/c

JaHHbIX no | Ctangapt 11a/g: 6/9/12/18/24/36/48/54 MbuT/c
GecnpoBoaHOMY CraHgapt 11n: go 300 M6éut/c
COEANHEHNIO CraHpgapt 11ac: go 433 M6uTt/c
PacwunpeHne DSSS (lUupokonornocHas moaynsaumsi € MpsMbIM - pacluMpeHnemM
4acToThl cnekTpa)

11ac: 256-QAM ans OFDM
Mopaynsiuus 11n/g/a: QPSK,BPSK,16-QAM,64-QAM ans OFDM

11b: CCK,DQPSK,DBPSK
3awuTa WEP, WPA/WPA2, WPA2-PSK/WPA-PSK

5TTu: 2,4T1Tu:

11a 6 MouTt/c: -91 nbm 11g 54 M6wut/c: -74 pbm
YyBCTBMTENBHOCTb 11a 54 Mout/c: -74 pbm 11n HT20: -72 nbm
npriemHnka 11ac HT20: -66 abm 11n HT40: -69 nBMm

11ac HT40: -64 pbm
11ac HT80: -61 gobm

MapameTpbl OKpyXatowen cpeabl
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Paboyasa: 0°C 0o 40°C

TemnepaTtypa . .
XpaHeHus: ot -40°C oo 70°C
Paboyasn: oTHocutenbHas BnaxHocTb 10% - 90% 6e3 obpasoBaHus
KoHAeHcaTa

BnaxHocTb

XpaHeHust: oTHocuTenbHast BnaxHocTb 10% - 90% 6e3 obpasoBaHus

KoHOeHcaTa

* Ha Tepputopumn CLUA MOXHO mMcronb3oBaTb TONMbKO AuanasoH yactoT 2,412 My — 2,462 [Tu, noatomy

OOCTYMHbI TOMNbKO KaHanbl ¢ 1 no 11.
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NMpunoxeHune D: MMoccapun

» 802.11ac - IEEE 802.11ac — ato ctaHgapT 6ecnpoBogHOM CBs3M M3 Habopa cTaHgapToB
802.11. [aHHaa cneundukauus obecneymBaeT COBOKYMHYH CKOpPOCTb GecnpoBOaHOM
nepegayn gaHHblx o 1 Mout/c gns Bcel cetu. ATO OOCTUrAETCsl 3a CYET YBENUYEHUS
nokasarenen pagmo uHtepderica, NpMMeHEHHbIX B cTaHgapte 802.11n: Sonblias wWupuHa
Nonocbl pagmMo4acToT, 6obLle NPocTpaHCTBEHHbIX NnotokoB MIMO, MHOronones3oBaTenbCcKui

MIMO, mogynsumsi NoBbILLEHHOW NNOTHOCTK (Ao 256 KAM).

> 802.11n — CrtaHgapT 802.11n nocTpoeH Ha npeablaywinx crtaHgaptax 802.11 nytem
pobasneHns TexHonornn MIMO (MHorokaHanbHbIM BXOA/BbIXOA), B KOTOPOW UCMOMb3YHTCH
HECKONbKO MepefaroLmxX U NPYHUMAIOLMX aHTEHH, YTO MO3BOMSET YBENNYUTb MPOMYCKHYHO
CNocobHOCTb Yepe3 NPOCTPaAHCTBEHHOE MYNbTUMNMEKCMPOBaHME U BONbLUYO 30HY OxBaTa
CeTm 3a CYeT WCMONb30BaHWA pPa3HOrO MPOCTPAHCTBEHHOrO PACMONOXEHUS aHTEHH,
BO3MOXHO Yepe3 Cxembl KOAMPOBKM, Takmne kak kogmposka Alamouti. KoHcopumym EWC 6bin
co3faH anga yckopeHus passutusa ctanHgapTa IEEE 802.11n u npoasmxkeHusa cneuyundukaumm
TEXHOMOMMM B LENAX ynyyweHus B3aMMOAEWCTBUS Mexay 6ecnpoBOAHbIMU CeTeBbIMU
npogyKTamu criegytoLero nokoneHus.

> 802.11b — Crangapt 802.11b onpepensieT napameTpbl paboTbl GecnpoBogHON ceTu npu
ckopocTu nepefadnm danHbix 11 MOut/c, ncnonb3yss TexHonormio DSSS, n paboTtaeT Ha
HenuueH3npoBaHHOM AnanasoHe 2,4 Ty ¢ ncnonb3oBaHnem anroputma wmdgposarHmns WEP.
K cetam ctangapta 802.11b Takke oTHocaTca cetn Wi-Fi.

> 802.11g - cneumdukauma ons cosgaHusa HGecnpoBOAHbBIX CeTel CO CKOpPOCTbio nepenadu
AaHHbIX 00 54 MowuTt/c, ncnonb3ya TexHonormio DSSS, mogynaumio OFDM un paboTtaeT Ha
HenuueH3MpoBaHHOM avanasoHe 2,4 [Ty, O6paTHO COBMECTUM C YyCTPOWCTBaMKU CTaHOapTa
IEEE 802.11b. cnonbsyeT anroputm wudposaHus WEP.

»> DDNS (Dynamic Domain Name System — Cuctema AMHaMUYeCKMX OOMEHHbIX UMEH) —
Bo3MOXHOCTb Ha3Ha4yeHusi (PUKCMPOBAHHOrO Y3NOBOrO UM [OOMEHHOr0 WMEHM [AOns

AuHamudeckoro Internet IP-agpeca.

> DHCP (Dynamic Host Configuration Protocol — lNpoTokon HacTpowku OUHaMUYeCKOro
y3na) — [1poTokon, KOTOpbIN aBTOMaTU4eCKn NPOU3BOAUT HAcTponky napametpoB TCP/IP

BCEX KOMMNbIOTEPOB, NoakntoyeHHbIXx kK DHCP-cepBepy.

> DMZ (Demilitarized Zone — demunutapusoBaHHaa 30Ha) — [laHHas dyHKUMSA no3sonset
y3ny nokanbHoM cetn obpawatbcs kK WHTepHeT pgns paboTbl €O  cneuunanbHbIMK

NPUNOXEHUSIMUN TAKUMU, Kak VIHTEPHET-Urpbl U BUOEOKOH(EPEHLNN.

> DNS (Domain Name System — Cuctema AOMeHHbIX UMeH) — /IHTepHeT cepBUC, KOTOPbIU

nepeBoanT nMeHa cantoB B |IP-agpeca.

> J[loMeHHOoe UMSA — onucaTenbHOE UMS AN agpeca Unu rpynnbl agpecos B HTEPHET.
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DSL (Digital Subscriber Line — undpoBas aboHeHTCKasi NMHUA) — TexHonorus, Kotopas

NO3BOJIAET OTNPAaBIATb UK NoJlyvaTb AaHHbIe, NCMOJb3YyA CyLLeCTBYOLLNe TeJ'Ie(bOHHbIe JIMHUN.

ISP (Internet Service Provider — lMoctaBwuk WUHTepHeT-ycnyr) — KomnaHus, KoTopas

obecneunBaet goctyn B MIHTEepHeT.

MTU (Maximum Transmission Unit — MakcumanbHbIin pa3mep Onoka nepepa4vun) —

MakcrmarnbHbIN pasmep naketa AaHHbIX, KOTOPbIN MOXET ObiTb NepeaaH.

NAT (Network Address Translation — TexHonorus nepeBoga ceTeBbiX aApecoB) —

TexHonorust NAT nepeBoaunt IP-agpec nokaneHon cetu B IP-agpec cetn VIHTepHerT.

PPPoE (Point to Point Protocol over Ethernet — NMpoTtokon nogkntoyeHus yepes Ethernet
no npuHuuny Touka-Touka) - PPPoE — 3710 npoTokon angd nogknioveHns yaaneHHbIX y3roB
cetTn MHTepHeT 4vepe3 MOCTOSHHOE MOAKIIOYEHNE, MOCPEACTBOM MMUTALUU MOAKMYEHMS

dial-up.

SSID — NpeHtudukatop SSID — 310 Kntod, BKMAYawwmin B cedbs o 32 OyKBEHHbLIX U
LMdPOBbLIX CUMBOJIOB, KOTOPLIN UCNONb3yeTcs ANns MAeHTUdMKaLUKM nokanbHom ceTn. YToobl
OecnpoBogHble YyCTpoWcTBa CeTU MOrnM oOMeHMBATbCA  OaHHbIMW, OHW  LOOXKHbI
ucrionb3oBatb oauH K TOT Xe SSID. O6blMHO 3TO HACTpPoeYHbl napameTp Ans
OecnpoBogHon kapTbl KomnbioTepa. CooTtBeTcTByeT ESSID pna 6ecnpoBOAHOM TOYKM

AOCTyNa 1 UMeHW GeCnpOBOAHON CETU.

WEP (Wired Equivalent Privacy — 3kBMBaneHT npoBOAHOW 3awuTbl) — MexaHuam
WwndbpoBaHNst Ha ocHoBe 64-, 128- unun 152-6UMTHOr0O COBMECTHOrO Kroya, Kak yKasaHo B
craHgapte |IEEE 802.11.

Wi-Fi — Kommepyeckoe HasBaHue ctaHaapTta 802.11b, npucBoeHHoe opraHm3aumen Ethernet
Compatibility Alliance (WECA, see (cm.) http://www.wi-fi.net), asnstowenca rpynnon no

pa3paboTke NPOMBbILLSIEHHbIX cTaHaapToB, paboTatoLuen Hag npobnemon

B3anMoO3aMeHseMOCTH ycTponcTs ctaHgapTa 802.11b.

WLAN (Wireless Local Area Network) — BecnpoBogHas nokanbHas ceTb — rpynna
KOMMbIOTEPOB W CBSI3aHHbIX YCTPOWCTB, B3aMMOAENCTBYIOWMX OPpyr C Opyrom u4epes

GecnpoBoaHyto Nepeaayvy AaHHbIX B OrPaHNYEeHHOM paiioHe
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