TP-LINK

PyKoBOACTBO NoNb30BaTens

TL-WR1043ND

BecnpoBOAHON NMMrabUTHbLIN
MapupyTtusartop cepuu N

Rev: 1.1.0
1910010735



ABTOPCKOE NPABO U TOPIOBbIE MAPKH

Cneundpmkaumm  moryt  menatecss  6e3  ysepgomnenua. T IP-LUINIK®  asnsetcs
3apernctpmpoBaHHon ToproBor mapkon komnaHum «TP-LINK TECHNOLOGIES CO., LTD».
Mpoune 6peHabl M  HAUMEHOBAHMA MPOAYKUMM SBMSAIOTCA TOPrOBLIMM  MapKkamu  Unm

3aperncTpmpoBaHHbIMU TOProBbiIMM MapkamMun nx BnagenbLeB.

(Cneundukaumm He MoryT ObiTb BOCMNPOU3BEAEHbI B KakOW-NMOO ¢hopme unm NoCpeacTBOM
Kakux-nmbo cpeacTB WNM UCMOMb30BaHbl ANs COCTaBMEHUS NPOM3BOAHbLIX MaTepuanoB C
NMOMOLLBID nepeBofa, TpaHcdopmaumm unum nepepaboTkym HacToslwen nyénukaumm npu
otcyTcTBumM paspeLueHuns ot komnaHum « TP-LINK TECHNOLOGIES CO., LTD». Copyright © 2012
TP-LINK TECHNOLOGIES CO., LTD. Bce npasa 3awuLLeHbl.)

http://www.tp-link.com

CEPTU®UKALINA FCC

FS

HdaHHoe obopygoBaHMe MpPOLUNO COOTBETCTBYIOLLME WUCMbITAHWS, KOTOpblE MoKasamnu, YTO OHO
cooTBeTcTBYyeT TpeboBaHNsaM ANs LUMAPOBLIX YCTPOWCTB Kracca «B» B COOTBETCTBUM C YaCTbIO
15 npasun FCC. OaHHble TpeboBaHus Gbinn paspaboTaHbl, YTOoObl obecneunTs ONTUMarbHYH
3alWmMTy OT HebnaronpuATHbIX SIBNEHWA WHTepdepeHUMM npu 3Kchnyatauum B AOMAaLLHUX
ycnosusix. ObopyaoBaHue reHepupyeT, UCMOMNb3yeT WM U3MyyaeT PafavoBOIHbI, KOTOpble Mpu
HenpaBWibHOM YCTAHOBKE W 3KCMyaTauuu, MOTyT Bbi3blBaTb HebnaronpusiTHole SBNEHUS
WHTEpdepeHuun ana 6ecnpoBoaHON nepedayn AaHHbIX. OQHAKO HET rapaHTuu, Y4To NOOobOHbIE
ABMNEHUA MHTepdEpEHLUMM He BO3HMKHYT B OTOENbHbIX Cryyasix ycTaHoBku. B cnyyae, ecnu
obopyaoBaHne reHepupyeT MNOMexu, MNpenaTCTBylOLWME HOpPMarbHOMY MNpueMy paauo- Wnu
TenecurHana (370 MOXHO ONpeaennTb, BbIKMIOYUB U BKIOYUB €ro), PEKOMEHAYETCH NpeanpuHATb
crnepymwoLme OencTBUSA:

e /I3MeHWTb NonoxeHue unu nepeaBrHyTb MPUHUMAIOLLYIO aHTEHHY.
e YBENUUUTbL PacCTosiHNE Mexay 06opyaoBaHNEM Y MPUEMHUKOM.
e [ogknounTb 06OpyAOBaHNE N NMPUEMHUK K Pa3HbIM PO3ETKaM.

L] OGpaTVITbCFI K gunnepy mnn K onbiITHOMY cneuuanncty no paano- nnn tenesn3noHHOMY

obopynoBaHuto.

YCTponcTBO COOTBETCTBYET TpeboBaHuaM YacTn 15 npasun FCC. OkcnnyaTtaumsa npomM3BoanTca

y4eTOM CreaytoLmx ABYX YCIOBUIA:

1) YCTpPONCTBO HE JOIMKHO BbI3biBaTb HEONAronpuATHBIX ABAEHUA MHTEPdEPEHLNN.
2) YCTponcTBO MOXET paboTaTb C NobbiM TUMNOM MHTEPdEPEHLNN, BKOYaAs
NHTEepdEPEHLNIO, KOTOPas MOXET BbI3BaTb HEXENATENMbHbIA PEXUM SKCNNyaTaLuu.

JTtobble nameHeHusl, He ogobpeHHbIE ABHBIM 0Opa3oM CTOPOHOM, OTBEYAIOLLIEN 3a COOTBETCTBUE,
MOryT MoBreYyb 3a cobor OTMEHY NpaBa Nonb3oBaTens Ha aKcnyaTauuo 00opyaoBaHUS.


http://www.tp-link.com/

Mpumeyanue: lMpousBoauTenb He HeECeT OTBETCTBEHHOCTM 3a WMHTepdepeHuMio pagamo- Wnm
TENEBU3NOHHOMO CUrHasna, BbI3BAHHOMO HECaHKLMOHWPOBaHHBLIMU U3MEHEHUSIMWA, BHECEHHBIMU B
obopynoBaHue. Takme M3MEHEHUsI MOTyT MOBMieYb 3a coboii OTMEHy npaBa nonb3oBaTensi Ha
aKcnnyaTaumio 060pyaoBaHusi.

Tpe6oBaHusa FCC no ypoBHIO paguounsnyyeHus

[aHHoe ycTponctBo otBevaer TpeboBaHuam FCC no ypoBHIO paguousnyyvyeHus gns
HEKOHTpONMpyeMon cpedbl. YCTPOUCTBO M €ro aHTeHHa He [OOMMKHbl HaxoAuUTbCs Unu
3KCMIyaTMpOoBaTbCsl BMECTE C APYror aHTEHHOW UK NepeaaTynkoMm.

«[Ansi obecnevyeHnss COOTBETCTBMS 3TUM TPeOOBaHWSIM, MOMOXEHUS AOKYMEHTa MPUMEHSTCS
TOMbKO B  OTHOWEHMU MOOWMBHBIX KOHMUrypauui. AHTEHHbl, MPUMEHsieMble [aHHbIM
nepenaTynmkoM, AOSMKHbI ObITb YCTAHOBMEHbI Ha paccTosiHUM He meHee 20 cM OT Gnukanwero
MECTOHaXOXAEHWS NI0AEN U HE AOIMKHbI HAXOAUTLCS PSAOM UMM COBMECTHO 3KCMyaTMpOBaTbCs
C APYrof aHTEHHOW UNK nepeaaTynkomy.

OtmeTka CE

C€1588

,D,aHHOG yCTDOIZCTBO ABNAETCA MNPOAOYKTOM Khacca «B». an/l aKcnnyatauumnm B [OOMallHUX
ycnoBusx, OaHHbIN NPOAYKT MOXET Bbi3BaTb ABIeHUNE MHTepcbepeHu,mm pagnocurHana, B 3TOM
crny4ae OT nofb3oBaTtena MOXeT I'IOTpe6OBaTbCF| NPUHATUE COOTBETCTBYHOLLNX Mep.

YcTponcTBo paspabotaHo Ansd paboTbl C HWXKENEPEYUCNEHHbIMU aHTEHHaMMK, WU aHTEeHHaMW,
UMELLMMM MakCcUMarnbHbIN kKo3dduuneHT ycunenns 3 gbn. Ctporo 3anpeLleHo ucnonb3oBatb
Ons1 3TOro YCTPONCTBA aHTEHHbI, HE BKJTHOMEHHbIE B TOT CMUCOK, UNU UMmelowme KoaduuneHT

ycuneHnus 6onee 3 gbu. Heobxognmoe conpoTtneneHme aHTeHHbl 50 Om.

YT06bI COKpaTUTL NOTEHUMarbHY UHTEPEPEHLMIO, TUM AaHTEHHBI U €€ YCUNeHne AOMKHbI ObiTb
nogobpaHbl TakMM 006pasoM, 4TO 3EeKTUBHAS W3OTPOMHO-U3Nyyaemas MOLLHOCTb He

npeBbILana gonycTUMyo Ansl YCrewwHoW KOMMYHUKaLWW.

@

Mpoaykt ceptudikoBaHo 3rigHO ¢ npasunamu cuctemu YkpCEINPO Ha BignoBigHicTb BMMOram
HOPMATUBHMX [OOKYMEHTIB Ta BuMOram, WO nepeabayeHi YMHHUMKW 3aKOHOA4ABYMMK aKTaMu

YKpaiHu.

NMpaBuna 6esonacHocTH

® Ecmn yCTpOIZCTBO MMEET KHOMKY BKITHOHEHUS/BBIKNIOYEHNSA MNTAHNA, TO C €€ MOMOLLBI0O MOXHO
6bICTp0 OTKIMIOYNTL NUTaHne yCTpOVICTBa. Ecnn KHOMKM nuTaHMa Ha yCTpOVICTBe HET,
€OVNHCTBEHHbIN cnocob NONMHOCTb 06ecToUnTb yCTpOVICTBO - OTKITIOYUTb agantep nntaHuA
OT 3N1EKTPOCETHU.



® He pa3bupalite yCTPONCTBO 1 HE MPOU3BOAUTE EM0 PEMOHT CAMOCTOATENBHO, B 3TOM Criy4yae
KOMMaHnA BMfpaBe CHATb C cebs FapaHTVIIZHbIe O6F|3aTeJ'IbCTBa, KpomMe TOro, Bbl
nofBepraeTechb PUCKY NOPaXeHUS ANEKTPUHECKUM TOKOM.

® He gonyckaiiTe nonagaHusi BNarv BHyTpb yCTPOMCTBA.

yCTpOI7ICTBO npeaHasdHa4eHo and ncnonb3oBaHnA B ClneayrLwinx CTpaHax:
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LIRS Ex]\"l] BecnpoBoaHOM rMrabuTHbIM MapLupyTusaTop cepum N

KomnrekT noctaBku

B komnnekTe nocTaBku BXOAAT:

BecnposogHon rurabutHeln mapwpytmsatop TL-WR1043ND cepun N

» ApanTtep NOCTOSAHHOrO TokKa
» PykoBoAcCTBO Mo GbICTpOM yCTaHOBKE
» KomnakT-guck co cnegytowen nHdopmaumen:

e Hacrosiee pykoBoacTBo
e [lpoyas nonesHas nHgpopmaums

& [lMpumevaHue:

Yb6eoutecb B TOM, 4YTO KOMIMEKT COAEPXKUT BCE YKa3aHHble Bblille HanMeHOBaHUA. Ecrnn

YTO-NNGO NOBPEXOEHO MUIN OTCYTCTBYET, 06paTUTECH K CBOEMY AUCTPUBBLIOTOPY.



LIRS Ex]\"l] BecnpoBoaHOM rMrabuTHbIM MapLupyTusaTop cepum N

naBa 1. BBegeHue

1.1 O6G30p

MapuwpyTtusartop TL-WR1043ND BkrtoyaeT B cebst 4-x MOPTOBbI KOMMYTaTOpP, MEXCETEBOW 3KpaH,
mapwpyTtnsatop NAT un 6GecnpoBogHyld Touky AocTyna. becnpoBogHOM — rMrabvTHbIN
mapLupyTusatop cepum N o6ecneunBaeT UCKMYUTENBHYHO 30HY MOKPLITUS U CKOPOCTb Nepenaym
OaHHbIX, KOTOPble MOSTHOCTLIO OTBeYatoT TpeboBaHMaM ceTen knacca SOHO (Hebonblion oduc
uUnu gomaluHuni ouc), a Takke TpeboBaHMAM Nonb3oBaTeNen, HyxgaLwmxcs B 6ornee BbICOKOM

npon3BoanUTESIbHOCTU CETU.

HeBepomHan CKOPOCTb ’

MapuwpyTtumsatop TL-WR1043ND obecneunmBaeT ckopocTb nepedadn faHHeix o 300 Mout/c npu
paboTte c 6ecnpoBoaHbLIMK KnueHTamu ctaHgapTta 802.11n. 3Ta cKOpoCTb AenaeT ero naearnbHbIM
BbIOOpOM AN paboTbl C HECKOMbKUMM MOTOKaMU [aHHbIX OOHOBPEMEHHO, YTO obecnedvBaeTt
cTabunbHyto paboty cetu. [pousBoauTENLHOCTE GECNPOBOAHONO MapLupyTu3atopa craHgapTa
802.11n Ha 650% 6ornblue Mo CpaBHEHMIO C MapLupyTu3aTtopamu ctaHgapta 802.11g YcTponcTBo

COBMECTMMO C npoayktamu ctangapTos IEEE 802.11g v IEEE 802.11b.

KomnnekcHas cuctema 6esonacHocTu ’

Bnarogapsa komnnekcHon cucteme ©Oe3onacHOCTW, BKM4awwen B cedba dyHkumo SSID
Broadcast Control, 64/128/152-6utHoe wndposaHne WEP gna 6ecnpoBogHo nokanbHOW CeTH,
WiFi protected Access (WPA2- PSK, WPA- PSK), a Takke MeXCeTeBOW 3KpaH C nepegoBbiMu
yHKUNAMU 3aLunThlI, MapLupyTusarop TL-WR1043ND obecne4vnBaet NOSHY0

KOH(*)VI,D,eHLl,VlaJ'I bHOCTb nepegadyn AaHHbIX.

MGKn KOHTpONb JocTyna ’

MapuwpyTtuzatop TL-WR1043ND ob6ecneumBaer rmMbkuin KOHTPONb AOCTyna, YTO MO3BONSET
poavTensM WNn ceTeBOMY agMUHWCTPAToOpy onpedensTb MONUTUKY OrpaHuYeHus JocTyna B
OTHOLLEHUN OeTen unu nepcoHana. YCTPOMCTBO Takke nogaepXunBaeT (pyHKunn BupTyanbHbIn
cepeep n DMZ Host ana Port Triggering, 4To NO3BONSET agMUHUCTPATOPY OTCNEXMBAaTb COCTOSIHNE U

YNpaensiTh CETHIO B PEXUME peanbHOro BPEMEHW, UCNONb3Ys (PYHKLIMIO YAANEHHOIO yrpaBreHus.
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HPOCTaH yCTaHOBKa .

B cBaAsn c Tem, uTO MapLlpyTn3atop COBMECTUM MNpPaKTU4eCKkn CO BCEMU OCHOBHbIMU

onepaunoHHbIMKN CuctemMamn, UM OYeHb NEerko ynpaBnATb. yCTpOVICTBO noggepXmBaet Mmacrtep

ycTaHoBkn Quick Setup Wizard, a gaHHoe pyKOBOACTBO MONb30OBATENS COAEPXUT MOAPOOHLIE

nowlaroBble MHCTPyKUMW. [Nepen yCTaHOBKOW mapLupyTvM3aTopa CrieayeT BHUMATENbHO M3YYnTb

AaHHOE PYKOBOACTBO, YTOObI 03HAKOMUTLCS CO BCEMM (PYHKLMSIMU YCTPOMCTEA.

1.2 lonyweHunsn

VMcnonb3yemoe B HacToswem pykoBoacTee HammeHoBaHune TL-WR1043ND vnv Mapupytusatop

6e3 kaKoro-nnMbo AoNONHUTENBHOIO 0OBLACHEHNS NoapaslyMeBaET nof cobol 6ecnpoBOAHON MMrabUTHBIN

mapLupytusatop TL-WR1043ND cepun N.

1.3 OCHOBHbIe XapaKTepUCTUKU

>

vV VYV VYV V VYV Y

Y

MpumeHeHne TexHonoruun IEEE 802.11n obecnevnBaeT 6ecnpoBogHyto nepegavy AaHHbIX CO
ckopocTbto go 300 M6uT/c

1 nopt WAN 10/100/1000 M6uT/c c aBTocornacoBannem nog pasbeMm RJ45 n 4 nopta LAN ¢
dyHKUMEN aBTOMAaTMYECKOro CcorfnacoBaHuMs CKopocTu nof pasbeMm RJ45, nopaepxka
aBTo-MDI/MDIX

AyteHTndmkauma WPA/WPA2, WPA-PSK/WPA2-PSK, wndposanue TKIP/AES

ObGecneveHne COBMECTHOrO [octyna K gaHHbIM U K CeTu MHTepHeT, noggepXka Aocrtyna K

WHTepHeT yepes auHamudeckuin IP/ctatnyeckuin IP/PPPoOE

Moaopepxka cyHkum BupTtyanbHbin cepBep, Special Application 1 DMZ Host

Mopaepxka TexHonormm UPNP, OuHamnuyeckon DNS n Ctatuueckon mapLupytusaumm
ABTOMaTU4eckoe NOoAKMIYEeHNe U NogkndeHne K IHTepHeT no pacnucaHuto

BctpoeHHbinn NAT n DHCP-cepBep ¢ nogaep:kkon ctatudeckoro pacnpegenenus IP-agpecos

Moopepxka pyHKUMn PognTtenbckuii KOHTponb 1 KOHTporb gocTyna

MopkntoyaeTcsa kK MHTepHeT no TpeboBaHuio 1 OTKNYaeTcsa BO BpeMs npoctosa and PPPoE

64/128/152-6utHoe wmndpposaHne WEP un dyHkums Cnmcok KOHTpons goctyna Ansg

©ecnpoBogHON NOKanbHOM CeTH

I'Ioup,ep»(l(a CTaTUCTUKKN MO NOTOKaM

Mopaepxka obHoBneHus BCTpoeHHoro MO u ynpaeneHne Yepes Beb-nHTEpdenc
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1.4 OnucaHue naHenen

1.4.1 MepenHana naHenb

£ =

T
]

M
C
N1 —

B
=

WLAN a_ & a4 A WAN SR 083

((_.Im.; ;1 1 71 T B 1 s .m'[{_}f”

Wirnloss N Gigabit Routor TL-WHIO43ND

ap
™

Puc. 1-1 lNepegHas naHenb

CeetoguogHble nHaukatopbl U kHorka QSS (BbicTpas HacTporika napameTpoB 6e30macHOCTU)

pacnonoXeHbl Ha NnepegHen naHenu (cneesa Hanpaso).

UHpukaTtop | CocTtosiHue 3HauyeHue
PWR Bbikn. MuTaHne OTKMOYEHO.
(MuTanme) Bxkn. MuTaHne BKMIOYEHO.
Bkn. 3arpyska ncxogHbIX NapameTpoB UMM CUCTEMHas OLLMOKa
SYS _
Muraet YcTponcTteo paboTaeT B HOpMaribHOM PeEXUME.
(Cuctema)
Bbikn. CuctemHas owmnbka.
WLAN Bbikn. DyHKUMS 6ecnpoBOAHOM Nepeaayn AaHHbIX OTKIOYEHa.
Mwuraet DyHKUMs 6ecnpoBogHON Nepefadn AaHHbIX BKAOYEHA.
WAN Bbikn. Y nopTa HeT NoAKMHYEHHbIX YCTPOUCTB.
LAN 1 ’4 Bkn. K nopTy noaknto4yeHo yCTPOMUCTBO, HO OHO HEAKTUBHO.
Mwuraet K nopTy noakmnto4eHo yCTPOMNCTBO U OHO aKTUBHO.
MearneHHo BecnpoBogHOEe YCTPOMCTBO MPOM3BOAUT MOAKMIOYEHME K CEeTU
MnraeT yepe3d dyHkumio QSS. DTOT nNpouecc 3aHUMMaEeT NPUMEPHO [Be
MUWHYTBHI.
QsSs Bir BecnpoBogHOE YCTPOWMCTBO ObINO YCMELIHO MOAKMYEHO K CETU

nocpencteomM cyHkummn QSS.

BbicTpo He ymanocb nogkntounTb 6ecnpoBogHOe YCTPOMCTBO K CETU
mMuraet nocpeactsom dyHKuumn QSS.

Tabn. 1-1 CeeTtoguogHasa nuankauyus
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lMocne TOro, Kak YCTPOMCTBO ObIfl0 YCMELWHO NOAKMIOYEHO K ceTun 4epe3d dyHkuuio QSS,

&= lMpumeyvaHue:

nugukatop QSS Gyget npogomkaTb ropeTb NPUMEPHO 5 MUHYT, a 3aTEM NOracHeT.

1.4.2 3agHAA naHenb

|

/4

i

a
POWER RESET USB WAN —_—

@ ol [ [l %

Puc. 1-2 3agHasa naHenb

Ha 3agHel naHenu pacnonoXxeHbl cneayoLLme arnemMeHThbl (Crnesa Hanpaeo).
» POWER: Paszbem anga nogknodeHns nutanus. Micnonb3ynTte agantep NMTaHUs, BXOASLWMUNA B
KOMMMeKT noctaBku 6GecnposoaHoro mapupytusatopa TL-WR1043ND cepum N.
» RESET:
CywecTBytoT gBa cnocoba Bo3BpaTta K 3aBOLCKMM HaCTpOWKaMm:

1) Bbibepute ¢yHKuMo 3aBoAcKME HACTPOMKM B OKHe CUCTEMHble HCTPYMEHTbI -

3aBoacKue HaCTPOMKMU BED-yTUNUTLI MapLUpyTu3aropa.
2) Mpu nomowm kHonku RESET. MNpu NOMOLWWN UFONKNU HaXMUTE W yAepXuBanuTe KHOMKY
Reset 5 cekyHa, 3aTeM NnogoxauTe, NoKa MapLUpyTU3aTop BbIMOMTHUT Nepesarpysky.
» USB: Paszbem ans NogknioyeHnst yCTPONCTBa XpaHeHNst AaHHbIX.
» WAN: WAN-nopT ucnonb3yerca ana nogkntodveHuss DSL/kabenbHoro mogema unu cetu
Ethernet.
> 1,2,3,4 (LAN): 311 nopthl (1, 2, 3, 4) ncnonb3yoTca ANs NOOKNIOYEHNs MapLupyTnsaTopa K
KOMMbloTEpaM NoKanbHOWM ceTu.

>  AHTeHHa: crnyxuT aAns 6ecnpoBogHOro NnonyYyeHnst 1 nepenadm AaHHbIX.
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MnaBa 2. NopgknoyeHne mapLipyTmusaTtopa

2.1 CncremHble TpeboBaHuA

>  LUupokononocHbin goctyn B MIHTepHeT (DSL/Cable/Ethernet)

»  OpuH DSL/kabenbHbii MogeM ¢ pasbeMoM RJ45 (He TpebyeTcsi, eCnun yCTPONCTBO HaNpPsAMYHO

noaknto4veHo k cetn Ethernet)
> KomnbtoTepbl ¢ paboTtatowmm agantepom un kabenem Ethernet ¢ pasbemamm RJ45

> [Noppepxka npotokona TCP/IP anga kaxgoro koMnbioTepa

» Beb-6pay3sep - Microsoft Internet Explorer 5.0, Netscape Navigator 6.0 nnm Bbiwe.

2.2 TpeboBaHuA K cpeae UHCTaNNALUn
>  MapuwpyTtusatop A0mKeH HaxoaAUTbCS B XOPOLLO NMPOBETPMBAEMOM MeECTe B OTAaNEeHUmn ot
HarpeBaTeneVl nnn O6OI’peBaTeJ'IbHO-BeHTVIJ'IFILI,VIOHHbIX cuctem

> yCTpOﬂCTBO He OOJMKHO noapeprarbca npaMomy BO34ENCTBMIO UCTOYHUKOB CUIIBHOIO CBETA

(Hanpumep, CONHEYHbIN CBET)

>  Bokpyr ycTporictBa 4OMKHO OCTaBaTbCs HEe MeHee 5 cM cBOGOAHOro NPOCTpaHCTBa
> Temnepatypa akcnnyatauun: 0°C~40°C (3ZF~104°T)

» OTHocuUTEnbHas BRaXHOCTb Bo3gyxa npu akcnnyataumun: 10%~90%, 6e3 obpasoBaHus

KOHOeHcaTa

2.3 NopgknroyeHne MmapLipyTusaTtopa

Mepen yctaHoBKOWM maplupyTusaTopa criegyeT yb6eauTbCs, YTO Ball KOMMbIOTEP MOAKIMOYEH K
WHTepHeT Yepes LUMPOKONONOCHLIN cepBuc. Npu BO3HMKHOBEHUN NPobnem obpaTtuTech k CBOEMY
noctaBLUMKy WHTepHeT-ycnyr. 3arem npou3BeauTe YCTaHOBKY MapLupyTu3aTopa COornacHo
WHCTPYKUMKN. He 3abyasTe BhITalWUTb BUNKY U3 PO3ETKU, NPOU3BOAMTE OaHHble AeNCTBUS CyXMMM

pykamu.
1. OTkn4MTE OT NUTaHUA KomnbtoTep, DSL/kabenbHbIi MOgEM 1 MapLLpyTM3aTop.

2. BblbepuTe onTMManbHOe MecTO Ansi Maplpytudatopa. OObIMHO NyuYllMM BapUaHTOM

aBnsieTcs LeHTp 6ecnpoBoaHoi ceTn. MecTo yCTaHOBKM AOMKHO oTBeYaTh 2.2 TpeboBaHnsam

K cpeae nHcrannauumn.

3. OTperﬂMpyVlTe nonoXxeHune aHTeHHbl. OBbIYHO 3TO BEpPTUKalibHOE MOoJ10XEeHue.

4. TogknoumTe KOMMbIOTEP (-bl) M KOMMYTATOPLI/KOHLUEHTPATOPbl K flOKanbHOW CeTu 4epes

noptel LAN maplipyTtmnsartopa, Kak nokasaHo Ha puc. 2-1 (ecnun y Bac yxe ecTb agantep
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6ecnpoBogHoin cetn (NIC), M ecnu Bbl XOTUTE BOCMONb30BAaTbCS MOAKMOYEHUEM MO

GecnpoBOAHON CEeTH, Bbl MOXETE NPOMYCTUTb 3TOT Luar).

Mopkniounte DSL/kabenbHbii MmogeM k nopTy WAN mapLupyTtusartopa (cM. puc. 2-1).

MonkniounTe afanTep NMTaHUS K COOTBETCTBYIOLLEMY pasbeMy MaplupyTusaTopa, a apyroi
€ro KOHeLl| BCTaBLTE B PO3ETKY.

Bkntounte komnbtotep u DSL/kabenbHbIn MogeM.

= — =

| J | I. Il J
= 9ol | oo =

PONER  RESET USB WAN = 4 1 3 3 ry 3 ;

m

K nopty WAN ‘

|
|
|
| i
F —-— s e s el ‘-'_/.- £
I S
xDSL/Kabens/Ethernet
1 N N Z
1 i \J, b
KommyTtatop/
1 ceTeBOW KOHUeHTpaTop
I -
L JIlokankHas ceTk

o i D
a7 I D I I

MocraBwwuk UHTepHeT-ycnyr

Moo P

Puc. 2-1 YctaHoBKa annapaTHOM YacTu MapLupyTtusatopa
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MnaBa 3. PykoBoAcTBO MO ObICTPON YCTaHOBKE

B aton rnaee paccCKa3blBaeTCA O TOM, KaK B Teé4eHNEe HECKOJIbKUX MUHYT NpPoOn3BeCTU HaCTpOVIKy

6a3oBbix GyHKUMI MappyTudaTtopa TL-WR1043ND npu nomowm mactepa ObICTpO HAaCTPOWKMK.

3.1 Hactpouka TCP/IP

Mo ymonuaHuio gomeHHoe nva mapwpytmusatopa TL-WR1043ND http://tplinklogin.net, IP-agpec

ycTporcTtea 192.168.1.1, macka nogcetn 255.255.255.0. NMpu xenaHmn 3Tn 3Ha4eHnst MOryT ObIThb
n3mMeHeHbl. B gaHHOM pykoBOACTBE B KadecTBe MpuvMepa WCNONb3YHTCHA 3HayYeHus Mo

YMOJMT4aHUIo.

Mogknounte KOMMbIOTEP NOKanbHOW ceTu K ogHomy m3 noptoB LAN mapwpyTtusartopa. lNocne

3TOro Bbl MOXeETe HacTpouTb |IP-agpec Ans Ballero KoMnbloTepa, NPoAenas CreayrLwme Wwarn.

1) B npotokone TCP/IP Bbibepute MonyumTtb IP-agpec aBTOMatuyeckun. Ecnu Bam

HeoOXoaMMbl MHCTPYKUMM, Kak 3TO cgenaTtb, cMoTpute [lpunoxenve B: Hacrtporika

KomMnbloTEepa.

2) BctpoeHHbIi DHCP-cepBep HasHauuT komnbtoTepy IP-agpec.

Tenepb Ans NPOBEPKM CETEBOIO NOAKIMIOYEHMS MEXOY KOMNBIOTEPOM U MapLUPYTU3aTOPOM MOXKHO
B KOMaHOHOW CTpoke BBecCTM komaHgy Ping. lNMpuBeneHHbI HWxe npumep otHocutca Kk OC
Windows 2000.

B komaHgHon ctpoke BBeguTe ping 192.168.1.1 n HaxmuTe Enter.

> Ecnu Bbl nonyuunu pesynbrat aHanorMyHblil npeacTtaBneHHoMy Ha puc. 3-1, 3To 03Ha4aeT,

YTO coeaunHeHne Mmexay KOMnbTepomM U MapLUpyTU3aTtopom Obino YCTaHOBJTEHO yCNEeLIHO.

Command Prompt

Microsoft Windows BP [Bepcua 5.1.26001
(C> Kopnopauuwna Mavikpocoor, 1785-2001.

C:~Documents and Settingsstplink>ping 192.168.

naketamd c 172 .168.1.1 no 32 sadt:

or 172.168.1.1: uMcao sakT=32 Bpemadinc TTL=h4
or 192.168.1.1: yucao sakT=32 Bpemad<inc TIL=6b4
or 192.168.1.1: yMmcao sakiT=32 Bpema<imc TIL=64
or 192.168.1.1: uMcao sakiT=32 Bpemadinc TTL=h4

Craructuka Ping naa 192.168.1.1:

MNakeToe: oTnpaBAeHo = 4, NoAYYEHO 4. notepaHo = 0 (¢ noTteps).
MpUEAUSHTEABHOE BPEMA MPHEMA—TIEPENAYH MC 3

MubnumanabHoe = Owucek,. MakcumaabvHoe 0 mcex. Cpennee = 0 mcer

C:~Documents and Settings“tplink>_

Puc. 3-1 YcnewHbin pedynbstat BbiNonHeHUs komaHabl Ping
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» Ecnu pesynbraT aHanorMdeH mnpeacTaBfeHHOMY Ha puc. 3-2, 3TO O3HayaeT, u4To

NOoAKINK4YeHne Mexay KOMnbioTepoM N MapLUpyTU3aToOpoOM OTCYTCTBYET.

Command Prompt

Microsoft Windows XP [Bepcua 5.1.26001
¢G> Kopnopauuws Maskpocoor, 1985-2001.

C:~Documents and Settings“tplink>ping 192.168.1.1
DemeH naketamd ¢ 172.168.1.1 no 32 salT:
AnNnapaTHb® CEOM.

ANNapaTHHW CEOW.

JanaHHMH Y3IEeA HEeNOCTYNEeH.

JapaHHMK Y3ea HeNoCcTYNeH.

CtarucTuka Ping nan 192.168.1.1:
Naketoe: ornpasaeHo = 4, noayuenHo = 0, novepano = 4 (1@00% notepb?.

C:~Documents and Settings“tplink>_

Puc. 3-2 HeygayHbin pedynstaTt BbINONHEHUS KOMaHabl Ping
MpoBepbLTe NoakntoYeHUe crneayoWmmMm oopasom:
1. HAensetca nu nogknioyveHMe Mexay BalliMM  KOMMbTEPOM U MapLupyTM3aToOpOoM

KOPPEKTHbLIM?
& lMpumeyaHue:
WHaunkatopsbl 1,2,3,4 noptoB LAN, KOTOpble Bbl NOAKMIOYMIM K MapLUPYTU3aTOpy M MHAMKATOPbI
afjanTtepa KoMrbloTepa AOMKHbI FOpeThb.

2. fAsnsaetca nu npaeunbHon KoHdurypauma TCP/IP Ha komnbloTepe?

& lMpumeyaHue:

Ecnn IP-agpec mapwpyTtusatopa 192.168.1.1, 1o IP-agpeca KOMMNbOTEPOB AOMKHbI NexaTb B
AnanasoHe 192.168.1.2 ~ 192.168.1.254.

3. Tonpob6ywnTte IP-agpec 192.168.0.1.

& MpumeyaHue:

Ecnun IP-agpec LAN-ceTm mMogema, MOAKMNKYEHHOrO K BalleMy MapLupyTusatopy, sBnsietcs
192.168.1.x, IP-agpec LAN-ceT1 mapLipyTtusatopa no yMmosn4aHuio aBToMaTuyecku M3mMeHnTCs ¢
192.168.1.1 Ha 192.168.0.1, uTobbI M3GexaTb KoHpnMkTa IP-agpecos. Moatomy, Ans Toro, 4YTobbI
NpoBEPUTb COEAUHEHNE MEXAY BallMM KOMMbLIOTEPOM U MapLUPyTU3aTOPOM, Bbl MOXETE OTKPbITb
KOMaHOHYO CTPOKY, BBeCTU ping 192.168.0.1 n 3atem HaxaTb Enter.

3.2 PykoBoACTBO MO O6bICTPON YCTaHOBKE

Mpu nomoLum Beb-yTunuThl (Internet Explorer nnu Netscape® Navigator) MOXXHO nerko HacTpouTb
N ynpaenaTb MapLUpyTM3aTopoM. OTy BEG-yTUNUTY MOXHO ucnonb3oBaTth B nobon OC Windows,

Macintosh unu UNIX OS 4epes Beb6-Opaysep.

1. [Ona poctyna k yTunute OTKpomTe BeG-Opay3ep u BBeaute agpec MO  YMOMYaHuio

http://tplinklogin.net.
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Aapec |@ http: fftplinklogin, net

v

Puc. 3-3 Bxog B mapLupyTmusaTop

[MosiBUTCA OKHO BXO4a B CUCTEMY, aHarnornyHoe Tomy, kak npeacTtaBneHo Ha puc. 3-4. B none

Monb3oBaTtenb n Maponb BBeauMTe admin, MCMONb3YS HWXKXHUA PErncTp. 3ateM HaxmuTe

kHonky OK nnu HaxmuTe knasuwy Enter.

Mogwnwue Hue k tplinklogin.net

TP-LIMK Wireless M Gigabit Router WR 1043MD

MopesoEaTENE: |ﬁ admin v|
Mapont: | [TYTT] |
[+]oxpaHTE naponk:
[ Ik ] ’ OTHEHS

Puc. 3-4 Bxopg B cuctemy

& [lMpumevaHue:

Ecnun paHHOe OKHO He MosIBUIOCH, 9TO O3HAYaET, YTO Ball BeO-Opay3ep HAcCTpOeH Ha paboTy B
pexume npokcu. 3anante B pasgen Cepsuc > Ceownictea obo3pesartens > [NogknioveHns >
HacTtpolka napameTpoB fokarnbHOM CeT. B nosiBMBLLUEMCS OKHE YOepuTe rarnouyky ¢ S4enkm
Vcnonb3oBaTtb NPOKCU-CEPBEP AN NTOKANbHbIX NOAKMHOYEHUA 1 HaxxmuTe OK.

2. Tlocne ycnewHoro Bxoaa B CMCTEMY BbibepuTe MeHI0 BbicTpas HacCTpoWKa Ansa HAaCTPOMKK

mapLupyTumsaTopa.

C NOoMOWEK BEICTPOR HACTPOAKM BRI CMOMXETE 3303Te OCHOBHEIE NapaMETREl CETH.

OnA Npogon#eHna, NoxanyicTa, HaxmuTe kHonky Oanee .

[NA Bbx003, NOXANYACTA, HAKMUTE KHOMKY Beixomd .

[ Boxon | [ Oanee |

Puc. 3-5 BeicTpas HacTpoiika

3. Haxmute kHonky Oanee, nocrne yero nossutca okHo Tun WAN coeguHeHUA, Kak NokasaHo

Ha puc. 3-6.

10
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I1acTep GEICTDOM HACTPOMKA NOMOKET HACTROWTE EAL TN COBAMHEHHA WAN NopTa.

MapwpyTMaaTop NoNEITASTCA AETRMATUYECKW CNPEAENUTE TMM MHTEPHET NOAKNIKDYEHNA BEAWETT NOCTABWNES VIHTEPHET-YCMYT, 8CNW BBl EpifepeTe oNUMo ABTOONPEOeneHne .
B npoTHBHOM CRy4ae BaM NPUAETCA BPYYHYI YKA3aTh THN NOOKMIDYEHNA

(& AsToonpemenenme - No3BONNTE MAPWRYTUIATORY AETOMATHYECKN ONPEAENNTE THN COSANHEHNA, NPEA0CTAENASMOrD BAWNIM NOCTABWNKDM FHTEPHET-YCMYT.

() PPPOE - [InA 3T0ra THN3 COBAMHEHWA BAM HEOBX0AMMO HMA YUETHON 3aNUCKH U NAP0Mk, ELIGAHHEIE BALWWIM NOCTABWMKOM VIHTEpHET-yCryT

() L2TP/Poccwa L2TP - [INA 3T0r0 THNa NOAKMIOYEHNA BaM NoTPebyeTcA MMA Y4ETHOIR 33NUch M Naponk oT B3WErD NOCTABWMES MHTEpHET-yenyT

() PPTP/Poccusa PPTP - [inA 310rc TANa NOZKIKYEHNA Bam noTpedyerca uma YY4ETHOLIA 33MKCH 1 N2P0oNk 0T BAWEro NOCTABWNKE MHTEpHET-yonyr.

) AnHaum4ecknit IP-aapec - Baw NocTaBWNK VIHTERHET-YCIyT MCNoNb3yeT cnykGy DHCP ANA HazHayeHnA BaWeny MapwpyTnaatopy IP-aapeca npi NOAKMYEHIH K MHTEPHETY.

O CraTu4eckui IP-aapec - 3T0T THN COEOMHERMA WCNONE3YET NOCTORHHEIN, PUKCHPOBAHHEI (CTATHYECKNA)IP-30PEC, HAZHAYEHHEIR BALMM NOCTAELMKOM VIHTEDHET-YCMT.

Fased

Pwuc. 3-6 Tun WAN coeaunHeHus

MapwpyTmnsatop pacnonaraet ¢yHkumen ABToonpegeneHme u obecrneuymBaeTr nNATb
Hanbornee pacnpocTpaHeHHbIX cnocoba noakntoveHus k VIHTepHeT - PPPoE, L2TP/Poccus
L2TP, PPTP/PoccuaPPTP, HAOuHamuuveckun IP-agpec un Crtatunyeckun IP-agpec.
PekomeHngyeTca Bocnonb3oBatbCs yHKunen ABToonpegeneHue. Ecnv Bbl 3HaeTe Tuvn
noaknoyeHns kK VIHTepHeT, npefoCTaBfsieMbli BaliMM MOCTaBLUMKOM VIHTepHeT-yCnyr,

BblOepuTE ero n HaxxmmTe KHornky Janee.

Ecnu Bbl BbiOpann ABTOoonpeaerieHUe, MapLupyTM3aTtop aBTOMaTUYECKM OnpenenuTt Tun
NoaKnioYeHus, npegocTaBnsemMblt  BalwMM  NocTaBwukoMm  WHTepHeT-yenyr.  [Nepeq
ncnonb3oBaHNEM OaHHOW YHKUUKM, yoeamuTechb, YTO Kabenb HageXXHO MOAKITYEH K MOpTy
WAN. lNocne ycnewHoro onpeaeneHnst Ha akpaHe KOMMNbTepa 0TOGPa3nTCa OKHO HACTPOEK

TeKyLwiero MHTepHeT-COGD,VIHeHVIFl.

Mpu onpegeneHnun Tnna noakntodeHus PPPoE, otobpasuTca cnefytoulee okHo (puc. 3-7).

Wua nonezoearenn: usemame
Maponk: LI
MoareepanTs Napons: Ty
BTopH4HOE NOOKNHYeHe: & Otkmiounte (O OuHamuuecknid P (O CTatwueckwi IP (Dual Access/PoconA PPPoE)

Hasaa

Puc. 3-7 beicTpas HacTpoiika - PPPoE

e Wmsa nonb3osarens/Maponb — Ykaxute UMA nonb3oBatens v Maponb, NofyyYeHHble
OT nocTtaBLmka VHTepHeT-ycnyr. 3Tu nonsa SBNSTCA YyBCTBUTENbHBIMU K PETUCTPY.

Mpy BO3HMKHOBEHUW NPOGieMbl 06paTUTECh K MOCTaBLUMKY VIHTEPHET-yCnyr.

e [loaTBepauTb Naponb — BeeauTte elwe pas naponb, MOMyYeHHbIM OT MOCTaBLUMKA
WHTepHeT-ycnyr, 4tobbl y6eautbesi, YTO BBEAEHHbI BaMU Naposib npaBusbHbIA. Ecnv
naposib OTNNYaETCS OT 3HAYEHUS, BBEAEHHOTO NPU NOATBEPXKAEHUM NAPOs, NOSBUTCS

cnegytowee okHo. Haxmmnte OK 1 3aHOBO BBeAMTE Naposib U noaTBepXAeHne naponsi.

1



LIRS Ex]\"l] BecnpoBoaHOM rMrabuTHbIM MapLupyTusaTop cepum N

CoofweHue c Be G-cTpaHHUbI

] E Mapone OTAMYAETCA OT NOATEERHAEHHA Naponal
L]

MoctaBbTe TOYKy B none AuHamuuyeckuin/Ctatmyeckuin IP ana aktmBaumMm BTOPUYHOMO
COEAVHEHNs!, ecrnv Ball NOCTaBLUMK VHTEpHET-ycnyr Ans NOAKMHYEHUS K NOKanbHOW ceTu

npegocTaBnseT BaMm 0COObIN TN NOAKMOYEHUS, Takon kak OuHamudeckunin/Ctatmyeckun IP.

Ecnu Bbl Bbl6paJ'IM Cratnyeckun IP, Bam B HUWXeyKa3aHHOM OKHe noHagobutca BBECTU

IP-appec n Macky nogceTu, NnpegocTaBnisieMble BalMm NOCTaBLUMKOM NHTepHET-yCnyr.

BbicTpan HacTpoiika - PPPoE

WmA nonezoBatens: | username |
Maponk: | ey |
MogreepauTs Napons: | Iy |
BTopu4HOE NOOKNH4YeHne: O Otemiounte () OuHamunveckui (P (& Cratmueckuid IP (Dual AccessiPoccua PPPoOE]

IP-agpec: 0000
Macka noaceT: 0.000

Puc. 3-8
HaxmuTte kHonky [anee, 4ToObl Npogormkuntb, Mnu kHonky Hasap, 4ToObl BEpHYTbCA Ha

npeablayLLyo CTpaHuLy.

>  [Npwu onpegeneHun Tnna nogknioveHns L2TP/Poccus L2TP, Bbl yBUAMTE CriegytoLiee OKHO.

BbicTpan HacTpoika - L2TP

1A NoNb30BATENA: | USEMmane |

MNapone: |.......o |

IP-appec/ima cepeepa: |

IPagpec: (0000 |
Macka noaceti: |U_U.U.U |
Link3: |U_U.U.U |

DNS: 0000 |

[ Hasag | [ Danee |

Puc. 0-9 BeicTpas HacTpoika — L2TP

12
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[ Uma nonb3oBatens u naponb — Beeaute nmsa nonb3oBartens u naporsb, NpegocTtaBlieHHbIe

BalIMM nocTaBLwmkom VMHTepHeT-ycnyr. O6a nonst Y4yBCTBUTENbHbI K PErMCTPY.

Ecnu Bawwum noctasLwmkom ViHTepHeT-ycnyr 6binm npegoctasneHsl |IP-agpec, macka nogceTw,
wnto3 n agpec DNS-cepsepa, Boidepute Ctatuveckum IP. B npotuBHOM criyyae Bbibepute

OvHamuuyeckun IP.

Beegute IP-a/J,pec cepBepa M OOMeHHOe WMdA, npeaocTtaBsieHHble BallM MOCTaBLLMKOM

UHTepHeT-ycnyr.
Haxmute kHonky [anee, 4ToObl npogomkutb, wunu kHonky Hasapm, 4Tobbl BEpHyTbCA Ha
npeabiayLLyto CTpaHuuy.

Mpn o6HapyxeHun Tnna nogknodeHnss PPTP/Poccua PPTP otobpasutcs cnegytoLee oOkHo (puc.
3-10).

WmA none3oBatens: username

Mapone: [TIITIIT)

) OuHamuueckil IP | @)

IP-agpec/lnA cepeepa:

IP-anpec: 0.0.0.0
Macka noaceTu: 0000
Wnkoz: 0.0.0.0

DN S: 0000

[ Hasag | [ Danee |

Puc. 0-10 BeicTpas HacTpolika - PPTP

e MWma nonb3oBatena u Mapons — Bseegute wmsa nomnb3oBatens W Naponb,
npefocTaBrneHHble Bawum nocTtaBwmkom WHTepHeT-ycnyr. Oba nons 4yBCTBUTEMbHbI K

perucrpy.

Ecnu Bawum noctaswmkom UHTepHeT-ycnyr 6binv npegoctasBneHsl |IP-agpec, macka nogcetw,
wro3 u agpec DNS-cepsepa, Bbibepute Ctatnyveckun IP. B npotvBHOM cnyvae BbiDepuTe

OvHamuuyeckun IP.

Beegute IP-a,u,pec cepBepa wunin OOMEHHOE WUMA, npegocTtaBlfieHHble BallMM MOCTaBLUUKOM

WHTepHeT-yCnyr.

Haxmute kHonky [anee, 4ToObl npopomkutb, wunu kHonky Hasap, 4Tobbl BEpHyTbCS Ha

NpeablayLLyo cTpaHuuy.

Mpn oBHapyxeHun Tuna nogkniodeHuss OduHamuyeckun IP-appec otobpasnTtca cnegytollee
OKHO (puc. 3-11).
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LIRS Ex]\"l] BecnpoBoaHOM rMrabuTHbIM MapLupyTusaTop cepum N

>

Ecnu Bbl 3axoguTe Ha MapwpyTtmn3aTtop C rmaBHOrNro KOMMbKTEPA, HAXMUTE Oa, nocne

yero HaxmuTe KnoHuposats MAC-agpec.

BbicTpas HacTponKka - KnoHnpoBanue MAC-agpeca

MokanyicTa, BHUMATENEHG NPOYNTAATE HANWCAHHOE B NPAEDA YACTH OKHA.

(& [Oa, A NoOKMIDYEH K MaEHOMY KOMAEKRTERY(KNOHWPpoEaTE MAC-agpec)

() HeT, A NogrnioYeH K gpyrany KoMNeKTERY(HE HYPKHO KNoHMpoBaTe MAC-agpec)

MAC-agpec VWAN: |D8-5D-4C-F5-43-45 | [BoccTanosnTs Sasoackon MAC-anped
MAC-anpec BaWwero KOMNbHTEPE: | | [ FNoHWpoBaTe MAC-aapec ]

| Hasaa | | Danee |

Pwuc. 0-11 Beictpast HacTponka — KnoHunpoBaHune MAC-agpeca

Ecnn Bbl 3axoguTe Ha MapLupyTn3aTop He C rmaBHOrNro KomMmnbrTEpPAa, Bbl6epVITe Het 1

3atem BBeaute MAC-agpec rnasHoro komnbtotepa B none MAC-agpec WAN.

BbicTpan HacTpo#ka - KnoHnposaHue MAC-agpeca

MoxanyAcTa, EHMMATENEHEG NPOYUTANTE HANMCAHHOE B NPAEDA YACTH 0KHA.

() [a, A NOOKNKYeH K MaEHDMY KOMNERTERY(KNOHWPpoEaTE MAC-agpec)

MAC-agpec VAN: |D3-5D-4CF5-4345 | [BoccTanosuTs 3asoackoit MAC-agped|

MAC-agpec Balero KoMNbHTEpE: | |

| Hasag | [ Oanee |

Puc. 0-12 BbicTpas HacTpolika — KnoHnposaHue MAC-agpeca

Mpn obHapyxeHun Tuna nogknodeHns - Ctatnvecknm IP-agpec, otobpasuTca cnegytowiee
okHo (puc. 3-13).

BbicTpan HacTpoika - Ctatuyeckni IP-agpec

IP-agpec: |[]_[]_[J.U |

Macka noaceT: |[]_[]_[J_[] |
OCHOBHOWN W3 | 0.00.0 | (He o@iAaaTensHo)
Meper4HLIR DNS: | 0000 | (He o@AazaTensHo)
BTopH4HLIN DN S: | 0000 | (He o0AzaTensHo)

[ Hasan | [ Danee |

Puc. 3-13 bbicTpas yctaHoBka — Ctatnyeckun IP
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e IP-apgpec — 310 WAN IP-agpec, Buanmbii BHELHUM MNonb3oBaTensaMm B UHTepHeT

(Bknioyasn Ballero noctaswuka IHTepHeT-ycnyr). YkaxuTe IP-agpec B aTom nore.

e Macka nogcetu — Macka nogcetu, ncnonosyemas WAN IP-agpecom. OGbIYHO 3TO
255.255.255.0.

e OcHoBHoM wnto3 — [1pyn HeobxoamMMocTu ykaxute IP-agpec.
e [epBunyHbIn DNS — INpn HeobxoaumocTu ykaxute IP-agpec DNS-cepBepa.

e BtopuuHbin DNS — Ecnu Bbl nonyyunu oT noctaBwuka WHTepHeT-ycnyr agpec

apyroro DNS-cepBepa, ykaxuTe ero B 3Tom norse.

5. Ytobbl npogomknTb, HaXxxMmTe KHOMNKy [anee. Nocne aToro nosiBuTcs OKHO BecnpoBogHom

pexum (puc. 3-14).

BecnpoeogHON pexim: BrnrounTe v
HuA SecnpoBoaHON ceTh: TP-LINK_F54344 (Tarke HazbigaeTcA SSI0)
PeruoH: PoccuA w
Kanan: Aato -
Pexunt: 11bgn cmewanHeIi b
WKpHHa KaHana: AgTo v

MakcumansHas ckopocTe nepeaa3n (Tx): 300MButic v

3auuTa GeCNPOBOAHOTD PEXINMA:
® OTKNHMITE 3aUHTY
O WPA-PSKNWVPAZ-PSK(PekouerayeTcr)
Mapone PSK:
(Bl moxeTe EeecT NGo ASCII cuMECNEI B NPOMEXYTKE MexTy B 1 63 unn WecTHagUaTepryHBIE CUMECE B NPOMEXYTKE Mexdy 8 n 4.}

(] Be3a NanexHeHwi

Puc. 3-14 BeicTpas HacTpoiika — becnpoBogHou pexum

»> becnpoBogHOM pexum — BbiGpaB COOTBETCTBYHOLLMIA INIEMEHT M3 BbiNadatolero MeHto,

Bbl MOXETE BKIIOYNTL/BLIKITHOHYNTL prHKLI,VII-O.

> Wma OecnpoBogHOM ceTM — YKaxuTe 3Ha4vyeHMe AnvHon o 32 cumBonoB. Bcem
6ecnpoBOaHBIM YCTPOWCTBAM CETU AOMMKEH ObITb MPUCBOEH OAMH U TOT e naeHTudmkaTop
SSID. YTto kacaetca 6esonacHocTn 6GecnpoBogHOW ceTw, wmaeHTudpumkatop SSID no
ymonuaHuio  (XXXXXX — nocnegHve LWecTb YHuKanbHbIX cumeonoB MAC-agpeca
MapLipyTtusaTtopa). [laHHoe none siBnsieTcs YyBCTBUTENbHbIM K pernctpy. Hanpumep, TEST

n test — 9T0 pasHble 3HaYEeHUS.

> PernoH — BbibepuTe COOTBETCTBYHOLIEE 3HAYEHME M3 BbiNagarollero MeHw. B gaHHOM
rnone ykasblBaeTCHa pernoH, rae yHkums 6ecnpoBogHON nepenadn AaHHbIX MOXeT ObiTb
ncnosnb3oBaHa. Vcnonb3oBaHue OaHHOW (PYHKUMM B PErMoHax, He yKasaHHbIX B CMUCKE,
MOXET ObITb HE3aKOHHbIM. ECnn BalLen cTpaHbl N perMoHa HeT B cnucke, obpaTutecs 3a

NOMOLLbKO B MECTHOE NpaBuUTENIbCTBEHHOE areHTCTBO.
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LIRS Ex]\"l] BecnpoBoaHOM rMrabuTHbIM MapLupyTusaTop cepum N

Kanan — B aTom none YKa3blBaeTCcH pa6oqa;| yacTtoTa. 3HayeHue no YMOJ14aHuto ABTO. He
cnenyet M3MeHATb 3TO 3Ha4YeHue, eCri TOJNIbKO HEe BO3HUKIU I'IpO6J'IeMbI C nomexamun ot

HaxogsLenca nobrm3ocTy Apyron TOYKM JocTyna.
Pexum — Pexxum 6ecnpoBogHoOi nepeayn aHHbIX MapLipyTuaaTopa.

LLimpuHa kaHana — BbiGepuTe COOTBETCTBYHOLLEE 3HAYEHME W3 BbiNagatoLlero crucka.
3HauyeHne no ymon4yaHuio ABTO, NMpPU KOTOPOM YCTPOMCTBO aBTOMAaTUYECKU perynupyet

LLPUHY KaHana and KrnneHToB.

MakcumanbHasa ckopoctb nepega4vm (Tx) — B aTom none MOXHO OrpaHM4mMTb CKOPOCTb
nepenaym AaHHbIX.

OTKNOUYNTL 3aWwmTy — OYyHKUNA obecneyeHnsa 6e30nacHOCTM MOXKET ObiTb BKIOYEHA UMK
BbIKNtoyeHa. NMpun BbIKMOYEHHON (PYHKUUM GeCnpoBOAHbIE CTaHLMM MOTYT NOAKMYaThCs K

MapLpytusatopy 6e3 npuMmeHeHusi windpoBaHms. HactoaTenbHO pekomeHayeM BbiGpaThb
OfHyY M3 onuuin anst obecneveHns 6e3onacHoOCTy.

WPA-PSK/WPA2-PSK — Bbibop WPA Ha ocHoBe npegBapuTenbHO YKazaHHOW NaposfibHON
dpasbl.

Maponb PSK - MoxHo wucnonb3oBatb cumBonbl  c¢opmata ASCIl  wnn

LueCTHa,quaTepVI‘-lele CUMBOIJbI.

Mpun BoIGOpe ASCII kntod MoxeT cogepxatb Undpbl oT 0 4o 9 n Gykebl oT A o Z u ero

JnvHa OomkHa cocTaBnaTb oT 8 Ao 63 cMMBONOB.

Mpu BbIOOpE LlecTHaAUATEPUYHBIN KITHOY MOXET COCTOATb M3 Lmdp oT 0 o 9 n BykB oT A
no F, a ero anuHa gomkHa 6bITh B npegenax oT 8 4o 64 cMvBOIIOB.

CnenyeTt nmeTb B BUAY, YTO KIHOY ABMSAETCA YyBCTBUTENbHBIM K PETMCTPY. DTO O3HA4aeT,
YTO WCMONb30BaHNE MPOMUCHBLIX U CTPOYHBLIX OYKB BNMUSIET Ha ero 3HadeHue. Hennoxo
3anucatb rae-Hnbyab 3HadYeHve KNwYa U OpYrux HacTpoek 3awmutbl 6ecnpoBoHON
nepenayv gaHHbIX.

Be3 uameHeHun — [lpu BbIGOpe 3TOM onumMnM KoHdUrypaums GecnpoBogHOW nepenayn

JAaHHbIX ocTaHeTcHa 0e3 nameHeHumn!

JaHHble HaCTpOIZKI/I ABNAIOTCA BCEro nuwb 6asoBbiMU. YTOOLI y3HaTb O AOMOJTHUTEsIbHbIX

HacTponkax, cMoTpute Pasgen 4.6: 5ecnpoBO4HOM PEXMM.

HaxaB kHonky [lanee, Bbl OKaXXeTeCb B OKHe 3aBepLueHue.

Ecnn B okHe BecnpoBogHOM peXuUM He Obifo caenaHo U3MEHEHUN, OKHO 3aBepLueHune
OyoeT BbIMsAeTb, Kak npeacTtaBneHo Ha puc. 3-15. HaxmuTte kHonky 3aBeplunTb, YTOObI
BbINTN 13 pa3gena bbicTpasi HacTpouka.

MNosgpasnaem! MapwpyTH3aTop B HacToALee BPEMA COEANHAET Bac C MHTepHeTOM. [nA NoapoBHbIX HACTPOEK, HaXMNTe, NoXanyicTa,
Ha Apyrue MeH, ecni aTo HeoBxoanMo.

Puc. 3-15 BeicTpas HacTpowika - 3aBepLueHne
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Ecnn B okHe becnpoBoaHOl pexum Obinu caenaHbl UIBMEHEHUS, OKHO 3aBepLueHue Oynoer
BbIMMsA4eTb, Kak npeacTtaBneHo Ha puc. 3-16. Haxmute kHonky [epesarpyska, 4TOObI

caenaHHble USMeHEeHUA BCTYNUIin B cuny, n BbINOUTE M3 OKHA BbICTpaﬂ HaCTPOﬁKa.

MNosgpasnaem! MapwpyTH3aTop B HacToALee BPEMA COEANHAET Bac C MHTepHeTOM. [nA NoapoBHbIX HACTPOEK, HaXMNTe, NoXanyicTa,
Ha Apyrue MeH, ecni 3To HeoBxoanmo.

W3MeHEHNA HACTPOEK GECNPOBOOHON CETH BCTYNAT B CNY NOCNE NEPE3ATPYIKN MADWRYTHIATEPA

[Hazaa | [ nepesarpyma |

Puc. 3-16 BeicTpas HacTpowika - 3aBepLueHune
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naBa 4. HacTpounka maplpyTtusaropa

B arton rmaBe pacckasbiBaeTcs 0060 BCEX OCHOBHbIX YHKUMAX BeG-yTUNMTbI M cnocobax

HaCTPOWKWN.

4.1 Bxop B cuctemy

MNocne ycnewHoro exoga B CuMCtemMy B neBon yacTtu Be6-yTI/IJ'II/1TbI Bbl yBMauTe WeCTHaauaTb

OCHOBHBbIX MeHI0. B npaBon 4acTun cogepXxatca onncaHna n MHCTPYKUUNA.

CocroRHWe

BLiCTpas HacTpoika

OyHEA Q55

Cems

BecnpoBOQHON PEXMM

DHCP

Hacrpomkm USB

lNepeappecauwn

bezonacHocTb

PoaumenbCHWA KOHTPONb

KonTponk goctyna

PacumpeHHbIe HACTPORKA MapWpyTHIALMA
KoHTpons nponycEHOR CNocoDHOCTH

Mpuenasea IP- n MAC-anpecoB

OuHammseckma DNS

CHCTEMHbIE HHCTDYMEHTE

Hwxe npuBoauTtcs noapo6Hast MHGOPMaLUMs MO BCEM OCHOBHbIM (DYHKLUSIM BEG-YTUNUTLI.

4.2 CocTosiHUe

B okHe CocTosiHMe copepxutcs Tekywas WHgopMauuss no MapupyTu3aTtopy. [aHHas

NHpOPMaLUs OOCTYMNHA TOMbKO ANS YTeHUS.
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[Cocommwe ]

Bepcia NPpoWHBKM:

Bepcun obopyaoBaHus:

3.13.6 Build 111124 Rel.33710n

WR1043MD v1 00000000

NokanbHag ceTb
MAC-agpec:
IP-agpec:

Macka noaceTi:

DB-50-4C-F5-43-44
192.168.1.1
255.285.255.0

BecnpoBogHON pexumM
BecnpoBoHOe Bewaxne:
Wus (SSID):
Kanan:
Pexomu:
WvpwHa kaHana:

Makc. CKOPOCTh Nepeaayin AaHHbIX:

BrnigueHo

TP-LINK_F54344

ABTOMATWYECKN (HaCTOAWNR Kanan 7)
11bgn CMEWaHHLIR

ABTOMATMYECKMA

300MBuTc

MAC-anpec: DB-50-4C-F5-43-44
CocToaxwe WDS: BrnioueHo
WAN
MAC-agpec: 00-19-66-CA-8A-BE
IP-appec: 0.0.0.0 PPPOE(CO&OAHITE Na TREGORAHMI)
Macka nogcemi: 0.0.0.0
OCHOBHO WIH3: 0.0.00
DNS-cepeep: 0.0.0.0,0.0.0.0
Bpens B cei: 0 day(s) 00:00:00 Coegunnenne...
CTaTnCcTHKA no Tpaduky
MpunaTo OtnpaeneHo
Baiir: 2105467 146597
Naketos: 5966 1871
BPeNR paGoTkl 0 ke 01:05:24

Puc. 4-1 OkHO cocTosiHMA MapLupyTM3aTopa

4.3 BbicTpas HacTpouka

Cwmotpwu Pasgen 3.2: PykoBoAcCTBO MO ObICTPOM YCTaHOBKE.

4.4 dyHKkuma QSS

B aTtom pasgene cogepxarcd YKas3aHuAa no noAKmnK4YeHuo 6ecnposop,Horo yCTpOﬁCTBa K

CYLLECTBYIOLLEN CETU NocpeacTBOM yHKLUMN QSS.

a).

>

Bbibpas pasgen ®yHkuma QSS, Bbl OKaXXeTech B CrieaytoLlemM okHe (puc. 4-2).

OyHkuuna QSS (Mporpamma Quick Secure Setup)

@yHKUMA QS S CraTyc:

Tekywwit PIN-koq;

OodaeneHne HOBOMO YCTPOWUCTBEA:

OTknoyeHa BKNHYUTE

12345670 [

BoccTaHosuTs Pinkog | [

C030aTk HOBLII Pin-kog

]

Puc. 4-2 ®dyHkuma QSS

PyHkuma QSS CrtaTtyc — BknoyeHne/BoikntoveHne pyHkumm QSS.
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> Tekywmn PIN-kopg — 3pecb otoGpaxaerca Tekywee 3HadeHne PIN maplupyTtusaTopa.

3HadveHune PIN gns ycTponctesa MOXHO HanlTU Ha Kopryce YCTPOUCTBa.
> BocctaHoBuTb PIN-kog — BocctaHoBuTh 3HaveHue PIN, ncnonbsyemoe no ymonyaHmio.

» Co3pgatb HOBbIN PIN-koa — HaxkaB 3Ty KHOMKY, Bbl MOMy4MTEe HOBOE CriyvyanHoe 3HayeHue
PIN wmapwpytmnsatopa. CreHepupoBaB HoBoe 3HadeHume PIN, Bbl o0b6ecneuvBaeTte

©e3onacHoCTb ceTu.

> JlobaBneHue HOBOro ycTponcTBa — HaxaB 3Ty KHOMKY, Bbl MOXeTe BpY4YHyl0 [06aBUTb

HOBOE YCTPOWMCTBO K CYLLECTBYIOLLIEN CETW.

b). YToOblI fOGABMTL HOBOE YCTPONCTBO:

Ecnn ©GecnpoBogHov apantep nopaepxuBaet Wi-Fi Protected Setup (WPS), Bbl MoxeTe
yCTaHOBWUTbL  GecrnpoBogHOe  NoAkniyeHve  Mexgy  6ecnpoBogHbIM — aganTtepoM U
MapLpyTtusatopom npu nomowm Push Button Configuration (PBC) nnn PIN.

& lMpumevaHue:

YUToObl co3gaTb yChnewHoe MOAKMIoYeHe ¢ nomowblo dyHkumMM QSS, BaM Takke npuaeTcs
NPOM3BECTM COOTBETCTBYHOLLME HACTPOWKN HOBOMO YCTPOMCTBa Ans oyHKuum QSS.

lMpouecc HACTPOWMKM HOBOro YCTPOWCTBA NOKa3aH Ha npuMepe 6ecnpoBOAHOro agantepa Hallemn
KOMMaHunn.

. MNocpenctBOoM PBC

Ecnu 6ecnpoBogHon agantep nogaepxueaet Wi-Fi Protected Setup n Push Button Configuration
(PBC), Bbl MoxeTe gobaBuTb ero k cetu nocpeacrtsom PBC npu nomowm cnegywowmx tpex

cnocoboB.

MepBbI cnocob6:

War 1: Haxxmnte kHonky QSS, pacnonoXeHHyt0 Ha nepegHen naHenyn mapLipytmusaropa.

a N

PWR sYs WLAN 4 3 2 1 WAN USB QSS

C o ] T [T T T[] T 11O ) .((([ﬁ'j)))

Wireless N Gigabit Router TL-WR1043ND

g B

War 2: HaxxmuTe n yaoepxumBanTe kHonky QSS agantepa B TedeHne 2 unu 3 cekyHa.

War 3: Joxantecb nosiBNeHUst N300paxXeHHOro Hmke okHa. HaxmuTe kHonky FotoBO, 4TOGbI

3aBepLUMTb HacTponky QSS.
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B ce pexc (055 ana becnpoeogHono pe kHma E|

()

Hacrtpoiika 6ecnpoeoaHoil cCeTH 2aBepueHa

Baw koMnbaTep yocnewHo npyeoendHHncs Kk ceti TP-LINK.

KoHcurypaums QSS becnposogHoro agantepa
Btopon cnocob6:

War 1: Haxxmnte kHonky QSS Ha nepegHen naHenu mapLupyTtusaropa.

: N\
a N
PWR 8YS WLAN 4 3 2 1 WAN USB QSS
C LT TT TITTITIT 1Tty .«(&}3)))
Wireless N Gigabit Router TL-WR1043ND

< J

War 2: Onga HacTponku BecnpoBogHoro agantepa Bblbepute HaxaTb KHOMKY Ha MOEW TOYKe

poctyna B yTunute QSS Kak ykazaHo Huxe 1 HaxmuTe Janee.

Cepevc Q5SS ona becnposogHorno peskyma

MNpucoeAMHUTLCA K BECNPOBOAHON CETH

Cepeuc 55 Be0eT NoaroToBEY K NEMCOSMHEHKID Bawero komMneoTepa K GecnpoBoaHoi

K.akoll reTog HacTpobikK Bl #0THTE MCNonks0BaTE?

() Haxare kHonkY Ha moed | ouke pocTyna

(((m))) () Beecti PIN-koa B Mo Touky AOCTYNA MAKH PEFHCTRaTOp

(C) Beectu PIN-kon w3 moed Touku nocryna

Quick secure setup

Hastaure kHonky Ha Bawest Towke gocTyna v Haskaume Nanee gna
NPOAOTHEHHA.

BriGpare ceTe SETOMATHHECKM

[ { Hazan “ Hanee » l [ OrreHa

KoHcpurypaums QSS becnposogHoro agantepa
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LWar 3: MNogoxauTe, Noka He NOSIBUTCS OKHO, Kak NokasaHo Ha PUCYHKE HMXe. Haxxmunte KHOMKY

3aBepLunTb, 4TOOLI 3aBepLUNTL HacTponky QSS.

B2 ce pexc (55 ana becnpoeogHono pe kHma E|

(@)

Hacrtpoiika 6ecnpoeoaHoil ceTy 2aBepueHa

Baw korneTep yonewHo NpyucoeadHrnca k cetk TP-LINK.

KoHpurypaums QSS 6ecnposogHoro agantepa

TpeTnn cnocob:

War 1: 3HadeHne none CocTtosHme QSS pomkHO OblTb Bkn4YeHo. HaxmuTe KHOMKY

[ob6aBneHne HoBoro ycTpomcTBa (puc. 4-2). [IomkHO NoABUTLCS crieaytoLLee OKHO.

() BeeguTe PIN-Kog HOBOTO yCTROACTEE.

PiM-kon; |

{HasaTE KHOMKY HOBGTe YCTROACTES B NPEQENaX JEYX MUHYT,

[ Hasaa || OoGasuts |

Puc. 4-3 [lo6aBneHne HOBOro yCTpoOMCTBa
LWar 2: Beibepyte HaxaTb KHOMKY HOBOro yCTPOMCTBA B npegenax ABYX MUHYT U HAXMUTE

kHonky [lo6aBuUThb.

War 3: Ona HacTporikn BecnpoBogHoro agantepa Bblbepute HaxkaTb KHOMKY Ha MOeWn Touke

AocTyna B Be6-yTunute QSS, Kak NokasaHo Ha PUCYHKE HUXE M 3aTEM HaxkMuTe KHorMky [anee.

22



LIRS Ex]\"l] BecnpoBoaHOM rMrabuTHbIM MapLupyTusaTop cepum N

Cepevc Q5SS ona becnposogHorno peskxma

MNpHUcoeAHHWTECA K GECNPOBOAHON CETH

Cepeuc (155 Be0eT NOAroTOBKY K NpMCOE0MHEHKD Ballero KomMnsoTepa K SecnposaaHoE

K.akoi meTog HacTpolikH Bel s0THTE HononesoeaTe?

(3)Haxare kHoNKY Ha moed | ouke pocTyna

(((m))) (") Beectu PIN-koa B Mow Touky A0CTYNA WAH PETHCTPATOR

(C) Beectu PIN-kon w3 moed Touku nocryna

Quick secure setup

Hastaure kHonky Ha Bawest Towke gocTyna v Haskaume Nanee gna
NPOLOTHEHHA.

BriBpate ceTe SETOMATUHECKM

[ < Hazag, “ Danee » l [ OTreHa

KoHpurypauma QSS 6ecnposogHoro agantepa
War 4: MNogoxaouTe, Noka He nosiIBUTCA criegytowee okHo. Haxmute kHonky FotoBoO, 4TOObI

3aBepLnTb HacTponky QSS.

B ce pexc (055 ona becnpoeogHono pe kuma E|

(D)

Hacrtpoiika 6ecnpoeoaHoil cCeTH 2aBepueHa

Baw korMnbHTEp YoNEWHO MPWMCoeadHHNCS K ce T TP-LINK.

KoHdburypaums QSS becnpoBogHoro aganrtepa

Il. MNocpeactBom PIN

Ecnun HoBoe ycTporncTteo nogaepxmeaeT Wi-Fi Protected Setup n PIN, Bbl MoXeTe go6aBuTb €ro B

CeTb CNeayLMMmM ABYMS criocobamu.

Cnocob nepBbin: BeeanTte 3HaveHme PIN
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War 1: Ykasas B none CoctosHue QSS 3HayeHve BknroyeHo, HaxmuTe kHONKy Hob6aBuUTb

YCTpOVICTBO, KaK NokKka3aHo Ha pucC. 4-2. lomkHO NosABUTLCA cnegyrouiee OKHO.

Beegute PIMN-KoQ HOBOIC YCTROACTEE.

FIM-kon;

() HaxaTe KHOMKY HOBOID YCTPORCTES B NPEOenax O8yE MUHYT.

[ Hasan || foGasuTs

LWar 2: Beibepute BBectn PIN-koa HoBoro yctponctBa 1 BBeaute PIN-kog ©ecnpoBogHoro
apgantepa B norne nocre PIN, kak nokasaHo Ha pucyHke Bbiwe. 3aTeM HaXMuTe KHOMKY

Job6aBuTth.

& [lMpumevaHue:

PIN-kog agantepa Bcerga otobpaxaetca B okHe KoHdurypauna QSS.

War 3: [Ons HacTporku GecnposogHoro agantepa Bbibepute BBectn PIN-kog B MOK TOuUKy
JocTtyna unu peructpatop B ytunute QSS, kak ykaszaHO Hwxe. [locrne 3Toro HakmuTe KHOMKY

Danee.

™ ce pemc QS5 ona becnpopogHoro pe#Mma E|

lNpHcoeAHHWTECA K GECMPOBOAHON CETH

Cepeuc Q55 B80T NOOroToBKY K NPHCOSLMHEHHID B allera KomMneoTepa Kk SecnpoEaIHOMN

K.akof METOR HACTpOMKK Bl 40THTE HCNoNbS0EaTE?

() HaxaTe kHONKY Ha moed Touke aocTyna

(((m))) (%) Beectn PIN-koa B Mow Touky AOCTYNA HAH PETHCTPATOR

(") Beectn PIN-kon w3 moed Touku nocryna

Beegure PINT13128890 8 Bawy Touky 4ocTyna MK BHELWHMEA

PEMMCTRATOR HRSHHATE Janee 0n0A Npogon+eHmHa,

Quick secure setup

BLISpaTE CETE SETOMATHHECHKM

[ < Hazan “ danee » l [ OreeHa

KoHcurypaums QSS becnposogHoro agantepa

& [lMpumevaHue:
B naHHom npumepe PIN-koa no ymonyaHuio ons gaHHoro agantepa 13128890, kak nokasaHo Ha
PUCYHKE BblLLE.
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Cnoco6 BTopou: Beectu PIN ¢ moero mapLipyTtusaropa

War 1: Nonyunte Tekywmn PIN-kog maplupyTmnsaTopa, Kak usobpaxeHo Ha puc. 4-2 (Kkaxablv
MapLupyTusatop obnagaet yHukanbHbiM PIN-kogom. B gaHHom npumepe 3HadeHue PIN-koga
12345670).

LWar 2: na HacTtponkn BecnpoBogHoro agantepa Bbibepute BBectn PIN-Kog uM3 mMoen TOuYKM
poctyna n seegute PIN-kog mapwpyTtusatopa B none nocrie PIN-koa Toukm poctyna. lNocne

9TOIN0 HaXMUTE KHOMKY Danee.

= ce pemc QS5 ona becnpopogHoro pe #MMa E|

MNpuUcoeAWHKTLECA K BECNIPOBOAHON CETH

Cepeuc Q55 egeT nooroToBky K NpHcoegMHeHmo Bawero komMneoTepa k SecnpoEaHON

K.akoll reTog HacTpobikK Bl #0THTE MCNonks0BaTE?

(") Haxare kHonKY Ha moed Touke aocTyna
(((m))) () Beectu PIN-koa B Mow Touky A0CTYNA WAH PETHCTPATOR
(¥)Beectu PIN-koa w3 Moed ToukM aocTyna

Quick secure setup

Beeaure PIN Eawel ToukK gocTyna Hiske W Haskrrme Danee gna
MPOGOUTHEHHA,

PIMN-xon Touku gocTyna:
[

BriBpate ceTe SETOMATUHECKM

[ < Hasan “ Hanee » l [ Orrena

KoHdurypaumna QSS 6ecnpoBogHoro agantepa

&= lMpumeyvaHue:
PIN-kog mapLipyTtusatopa, MCnornb3yeMblii N0 yMOTYaHWIO, MOXXHO HanTK Ha Kopryce YCTPOoMCTBa

unu B okHe KoHdurypauusa QSS, kak nokasaHo Ha puc.4-2.
Mpu ycnelwHom NoaKMYeHNM YCTPOUCTBA K CETU AOIMKHO NOSBUTHLCS CNEAYHOLLEE OKHO.

() Beeaute PIN-kog HoBOMG YCTROACTES.

PiM-kog; |

(%) HamaTk KHOMKY HOBOIG YCTROACTES B NPEQENaX OBYX MUHYT.

CoepuHeHHe npowno yenewHo!

| Hasaa || OoGasuTs

&= lMpumeyaHue:

1. TMNocne Toro kak yCTPOMCTBO ObINO ycnewHo Ao6GaBneHo, MHAMKATop COoCcTosiHMA OyaeT Bce

BpeM4d ropeTb 3eJieHbIM L|BETOM.
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2. TlMposegeHne HacTporkn yHkUMM QSS BO3MOXHO TOMBKO B TOM Clyyae, Korga
BecnpoBoaHas yHKUUSA BKOYEHA.

4.5 CeTb

Cetb
-WAN
- NokanbHaA CeTk

- MocT

- Knonmpoeanne MAC-agpeca

Puc. 4-4 MeHio CeTb

MeHio CeTb cogepXuT Tpu nogmeHio (cMm. puc. 4-4): WAN, JlokanbHaa ceTtb, Moct u
KnoHupoBaHue MAC-apgpeca. [lns HacTporku yHKUMN BbIGEPUTE HYXKHOE MEHIO.

4.5.1 WAN
Bbibpas CeTb - WAN Bbl MOXeTe HacTpouTb napameTpbl WAN, Kak Noka3aHo Ha PUCYHKE HUXeE.

1. Ecnun  noctaBwmk  WHTepHeT-ycnyr  obGecneunBaetr  DHCP-cepsuc,  Bbibepute
OnHamunyeckun IP, n mapLupytusatop aBTomMatmyeckm nonyyuut IP-napameTpbl OT Ballero

nocraswumka MiuTepHeT-ycnyr (puc. 4-5).

Tun WAN coeanHeHms: |,.':|,l-1HEMl-1'-IECKl-1ﬁ IP-agpec v| [ Onpegenits ]

IP-Agpec: 0.00.0

Macka nogcern: 0.0.0.0
OCHOBHOM W3 0.0.00
Pazmep MTU(e Gaitax): 1500 (3HaueHne no ymonyaHue 1500, He M3MeHATE Ge3 HeodXogUMOCTH.)
O Kcnone3aoeate 3T DMNS-Cepeepel

Mepen4Hba DNS:

Bropu4Heia DNS: I:I (He oGA2aTensHe)
WmA xocTa: TL-WR1043MD

[ Monyuuts IP-agpec ¢ nomowes Unicast DHCP (OGe1uHe 370 He TpedyeTeA)

CoXpaHnTE

Puc. 4-5 WAN — OuHamuyeckun IP

B atom okHe nokasaHo kak napameTpbl WAN, Bkntoyasa IP-agpec, macky noacetv, OCHOBHOM

LLUIH03 1 TaK ganee cetn aBToMaTnyeCckmn Ha3Ha4arTCcAa NoCTaBLLUKOM l/IHTepHeT-ycnyr. YT1o0bI
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>

0OHOBUTL napameTpbl OT NOCTaBLUMKa I/IHTepHeT-ycnyr HeobxoOAnMmMo HaxaTb KHOMKY

O6HOBUTb. YTOOLI COPOCUTL 3HAYEHUSA BOCMNONb3yNTECH KHOMKON OCcBOOOAUTD.

Pasmep MTU — OGbluHO 3HaveHne MTU (Maximum Transmission Unit — mMakcMManbHbIN
pasamep Onoka nepegaun) gns GonbwuHcTBa ceTen Ethernet cocrtaBnsier 1500 6Gawr.
PekoMeHOyeMm He M3MEHATb 3TO 3HAYEHWEe, eCnv TOMbKO 3TOro He TpebyeT Ball NOCTaBLUMK

WHTepHeT-ycnyr.

Ucnonb3oBatb 3T DNS-cepBepbl — Ecnv Bbl nonyumnu ot noctasLlimka NHTepHeT-ycnyr
oovH nnn aesa agpeca DNS-cepsepa, B 3TOM none ykaxmute B COOTBETCTBYHOLLUMX MOMSX
OCHOBHOM W BCrnomoratenbHbI cepBepbl. B npotuBHoM cnyvyae DNS-cepBepbl GyayT

Ha3Ha4eHbl aBTOMaTn4eCckn BaliMm NOCTaBLLUNKOM l/IHTepHeT-ycnyr.

&~ lMpumeyaHune:

Ecnu npu BbibpaHHbIX agpecax DNS-cepBepoB npu nonbiTKe JOCTyNa K CanTy nosiBnsieTcs
coobLeHre 06 owmnbke, TO, ckopee BCero, Bbl HenpaBunbHO ykadanu DNS-cepsepbl. Bam
cnegyeT cBsA3aTbCs C nocTaBLmkoM WHTepHeT-ycnyr, 4Tobbl nonyyntb Heobxoaumyto

MHdOpPMaUUILO.

Monyuntb IP-appec ¢ nomowbt Unicast DHCP - Hekotopble DHCP-cepsepa He
NOAAEPKMBAKOT MHOroagpecHble npunoxeHusi. Ecnu Bol He moxeTe nonyuntb IP-agpec

06bI4YHBIM CMOCOGOM, Bbl MOXeTe BbibpaTh 3Ty onumio (3To TpebyeTcsa pegko).

Ecnn ot noctaBwmka NHTEpHeET-yCnyr Bbl NOAYYUNIM CTaTUYECKUA MM OUKCUPOBaHHbLIN
IP-agpec, macky noacetu, w3 n napameTpsl DNS, Bbibepute CtaTtuueckun IP. Mpu aTom

OTKPOETCHA OKHO, KaK MoKasaHo Ha puc. 4-6.

Twun VAN coeauHeHnA: CTatMdeckrnin |F'-E|,.'J,FJBC L
IP-appec: 0000
Macka nogcetu: 0000
OCHOBHOW WNH3: 0.000 {He obA3aTeneHa)
Pazmep MTU(e DaiTax): 1500 {3HaYeHWe No yMonyaHu 1500, He MaMeHATE §e3 HEOOXOONMOCTH.)
Mepen4Hbin DM S: 0.0.00 {He o0AaaTeneHao)
Bropu4Hei DH S: 0.0.00 {He o0AaaTeneHao)

Puc. 4-6 WAN - Ctatndeckun IP

IP-appec — YkaxuTe |IP-agpec, Nony4YeHHbIn OT NocTaBLuka VIHTepHEeT-yCnyr, B 4eCATUYHOM

dopmate ¢ pasaenuTenbHbIMU TOYKaMM.
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> Macka nopgcetM — YKaxute 3HaYeHMEe Macky MOACETM, MNONyYeHHoe OT MocTaBLiuKa
WHTepHeT-ycnyr B gecsTudHOM dopmate c pasgenuTenibHbiMM Todkamu. OObIYHO 3TO
255.255.255.0.

> OcHoBHOM W3 — (HeoGasatenbHoe none) Ykaxute IP-agpec wnto3a, NonyvYeHHbIn oT

nocTaBLUMKa l/IHTepHeT-ycnyr B AeCATUYHOM cbopmaTe C pasgenunternbHbIM TOYKaMN.

> Pa3amep MTU — O6bl4HO 3Ha4veHne MTU ans 6onblumnHcTea cetent Ethernet coctaBnsier 1500
6ainT. He pekomeHOyeTcs M3MEHsTb OTO 3HaYeHWe, ecnn TofbKo 3Toro He Tpebyet

nocTaBLUMK NIHTEPHET-yCNyT.

»> MepBuyHbI/BTOopnyHbIN DNS (HeobsizatensHoe none) — Ykaxute oouH Unv ABa agpeca
DNS-cepBepoB, nony4veHHble OT nocTaBlmka VHTepHeT-ycnyr B gecATndHoM copmarte ¢

pasaennTeribHbIMU TOYKaMn.

3. Ecnu Baw noctaBwumk WHTepHeT-ycnyr ucnonb3yeT nogknioyveHne PPPoOE, BbiGepute
PPPoE/Poccua PPPoE. 3geck TpebyeTca ykasaTtb criegyowme napameTtpsbl (puc. 4-7):

Tun VAN coeanHeHns: PPPoE/Poccia PPPoE v

Moaknt4yenne PPPOE:

WMa nonb3oBatens: usermarme
Maponk: sessnene
MoareepawTe naponks: sesssnne
BTopu4HOe NoaKnHYeHe: ® Otkmounte O OuHamuvecknid IP (O CTatidecknid IP (Dual Access/PoconA PPPOE)
Pexum VWAN nogrnoYeHnA: (® MogkniounTs No TREGoEAHN

MaKCcUMansHoe BpEMA NpocToA: |15 MAHYT(EL (0 03HaYaeT, yTo coeAMHEHKe GYOeT aKTHEHEIM NOCTOAHHD.)
C- H-JJ:I,K.I'ID‘-IHTb AETOMATHYECKKH
(O MogkniynTe Mo PAcNUCaHWE

Mepuog EpEMEHNC . (HY:MM) go . (HY:MM)
(& MogknounTE EPYYHYID

MakcHmaneHoe BpEMA NPOCTOA: MUHYT(ED) (0 03HaYaEeT, YyTO COBOMHEHNE OyOET AKTHEHLIM NOCTOAHHO.)

T
[ coxpanuts | [ DononHutensto |

Puc. 4-7 WAN - PPPoE/Poccus PPPoE

> Wma nonb3oBatens/Maponb — Ykaxute Mmda nonb3oBaTens UM naposib, NOMyvYeHHble OT

nocTaBLynka VIHTepHET-ycnyr. 3TU Nonsi YyBCTBUTENbHbI K PEFUCTPY.

> [lMopTBepxaeHne naponsa — BeeamTte naporb, NpeaoCTaBfEHHbIA BalUMM MOCTABLLMKOM

NHTepHeT-ycnyr elle pa3, 4Tobbl y6eanTbes, YTO BBEAEHHbIN Naposib NpaBUbHbIN.

> BTtopuuHoe noakntoveHune — [laHHas onuma OOCTYMHa TOMNbKO Ans nogknioveHna PPPoE.
Ecnn Bbl nonyuyunu oT noctaBwuka VIHTepHET-yCcnyr ONOMHUTENbHBIA TUM MOAKMOYEHUS,
Takon kak OuHamuyeckunin/Ctatudeckuii IP, ana paboTbl ¢ nokanbHONM CETbIO, TO HE0OX0AMMO

BblOpaTb none AuHamudecknin/Ctatnydeckuii IP, 4ToObl aKTMBMPOBATL 3TO NOAKMIOYEHME.
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e Otknrouutb - lo YMOIM4aHuto BCrnomMoratesribHoe noAKIK4YeHUe OTKIKYEeHO, TaK 4TO

ncnonb3yeTca Tonbko noakntodeHne PPPoE.

e [NunHamunyecknm IP — Yto0bl Mcnonb3oBaTb AnHamudeckun IP-agpec, nomnyYeHHbIn oT
nocrtasLwmka VIHTepHeT-ycnyr, B kKa4eCTBE BCMOMOraTenbHOro nogknoveHnst ons pabotsbl

C NOKanbHOW CETbI0, Bbl6epV|Te COOTBETCTBYHOLLYIO PaaNOKHOIKY.

e Cratnyeckum IP — Yto6bl Mcnonb3oBaTb cratmdeckuin |IP-agpec, nonyyYeHHbI OT
nocraBLUMka NHTEpHET-yCryr, B Ka4ecTBe BCMNOMOraTeslsHoOro nogkntoyeHust ansa paboTol

C NoKanbHON CeTblo, BbIGEPUTE COOTBETCTBYIOLLYIO PAAMOKHOMKY.

> MogkniounTb No TpedoBaHu— Npu BbIGOpe 3TOro pexnma noakniovyeHne npekpalaeTcs
aBTOMaTMyeckn 4epes onpegeneHHbli nepuwog HeakTusHocT (MakcumanbHoe Bpemsi
NpPoOCTOs1) N BOCCTAHABNMBAETCS nocne obpalleHns Kk VIHTepHeT-pecypcy. Ecnu Bbl xoTuTe,
4yTOOblI coeanHeHne BbINO akTUBHbLIM NMOCTOSIHHO, B nore MakcumanbHoe Bpemsi NpPocTosi

yKkaxuTe 3HaveHue “0” . Takke MOXHO yKasaTb KOHKPETHOE 3HadeHune.

> MogknounTb aBTOMaTU4ECKUN — I'Ipm cboe nogkntoyeHus NpPoOnCXoanT ero aBtTomaTnyeckoe

BOCCTaHOBI1EHMKe.

> MogknounTtb no pacnncaHnrw -— MogkntoyeHne yCTaHaBlnnBaeTCA TOJIbKO B 3aaHHbIN

nepvop (aaTta Ha4ana u KoHua nepuoaa ykasblBaetcs B popmate HH:MM).

& [lMpumevaHue:

®yHkumsa 6ynet paboTaTb TOMBLKO MOCMe Toro, kak B okHe CUCTEMHble UHCTPYMEHTbl — Bpemsi

6yﬂ,eT BbICTaBJ1IeHO CUCTEMHOE BpeMH4.

> MMogknunTb BpPYYHYO — [na nNogknio4YeHUs/OTKIOYEHNA BOCMOMb3YWTECH KHOMKOM
Moaknountb/OTKNOYNTL. B 3TOM pexnme nogaepxuBaetca yHkums MakcumanbHoe
BpeMA npoctosl kak u ana pexuma Mogknountb No TpeboBaHu. [loaknioyeHne K
MHTepHeT MoXeT ObITb NpekpaLLeHo nocre onpeaeneHHoro nepuoaa HeakTUBHOCTH, a 3aTeM

BO306HOBMEHO CHOBA Npw obpalleHnn kK VIHTepHeT-pecypcy.

BHumaHue: MHoroa nogknioyeHne He MOXeT ObiTb MpekpalleHo naxe ecnv B fone
MakcumanbHoe BpeMsi NpPOCTOA YKa3aHO OnpedeneHHoe 3HadYeHue, T.K. HeKoTopble

npunoxeHusi B oOHOBOM pexnmMe obpallatotes k IHTepHeT-pecypcam.

Ecrnin Bbl XOTUTE BHECTU WU3MEHEHUS B OOMNOSTHNUTENbHbIE HaCTpOVIKM, HaXMUTE KHOMKY

HononHutenbHo. [oABMTCA OKHO, Kak NokasaHo Ha puc. 4-8:
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Pazmep MTU (e Baitax): 1480 {3HaueHue No ymonyarmio 1480, He MeHANTE 3T0 2H3YEHNE, BCMW E 3TOM HET HeoGXogumMocTh.)

WuA cepeuca:

MMA ToYkK AocTyna:

[] WenensaceaTs IP-agpec, yKa2aHHLIN NOCTAEWNKOM MIHTEQHET-yCmyT
IP-aapec, YKa3aHHbIA NOCTABWMKOM VIHTEDHET-YCIyr:

NHTepBan oHNaRH-0TCNeXHBAHNA: 0 CekyHael (0 ~ 120 cekyHg, aHaYeHWe No ymonyasnk O (0TCNeME3HNE HEe NPON3BCaNTCA)

[ Wecnoneaoeats cnepyowme DNS-cepeepsl
MepeuyHBI DN S:

BTopu4HbIR DN S: [CELGEEN

[ Coxparnts_| [Hasaa |

Puc. 4-8 JlononHuTtenbHble HacTpoiikn PPPoE

Pasmep MTU — 3HayeHne no ymonyaHuto 1480 6anT, 4TO 0ObLIYHO ABMSAETCA ONTUMAasbHbIM.
He pekomeHOyeTcss M3MEHSATb [aHHOE 3Ha4YeHue, €ecnv TONMbKO 3TO He SBMsieTcs

TpeboBaHueM nocTaBLymka MIHTEPHET-YChyT.

MUmsa cepBuca/ima Touku goctyna — Ecnn atoro He TpebyeT noctaBmk MHTEepHeT-ycnyr,
He criegyeT TporaTb 370 none. B 60nbLUMHCTBE CryYaeB MOXXHO OCTaBUTb 3TV MO NyCTbIMMU,
1 3TO He nomeLluaeT pabore.

IP-agpec, ykasaHHbIn nocTaBwukoMm MWHTepHeT-ycnyr — Ecnv Baw nocTaBLiuK
WHTepHeT-ycnyr He Ha3HayaeT mapLupytusaTopy IP-agpec B aBToMaTU4ECKOM pexunme npu
BXoe B CUCTEMY, OTMETLTE 3Ty AYEenKy U ykaxuTe IP-agpec, NonyyYyeHHbIn OT nocTaBLimKa
NHTepHeT-ycnyr B 4ECATUYHOM ¢hopmaTe C pasgenuTenbHbiMU TOHYKaMu.

MHTepBan oHnanH-oTcnexuBaHua — MapLipyTusaTtop Npou3BOAUT OTCMEXMBAHUE TOYKM
[OCTyna yepes onpeferieHHbIn HTepBas B pexume OHnarvH. 1o yMonyaHuio ycTaHOBNEHO
3HaveHne “0”. Bbl moxeTe ykasaTb 3HadeHue B npegenax ot 0 go 120. 3HadyeHue “0”

O3Ha4aerT, 4YTo (*)yHKLI,MFI OTKIo4eHa.

DNS IP-agpec — Ecnu Baw noctaBwmMk WMHTepHeT-ycnyr He HasHayaeT DNS-agpeca B
aBTOMAaTUYECKOM peXMMe MNpu Bxode B cucTtemy, Bbibepute Mcnonb3oBaTb crnegylowme
DNS-cepBepbl 1 yKaxuTe MNOMNyyYeHHbIM OT nocTtasBwmka WHTepHeT-ycnyr IP-agpec B
OEecATMYHOM dhopmaTte C pasgenuTenbHbiMM Tovkamu. Ecnu nmeetca agpec BTOPUYHONO

DNS-cepBepa, ero Takke cnegyeT ykasaTb.

YToO6bI COXpaHuUTb caenaHHble U3MEeHEeHUA, HaXXMUTE KHOMKY COXpaHVITb.

4.

Ecnn noctaBwuk NHTepHeT-ycnyr ncnonb3dyet kabenb BigPond (unu curian Heart Beat),
Bblbepute Kabenb BigPond. 3gecb Heobxoanmo ykasaTb crnegyioLlimMe napameTpbl (CM.
puc. 4-9):
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Tun VAN coenHeHnn: Kabene BigPond &
HmA nonk3oBarens: username
Maponk: LI
Cepeep ayTeHTHdMEALMI: SmM-server

JomeH ayTeHTHHKaLMI:

Pazmep MTU (B danTax): 1500 {3HAYEeHWE NO yMONYaHWo cocTaenAeT 1500, 3HaYeHne MEHAEBTCA TONBKS NPW HANWYWE HeoGX0gUMOCTH.)
(& MogkniounTs No TREGOEAHNG
MaKCcUManEHoE BpEMA NpocToR: | 15 MWHYTEI (0 - 0CTAETCA AKTMEHEIM NOCTOAHHO. )
(O MogkniounTs AETEMATHYECKN
O MogkniounTs BRYYHYED

MakcumaneHoe BpEMA NPOCTOA: MUHYTEI (0 - 0CTAETCA AKTWEHBINM NOCTOAHHO.)

CoegnHnTE OTtknoyeHo!

Puc. 4-9 WAN - kabenb BigPond

Uma I10]1b3OBaTeJ1ﬂ/napOJ1b — YKkaxute Mmsa nonb3oBaTens u naposib, Nosfiy4eHHble OT

NnocTaBLUMKa l/IHTepHeT-ycnyr. 31K nons aBnsTCA YyBCTBUTESIbHbIMU K PETUCTPY.

CepBep ayTeHTUdMKauum — Ykaxute IP-agpec cepsepa ayteHTUdMKaALMM X NMA y3na.

JdomeH ayTeHTUUKaALUM — YKaxUTe JOMEHHbIN Cy(pUKC UMEeHU cepBepa B 3aBUCUMOCTU

OT BaLLero MecToHaxoxaeHusi. Hanpumep:

NSW /ACT - nsw.bigpond.net.au
VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au
QLD - gld.bigpond.net.au

Pasmep MTU - O6bivHO anst 6onblinHcTBa cetel Ethernet gaHHoe 3HaveHne cocTtaBnsieT
1500 6ant. He pekomeHOyeTCA M3MEHATb €ro, ecnv TOMbKO 3TOro He TpebyeT MOoCTaBLUMK

NHTepHeT-ycnyr

MopknounMTbL NO TPeOOBaHMIO — B 3TOM peXMUMe nogknoyeHne K MHTepHeT npepbiBaeTcs
aBTOMaTMYECKN Yepe3 onpedeneHHbii nepuos HeakTuBHOCTM (MakcumanbHoe Bpemsi
NpOCTOs) U BOCCTAHABMMBAETCS NpPU NOBTOPHOM 06paLleHun k MHTepHeT-pecypcy. Ecnin Bbl
XOTUTE, YTOObI NogknioyeHne BbiNo akTMBHBIM BCe Bpems, B none MakcumanbHoe Bpemsi
npocTtos crnefyet ykasatb 3HadeHue “0”. Takke MOXHO yKasaTb KOHKPETHOe 3HayeHue B

MUHYTaXx.

MogknounTb aBTOMaTUYECKU — anI nortepe nogkr4yeHnsa OoHO 6y,c1,eT BOCCTaHOBJ1IEHO B

adBTOMAaTU4eCKOM peXnme.

MoaknounTb BPYYHYH — [ns NOAKMOYEHUS/OTKIIOYEHNS BOCMOSMb3YNMTECh KHOMKON
CoeanHntb/OTCcOEAMHUTL. B 3TOM pexume nogaepxunBaetca yHkums MakcumanbHoe

Bpemsi npocToA kKak n ans pexuma Mogknouutb no TpeGoBaHuiko. oaknioyeHue K
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MHTepHeT MOXET ObITb npekpalwleHo nocne onpeaeneHHoro nepmnoga HeakTMBHOCTU, a 3aTeM

BO306HOBMNEHO CHOBa Npw obpalleHnn kK VIHTepHeT-pecypcy.

YT10068bI

npon3secTtun

nogknoYeHne/oTknoveHne

CoeanHnTL/OTCOCANHUTD.

HaXMute

KHOMKY

BHuMaHue: WHorga noakniodeHne He MOoXeT ObiTb npekpalleHo, Aaxe ecnv B none

MakcumanbHoe BpemMsa npocToAa YyKa3aHO onpeaereHHoe 3Ha4deHue, TaK KaK HEeKOTOopble

npUnoXxeHusi B oOHOBOM pexumMe obpallatotes kK IHTepHeT-pecypcam.

YTo06bI COXpaHUTb caenaHHble N3MEHEHUA, HaXXMUTE KHOMKY COXpaHMTb.

5. Ecnu nocraswmk VIHTepHeT-ycnyr ncnonbayet nogkntoyeHne L2TP/Pocecua L2TP, BbibepuTte

COOTBETCTBYIOLLEe 3HayeHue. 34ecb HeobXoaMMO ykasaTb crieaylolime napameTpbl (puc.

4-10):

Tun WAN coegMHeHWA:

WuA none3osarens:

Mapone:

IP-agpec/Hma cepeepa:
IP-agpec:

Macka nogcetu:
OCHOBHOW WIH3:

DHS:

IP-agpec HHTEpHeT:

WHrepHet DN S:

Pasamep MTU (e DanTax):

lMaKkcumansHoe BpeMA NPoCToR:

Pexoiim nogenoqene VWAN:

L2TP/Poccua L2TP hd

username
LAI2221]]

CoeguHnTe

OTrnoyeHo!
(& AuHamuueckni P (O CTaTueckwi IP

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0,00.00

0.0.0.0
0.0.0.0,0.0.0.0
1460 (3HauyeHwe No ymonyaHu 1460, He cnegyeT MeHATE Ge3 HeodxodMMocCTK. )

15 IMUHYTEI (0 - 3KTWMEHD NOCTOAHHO.)

(& MogknioyeHne no TpedoBaHni
(O MogKMouHTE 3ETOMATHYECKI

() MogkNoyuTE BPYYHYI

COoXpaHuTs

Puc. 4-10 WAN - L2TP/Poccusa L2TP

> Wma nonb3oatens/Maponb — Ykaxute MMs nonb3oBatend v naposb, NofyYeHHble OT

NnocTaBLUMKa l/IHTepHeT-ycnyr. 31K nons aBnsTCA YyBCTBUTEJIbHbIMU K PErncCTpy.

» [OuHamuyeckmnn IP/Ctatudeckmn IP — BbibepuTe COOTBETCTBYIOLLEE 3HaAdYeHMe. Haxmute

kHonky CoeauHuTb/OTCOEAUHUTL, YTOObLI NPON3BECTN NOAKMOYEHNE/OTKITHOUEHNE.

> [lMogkni4veHMe no TpebGoBaHUIO —

npekpallaeTcs

(MakcumanbHoe Bpemsi

adBTOMATU4YeCKMn

BblOOpe 3TOr0  pexvma
nepwog

Mpwu
yepes
npocrosi) u

onpeaeneHHbIn
BOCCTaHaBMMBAETCS
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MHTepHeT-pecypcy. Ecnm  Bbl  XOTUTE akTuBMpoBaTb 3Ty  dYHKUMIO, BbibepuTe
COOTBETCTBYHOLLEE nore. Ecnu Bbl XoTUTe, YTOOLI COEaUHEHME BbINO aKTUBHBIM NMOCTOSIHHO, B
none MakcumanbHoe BpemMmsi NPocTosl ykaxute 3HaveHue “0” . Takke MOXHO ykasaTb
KOHKpPETHOE 3Ha4YeHne B MMHYTax.

MoaknounTb aBTOMaTUYECKU — |_|pVI nortepe nogkrw4yeHnsa OHO 6y,u,eT BOCCTAHOBJ1IEHO B
aBTOMAaTU4eCKOM peXunme. YToO0bI akKTnBmpoBaTb 3Ty onuuko BblﬁepI/ITe COOTBETCTBYHOLUYHO
PaaANOKHOMKY.

MoaknounTb BpY4YHYH — Bbl MOXeETe HacTpoMTb MapLlpyTusatop, 4Tobbl OH MPOM3BOAMI
NOOKIMIYEHNE/OTKNIOYEHNE  BPYYHYH. Yepe3  onpedeneHHslnl  Nepuog  BPEMEHM
(MakcumanbHoOe Bpemsi MPOCTOs) MapLupyTU3aTop npepbiBaeT nogkrodeHne kK IHTepHer n
HE MOXET BOCCTaHOBUTb €ro aBTOMAaTMYEecKW, Moka Bbl CHOBa He oOpaTutecb K
MHTepHeT-pecypcy. YTOObI akTMBUpPOBaATb 3Ty ONUMKO BbIGEpUTE COOTBETCTBYHOLLYIO
paguokHonky. Ecnun Bbl xoTuTe, 4TOOLI NOAKMIOYEHME OCTaBanoCh akTUBHBLIM MOCTOSIHHO, B
none MakcumanbHoe BpeMsi NPOCTOA criedyeT ykasaTb 3HadeHune "0" . Takke MOXHO
yKasatb nepvog OeNCTBUsi NOAKMYEHMs OO Tex Mop, noka He OyaeT caenaH 3anpoc Ha
HOBOE.

BHumaHue: WHorga nogkniodeHMe He MoxeT ObiTb MpekpaleHo gaxe ecnu B none
MakcumanbHoe BpeMsi TMpPOCTOsl yKasaHO oOnpeferieHHoe 3HayeHwe, T.K. HeKoTopble
NpUNoXeHnst B pOHOBOM pexnme obpallatotes kK IHTepHeT-pecypcam.

Ecnu noctaBwuk MIHTepHeT-ycnyr npegoctaensetr PPTP-nogknioyeHne, Bolbepnte 3HavyeHne
PPTP/ Poccusa PPTP. 3geck Heobxoanmo ykasaTb cnegyowmne napametpsl (puc. 4-11):

Tun WAN coeguHeHWR: PPTP/Poccua PPTP v
lImA nonkzoBarens: username
Maponk: sesssnee
CoednHNTE OTknoyeHo!

(& OuHamuyeckuid IP () CTatdyeckui [P
IP-agpec/ma cepeepa:
IP-aapec: 0.0.0.0
Macka nogceth: 0.0.0.0
OCHOBHOW W3 0.0.0.0

DHS: 0.00.0.0000

IP-agpec NHTepHeT. 0.00.0
WHTepHeT DN S: 0.00.0,0.000

Paznep MTU (e danTax): 1420 (3HAYEHWE No YMonYaHne 1420, He MEHANTE 3T0 3HAYEHME, BCNN B 3TOM HET HEOGXDOUMOCTI.)

lMaKcumansHoe BpeMA NPOCToR: 15 MUHYTEI (0 - COBOMHEHWE DCTAETCA AKTMEHLIM NOCTOAHHO.)

Pexin WAN-nogrnYeHns: (& MogkniounTe No TREGOEIHMK
() MogKMYUTE AETOMATHYECKH

() MogKNoYNTE BRYUHYIO

CoxXpaHuTb

Puc. 4-11  WAN — PPTP/Poccua PPTP
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> Uma I10]1b3OBaTel1H/napOl1b — YKaxute MMmsa nonb3oBaTens wu naposib, nornyvyeHHble OT

nocTaBLUMKa l/IHTepHeT-ycnyr. OTu nNons sIBNSATCA YyYBCTBUTESIbHBbIMW K PETNCTpPYy.

> OuHamuuveckun IP/Ctatuveckun IP — Ecnm Bbl nonyuyunu Takon agpec OT MocTaBLUMKa
MHTepHeT-ycnyr, BbiOepuTe COOTBETCTBYKOLEE Mone W ykaxute |P-agpec nocTasLiMka

I/IHTepHeT-ycnyr nnn JOMeHHoOe nM4.

Mpwn BbIGOPE cTaTu4eckoro IP-agpeca n JOMEHHOro MMeHW, Takke Heobxogmmo ykasaTb DNS,

Ha3HayeHHbIV nocTaBLmnkom HTepHeT-ycnyr. MNMocne aToro HaxkmuTe KHOnky CoxpaHuTb.
YUToObl NPOM3BECTM NOAKMOYEHNE/OTKIIOYEHNE, HAXXMUTE KHOMKY MoakntovyeHne/OTKOYEH

> [lNopknounTb No TpeboBaHUIO — Bbl MOXeTe HacTpouTb MapLupyTU3aTop Tak, YTobbl OH
npou3BoauI OTKIoYeHNe OT ceTu NHTepHeT Yepe3 onpedeneHHbIn Nepuoa HeakTUBHOCTU
(MakcumanbHoe Bpems npoctos). Ecnv noakniodeHune k cetn NHTepHeT Bbino npepsaHo
No MPUYUHE HeaKTMBHOCTW, (yHKuMa TMoaknouUTbL No TpeboBaHUIO aBTOMaTUYeCKU
BOCCTAHOBUT MOAKMoYeHne npu obpalleHnn K MHTepHeT-pecypcy. YToBbl akTMBMpOBaTb
OaHHYI0  yHKUMIO BblbepuTe COOTBETCTBYHOLLYID s4enky. Ecnn Bbl xoTute, 4TOObI
MOAKITIOYEHNE OCTaBanocb akTUBHLIM MOCTOSAHHBIM B none MakcumansHoe BpeMsi NpPoCTos
cnepyet ykasaTtb 3HadeHue “07. Takke MOXHO ykasaTb KOHKPETHbI BPEeMEHHOW nepuop,

nocre KOToporo nogkr4yeHne npepbiBaeTcA.

> MoaknounTb aBTOMaTU4YeCKNn — ABTOMATUYECKOE BOCCTAHOBMIEHME MOAKMHOYEHUS nocne
TOro, Kak OHo 6bIno npepsaHo. UToObl BOCMOMbL30BaTLCA [OAaHHOW Onuuen Bbl66pVITe

COOTBETCTBYIOLLYIO SYENKY.

> [MopKnUYNTbL BPYYHYK — Bbl MOXeTe HacTpouTb MapLupyTM3aTop, YTobbl OH NPOU3BOAMN
NOAKIMIYEHNE/OTKNIOYEHNE  BPYYHYHO. Yepe3  onpedeneHHsln  Nepuoa  BpPEMEHM
(MakcMmManbHoe Bpemsi NpOoCTos) MapLUpyTM3aTop NpepbiBaeT noaknoveHne kK IHTepHeT n
He MOXeT BOCCTaHOBWUTL €ro aBToMaTuyecku, Korga Bbl cHoBa obpallaetecb K MHTepHet
pecypcy. UTo6bl akTMBMpoBaTb 3Ty onumio BbibepuTe cooTBeTcTByloWee none. Ecnu Bbl
X0TuTe, 4TOoObI MOOKMIOYEHWE OCTaBanoCb aKTMBHLIM MOCTOSHHO, B none MakcumansHoe
BpeMs MpocTos crnegyeTt ykasaTb 3HadeHue "0". Takke MOXHO ykasaTb nepuon OerCTBuSA

NOoAKINKYeHNA OO0 TexX Nop, Noka He 6y/:1,eT caenaH 3anpoc Ha HoBoOe.

BHumaHue: WMHorga nogknioveHne He MOXEeT ObiTb npekpalwleHo, aaxe ecnnm B none
MakcumanbHoe BpemMAa NpPOCTOA YyKa3aHO onpeaeneHHoe 3Ha4dYeHue, TaK KakK HEeKOoTopble

npunoxeHust B )OHOBOM pexnme obpatuatotcs kK MIHTepHeT-pecypcam.

&= lMpumeyvaHue:

Ecnn Bbl He 3HaeTe, Kkakoil TWM MOAKMHOYEHMs BbIOpaTb, HaxXmuTe KHomnky [louck, u
MapLipyTM3aTop aBTOMAaTU4Yecks MPOBEAET CKaHMpOBaHME CEPBEPOB UM MPOTOKOIOB,
ncnonb3yemblx VIHTepHeT-nogknodeHnem.  PyHKUMS  OTOGPasuT TWM  NOAOKMOYEHUs  Mnpu
oOHapy>XeHUN MapLupyTM3aTOpOM akTUBHOrO WHTepHeT-cepBuca. [aHHas wuHdopmauus

npnBOoOANTCA TOJNMIbKO ANA ChpaBKWU. Ytobbl y6eD,I/ITbCFI B TOM, YTO MMEHHO 3TO MNOAKIIIoYeEHNne
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npenoctaBndeTcAa NocTtaBLMKOM I/IHTepHeT-ycnyr, HYXXHO O6paTI/1TbC$I HenocpeacTtBeHHO K HEMY.

Mapu_lpyTM3aTop MOXET BbIABUTb CleayroLuine TuMnbl NOOKIMIOYEHWIA:

e PPPoOE - [1na nogkntodeHunid, ucnonbayowmx PPPOE, TpebyeTca ykasaTb MMSA NoSib30BaTenNs

M naporib.

e OuHamunyeckmn IP — T[logknioveHusi, MWCMOMb3ylLWMe HasHadeHne OUHaMUYEeCKUX

IP-agpecos.

e Crtatuyeckun IP — NMogknoueHns, ncnonb3ywwme HasHa4eHne Ctatn4eCknx agpecos.

MapLupyTnsaTop He MOXET OOHapyXuTb Takue nogkntodeHus kak PPTP/L2TP/BigPond. Ecnu
nocTtaBLMK VNHTEPHET-yCNyr NUCMNosb3yeT OAMH U3 TaKMX MPOTOKOSOB, Bbl JOIMKHbI MPOM3BECTU
NoAKNKYEeHNE BPYYHYIO.

4.5.2 JlokanbHana ceTb

Bbl6paB CeTtb - JlokanbHaAa ceTb, Bbl MOXETE HaCTpOUTb IP-napameprl nokanbHOW CeTu, Kak
NOoKa3aHO HMXe.

MAC-agpec: DB-50-4C-F5-43-44
IP-agpec: 192 168.1.1
Macka nogcerw: 265 256 2550 »

Puc. 4-12 JlokanbHas ceTb

MAC-agpec — duanyeckuin agpec mMapLipyTmMsaTopa, kak nokasaHo B okHe LAN. [laHHoe

3Ha4YeHME He MOXET ObITb M3BMEHEHO.

IP-appec — YkaxuTe |IP-agpec mapLipytmsatopa uinm cOpockTe ero, MCnosb3ys AeCATUYHbIN

dopmaT ¢ pasgenuTenbHbIMU ToYKaMu (3HaYeHue no ymonyaxuio: 192.168.1.1).

Macka noacetu — [laHHoe 3HadeHne onpegensieT 3HadeHne cetn. OObIMHO 3TO
255.255.255.0.

& lMpumevaHue:

1.

Ecnu Bbl nameHnnu IP-ap,pec NOKarnbHOW CETU, Bbl AOIMKHbI yKa3blBaTb 3TO 3Ha4YeHue npu

BXOZ€e B MapLipyTM3aTop.

2. Ecnv HoBbIN IP-agpec nokanbHOW ceTu He COOTBETCTBYET mMacke noacetu, nyn IP-agpecos
DHCP-cepBepa Takke uameHuTcs, a yHkumun BupTtyaneHein cepsep n DMZ Host He GyayT
pabotatb OO0 Tex Mnop, NMoka B WX HACTPOMKM He OyayT BHECeHbl COOTBETCTBYHLLME
N3MEHEeHUS.

4.5.3 MocTt

I'Iepe|7|,q1/|Te B MeHo CeTb - MocT, rae Bbl CMOXETE BbINOTHUTb HaCTpOVIKy nopta Nogkn4eHHOro

B pexnme MoCcTa NoKanbHOW cetTn B HMXXeyKa3aHHOM OKHe.
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MopT LAN, CoeaHHEHHEIA B pemMme “mocT" ¢ VWAHN:

COXpaHuTE

> Mopt LAN, coeamHeHHbIn B pexume «moct» ¢ WAN — Homep nopta LAN, koTopbin
HacTpoeH Ha pexum mocTa ¢ noptom WAN. EcTb aBa BapunaHTa Bbibopa: MopT 4 unu Mopt 3
n 4. Tak, Bbl CMOXeTe OQHOBPEMEHHO MpocMaTpuBaTh CTpaHuubl B VIHTepHeT no gpyrum
noptam LAN uepes NAT.

& lMpumevaHwue:

Ecnn Bbl uameHute HacTpoiky B none LAN nopt, ceadaHHbIi ¢ WAN, cuctema nepesarpysumTcs.

HaxmuTe kHonky CoxpaHuTb 451 COXPaHEHNS HAaCTPOEK.

4.5.4 KnonunpoBaHue MAC-agpeca

Boibpas CeTb - KnoHunpoBaHmne MAC-agpeca, Bbl Mmoxete HacTpoutb MAC-agpec WAN-cetn
(pnc. 4-13):

Knonunposanue MAC-agpeca

MAC-agpec WAN: |UU-19—BG—CA-BA-EIE | [BoccTanosnTs 3aBoackoil MAC-aaped|

WMAC-aapec konnstorepa: | |[__ KnonvposaTs MAC-agpec |

COXpaHNTE

Puc. 4-13 KnonnposaHue MAC-aapeca

HekoTtopble noctaswmkn UHTepHeT-yecnyr Tpebytot permctpaumm MAC-agpeca agantepa. 3gech

peako TpebyeTca BHOCUTb Kakne-nnbo nameHeHuns.

> MAC-agpec WAN — B atom none otobpaxaetca Tekywmnn MAC-agpec WAN-nopTta. Ecnu
BaLl nocTaBLwmK NHTepHeT-ycnyr TpebyeT oT Bac 3apeructpuposate MAC-agpec, ykaxuTe
KoppekTHoe 3HadyeHne MAC-agpeca B ¢dopmate XX-XX-XX-XX-XX-XX (rge, X — 3aT0

LecTHaguaTepu4yHoOe Yncro).

> MAC-agpec kKomnblTepa — B atom none otobpaxaetca MAC-agpec KomnbTeEpa,
KOTOpbIA MCnonb3yeTcs AN ynpasneHus MaplupyTtusatopom. Ecnm TpebyeTcsa ykasaTb
3HadyeHne MAC-agpeca, Haxmute kHonky KnoHupoBatb MAC-agpec n atot MAC-agpec
nosisutca B none MAC-agpec WAN.

UTtobbl BepHyTb 3aBogckoe 3HadeHne MAC-agpecy WAN-ropta BOCNONb3YATECH KHOMKOM

BoccTraHoBuTb 3aBoackon MAC-agpec.

Haxmunte KHOMKY COXpaHMTb, 4yTOObI COXpaHuUTb caernaHHble U3MEeHEHUA
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&= lMpumeyvaHue:

®dyHkumss KnoHupoBatb MAC-agpec MOXET OblTb WCNONb30oBaHa TOMbKO KOMIMbIOTEPOM
JIoKanbHOM ceTu.

4.6 BecnpoBOAHOWN pPeXUM

BecnpoBoaHON PEXAM
- HacTpoikn GecnpoBOOHOTO PEXHMA
- Jamura DecnpoBOOHOND PEXMMa

- DunbTpaumnA MAC-angpecos

- PacmnpeHHbie HaCTPORKA

- CtatmcTika DecnpoBOOHOND pEXUMa

Puc. 4-14 MeHio becnpoBoaHoW pexum

B meHio BbecnpoBogHoOl pexum cogepxatca natb nogmeHto (cm. puc. 4-14); Hactpouku
6ecnpoBoagHoro pexuma, 3awurta 6ecnpoBogHoro pexuma, dunsrpauus MAC-agpecos,
PaclwupeHHble HacTporku n Ctatuctuka 6ecnpoBOogHOro pexuma. Boibepute ogHO M3 HUX

01151 HACTPOWKN COOTBETCTBYIOLLEN (DYHKLMMW.

4.6.1 HacTponkun 6ecnpoBogHOro pexmnma

Buibpas BecnpoBogHoi pexum - HacTpoiku GecnpoBOAHOro pexuma, Bbl MOXeTe
MPOU3BECTM HACTPOIKY 6a30BbIX MapameTpoB GECNPOBOAHOW CETH.

HacTtpoiiku becnpoBogHOro pexuma

Mnn cemi: |TF'-LINK_F5434=1 |[TEIK>KE HaablBaeTcA SSID)

Pervox: |chcn;| w

Kanan: ABTO w

Pemn: | 11bgn cmeLllanHeIil h

MakcumansHas CKopocTs nepenaqn (Tx): 300MBuT/Cc v

BrniounTe GECNPOEOOHOE EBWEHME POYTERE
BKNIDYHTL WHPpoKOEEWSHHE SEID

[ Brniouuts WDS

CoxpaHiTe

Puc. 4-15 HacTtpolikn 6ecnpoBoaHoOn cetu

>  Wmsa cetn (Takke HasbiBaetca SSID) — Ykaxute 3HadeHne gnvHon 0o 32 cumBonoB. Bcem
GecnpoBOAHbIM YCTPOWCTBAM CETU AOMKEH ObITb MPUCBOEH OAUH U TOT XKe UAeHTUdMKaTop
SSID. Yto kacaetca 6esonacHocTn GecnpoBogHol ceTu, uaeHtudukatop SSID no

ymonuaHuto  (XXXXXX — nocnegHvue wWecTb YHuKanbHbIX cumeBonoB MAC-aagpeca
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MapLupyTusartopa). [JaHHoe none ABNAeTcs YyBCTBUTENbHBIM K pernctpy. Hanpuwvep, TEST

n test — aTO pasHble 3HaYeHU4.

PervoH — Bbl6epVITe COOTBETCTBYIOLLEE 3HAYEHNE N3 BbllMagarolero MeHio. B naHHoM none
YKa3blBa€TCA pernoH, rae beHKLWIFI 6ecnposo,u,H0|?1 nepegavn fAaHHbIX MOXeT ObITb
nucnonb3oBaHa. Mcrnonb3oBaHne gaHHOW (byHKLI,I/IVI B pernmoHax, He YyKa3aHHbIX B ClNUCKe,
MOXeT ObITb He3aKkoHHbIM. Ecnu Bawen CTpaHbl U1 permoHa HeT B Clnncke, 06paTI/ITer 3a

NMOMOLLbKO B MECTHOE NpaBUTEribCTBEHHOE areHTCTBO.

Mocne ToOro, kak perMoH O6bin BbiOpaH, HaxmuTe kHOMKy CoxpaHuTb. B nosiBuBLUEMCS

MHOPMALMOHHOM OKHE HaxxmuTe kHorky OK.

Coobe HHe c Be B-CTPaHHLbI

' '-q I'Iapunb OTNHHSETCA OT NOATEERH AEHHA I'IEI|:IDJ1$|!
L

NHdopmaumnoHHoe OKHO

& lMpumevaHue:

M3-3a TpeboBaHNii MECTHOro 3akoHoaaTenbCcTBa y Bepcumn ans CeBepHoli AMEpUKN OTCYTCTBYET

onuus Belibopa pervoHa.

>

Kanan — B atom none YKa3blBaeTcA pa6oqa;| yactoTta. Ymcno kaHanoe no yMon4aHuto
wecTtb. He cneanyet U3MEHATb 3TO 3HAYeHWe, eclin TOJIbKO He BO3HUKIU I'Ip06ﬂeMbI Cc

nomexamu oT HaxoasLeics NobnmM3ocTn Apyron ToYkM AocTyna

Pexum — Boibepute cooTBETCTBYIOLLMIA pexnm. 3HadeHne no ymonyanuto 11bgn mixed

Tonbko 11b — BbiGepute, ecnm Bce 6ecnpoBoAHble KIMEHTbl NOAOEPXMBAOT CTaHAapT
802.11b.

Tonbko 11g — Bbibepute, ecnm Bce 6ecnpoBoAHbIE KIMEHTbI MOAAEPXUBAOT CTaHAapT
802.11g.

Tonbko 11n - Bbibepute, ecnn Bce GecnpoBoAHblE KNUEHTbI MOAAEPXUBAKOT CTaHOApPT
802.11n.

11bg cmewaHHbIn - Bbibepute, ecnu wucnonb3lyete ©OeCNpOBOAHbLIE  KIWUEHTHI,
nogaepxupatowme ctaHgaptel 802.11b and 802.11g.

11bgn cmewaHHbIn — Bbibepute, ecnu ucnonb3yete 6ecnpoBOAHbLIE  KITMEHTHI,
nogaepxueatome ctaHgaptel 802.11b, 11g, n 11n.

Bbibepute HyXHbI pexm BecnpoBogHOM nepedaym gaHHbiX. Ecnm BoibpaH 802.11g, TO TOMbKO

GecnpoBogHble cTaHumMM cTaHgapTta 802.11g cmoryT nogknoyatbes K maplupytusartopy. [Mpu

Bbibope 802.11n Tonbko GecnpoBoaHble cTaHumn cTaHaapTta 802.11n cMoryT nogkniovaThCs K

Toyke poctyna. HacrosatenbHo pekomeHgyeTcs Bbibpatbh pexum 802.11bgn, 4tobbl BCe

GecnpoBogHble ctaHumm ctaHgaptoB 802.11b, 802.11g n 802.11n cmornu nogknio4aTbecs K

MapLipyTM3aTopy.
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> LUVIpVIHa KaHana — Bbl6epVITe LLNPUHY KaHana M3 BblMagarowero cnucka. Mo yMOIn4aHuio

yCTaHOBJ1€HO ABTomMaTtnyeckn. B atom clrniy4dae perynumpoBka LWNpWHbl KaHana ana KnmeHToB

npon3soanTCcA aBTOMaTU4eCKHN.

& lpumeyaHue:

Ecnu B none Pexwum BbibpaHo Tonbko 11b, Tonbko 11g nnn 11bg cMewaHHbIn, none WnpuHa

KaHana CTaHeT Ceporo LiBeTa, U B HeM nosisutcd 3HadeHne 20M, koTopoe Henb3s Byaet

N3MEHUTDb.

> MakcumanbHaa ckopocTb nepegaum (Tx) — B 3ToM norne MOXHO OrpaHuMynTb
MaKCHUMarbHY0 CKOPOCTb Nepedayvn ncxogsilero Tpadvka yepes MapLupyTnsatop

> Bknwouutb GecnpoBogHoe BelwaHue poyTepa - DyHKUMA nepefayun paguocurHana
MapLupyTM3aTopa MOXeT OblTb BKMHOYEHa WMNW BbikMoveHa Anst obecneveHust goctyna

©ecnpoBOAHbIX CTaHLMIA.

> Bknountb wupokoBewaHne SSID - Korgpa 6ecnpoBogHble KNWEHTbI MNPOBOASAT
uccriegoBaHue ydactka 6ecnpoBOAHON CETU, OHW BbISBASIOT TPaHCNAUMIO ngeHTudmrkatopa
SSID, npoBogumyk Maplpytu3atopoM. Ecnv  Bbl  OTMeTUTE sAdeliky BkniounTb
wupokoBelwjaHue SSID, mapwpyTmsatop OyaeT TpaHcnMpoBaTb cBoe nums (SSID).

> Bknrountb WDS — BribpaB 310 none, Bbl aktuBupyete dyHkumio WDS. C nomoLLbo 3ToM
DYHKUMM MapLLPYTM3aTOp CMOXET YCTaHaBNMBaTb MOCTOBOE COeQUHEHNE Mexay ABYMS UK
bonee 6ecnposogHbiMu fokanbHbiMK ceTammn (WLAN). MNpu Bbibope 3TOM SYEnKM Takke
ByoeT HeobxoAMMO ykasaTb psf napameTpoB, Kak NoKka3aHo Ha pUCYHKe Huxe). Ybeautech B
TOM, YTO JaHHbIE HACTPOWMKUN yKa3aHbl BEPHO.

Brnouuts WDE
SSIDicoeaMHeHHe THRa “MOCT"):
BSSID{coeuHeHe THNA “MOCT"): Mpumep:00-1D-0F-11-22-33
Tun kno4a: Het w
WHoekc WEP:
THN ayTeHTUdIMKALLK:
Mapone:

e SSID (coeanHeHue TMNa «Moct») — NoeHtTudmkatop SSID Toukm gocTyna, K KOTOpoWn
B KayecCTBe KIIMeHTa cobMpaeTcsl MOAKMIOYMTLCSA MapLIpyTU3aTop. Takke Bbl MOXETE

3agencTBoBaTth (PyHKLMIO Noncka, YTobbl BbiOpaTe SSID ansa nogkntoveHus.

e BSSID (coeauHeHue TMNa «MocT») - NageHTudukatop BSSID Toukm goctyna, K
KOTOPOW B Ka4eCTBe KIIMEHTa cobupaeTcsi NOAKMYNTLCA MapLupyTusatop. Takke Bbl

MOXeTe 3a4eNcTBOBaTh PYHKLMIO Noncka, YToObl BbibpaTb BSSID ona nogknodeHus.

e [louck — [Nonck Toukn JocTyna, NCNONb3YOLEN TEKYLLMIA KaHan.
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o Tun knro4ya — B aTOM none 3HadeHue BbI6VIpaeTCFI B 3aBUCMMOCTWU OT napameTpoB

©e30nacHOCTM TOYKM poctyna. PekomeHayeTtcs, yTobObl JA@HHOE 3Ha4eHMe coBnagano

CO 3Ha4eHueMm, ykadaHHbIM O5nAa TOYKM O0CTyna.

e Wupexkc WEP — Vcnonbayetca npu Beibope WEP(ASCII) nnu WEP(HEX) B none Tun

Krntoya. B gaHHoOM none ykasbiBaeTcs uHaekc kntova WEP.

e Twun ayteHTUdMKaumm — [JaHHas onuusa JormkHa ObiTb BbiOpaHa, ecnv B nosne Tun
Knto4ya Bbi6paHo 3HaveHne WEP (ASCIl) unn WEP (HEX). 3gecb ykasbiBaeTcs Tvn

aBTOpU3aLMM KOPHEBOW TOYKU AOCTYMa.

e NMaponb — MNpy NoaKMYEHUN TOYKM AOCTyNa MapLupyTM3aTopa Heo6XoaAMMO B JaHHOM

nosne ykasaTtb napoJib

4.6.2 3awuTa 6ecnpoBOAHOIro pexuma

BbiGpas BecnpoBogHoi pexum - 3awmta 6ecnpoBOOHOrO0 PeXuma, Bbl MOXETE HacTPOUTb

napameTpbl 6e3onacHoCTU Ballen 6ecnpoBOAHONM CETMU.

Y MapuwpyTtusatopa mmeeTcsa nNATb pexumMoB obecnedeHnss BesonacHoctM ©ecnpoBOgHOro
pexuma - WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi
Protected Access 2), WPA-PSK (Pre-Shared Key), WPA2-PSK (Pre-Shared Key).

@ OTKNKYHTE 3AWMNTY

O WEP
Tun: AgTomaTnyeckan b

®opuar WEP kntoya: LecTHagUATEPHUHEIN ¥

Kntoy BeIBpaH WEP Koy Tun Knioua
Knioy 1: OtkniounTe %
Knioy 2 OTknioynTe %
Knioy 3 OTknioynTe %
Knioy 4 OTknioynTe %

O WPAWPAZ - Enterprise
Bepcua: ABTOMATHUECKAR 3
WhdapoBanme: ABTOMATHYECKAR &
IP-agpec Radius-cepeepa:
Radius-nopr: 1812 (1-65535, 0 03HAYAET NOPT NG YMONYaHKID 1812)
Mapons Radius-cepeepa:

Mepnoa oSHOBNEHUA rPYNNOBOMO KNKYa: 0 (B CEKYHOEX, MUHWM3NEHOe 3Hauerne 30, 0 03KauaeT oTCyTCTEME 0OHOENEHNA

) WPA-PSK/WPA2-PSK(PekomerayeTca)
Bepcus: ApTomaTiyeckan ¥
WhdapoBanme: ABTOMATHYECKAR ¥
Mapons PSK:
(Bbl MoweTe gecTH ASCII CUMBONLI B ANANAI0HE MeXdy 8 M 63 UNW WeCTHAAUATEPHYHEIE CHMEOME! B AWaNa3oHe Mexay 8 unu 64.)

Mepuon 00HORNEHHA TPYNNOBOTO KNKYa: 0 (B CEKYHAAX, MUHWIMANEHOE 3HaYeHNE 20, 0 03HaYaeT OTCYTCTENE OGHOENEHNA)

CoxXpaHnTb

Puc. 4-16

>  OTKMOYMTb 3awmTy — ECnM Bbl XOTUTE akTMBMPOBaTb AaHHY (YHKLMIO, OTMETbTE
COOTBETCTBYHOLLYIO siYelky. HacTosTenbHO pekomeHayeTcsl BbiopaTb OOWH M3 MMEHLLMXCS
pexumMoB obecrneyeHns 6e30nacHOCTU.

> WEP — Ha ocHoBe craHgapta IEEE 802.11. lNpu BbibOpe AaHHOroO Nons MnosBUTCS
Bbl€eNeHHasi KpacHbIM LLBETOM HaAMUCb, Kak NoKasaHo Ha puc. 4-17.
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WEP
Tun: ABTOMATHYECKAA v

@opuat WEP knkya: LecTHaALATEPHYHBIT ¥

Knroud BeiGpaH WEP Knou Tun Knioua
Kntoy 1 CTrntoUNTE v
Kntoy 2: CTrntoUNTE v
Kntou 3: CTrntoUNTE v
Koy 4: OTkNHYNTE e

Iel He
PEMMI

EHOYEM 1Cnon

ceate WEF wngpoea
1n, Tak Kak 0

WikaunA 802,

Puc. 4-17

Twun — Bbl MmoxeTe BbIOpaTh TN WEP-3awmThl 13 BoinagatoLwero cnucka. 3HayeHune no
ymMonyaHuio ABTOMaTMueckasa. OTO O3Ha4yaeT aBTOMAaTUYECKUA BbIOOpP 3HaYeHUs
Kniou obuwero goctyna unu OTKpbITas cuctema B 3aBUCMMOCTU OT MnapameTpoB

GecnpoBOAHON CTaHLIMK 1 3anpoca.

®opmatr WEP knwoua — 3gecb MoxHO BblOpaTth LecTtHaguaTepuuHbin nnn ASCII
dopmar. LLecTHaguaTepnyiHbIN dopmaTt O3Havaet KOMOUHauuio
wecTHaguaTepuyHbix cumsonos (0-9, a-f, A-F) onpegenernHon anuHel. ®opmat ASCII

O3Ha4aeT KOM6I/IHaLI,I/IIO KnaBmaTypHbIX CUMBOJIOB onpe,qeneHHon ONNHbI.

WEP knto4 — BbibepnTte 0ouH U3 YeTbipex knoden n ykaxnte WEP-knoy. Yoeagutecb

B TOM, YTO AaHHble 3HaYeHUs OAUHAaKOBbI ANA BCeX 6eCcnpoBOAHbIX CTAHLUIN CeTu.

Tun knroya — 3gecb MOXHO ykasatb anuHy WEP-kntoua (64-, 128- unn 152-6utHbIn).
3HadyeHne "OTkMoYeHo" o3HavaeT, 4TtOo 3anuck ¢ WEP-kniovom aBngetcs

HeOencTBUTENbHOMN.

64-6MTHLIN — Bbl MOXeTe ykasaTb AeCATU3HaYHOe LecTHaaLaTepuyHoe YNCIo
(komBuHaums cumonos 0-9, a-f, A-F, HyneBow knioY He NnogaepXxmMBaeTcs) Unu
nNATU3Ha4Hoe Yncno B koguposke ASCII.

128-6MTHBLIN — 3gecb MOXHO yKasaTb 26-3Ha4yHoe LWeCTHaauaTepnyHoe Yncro
(komBuHauma cumsonos 0-9, a-f, A-F, HyneBown KntoYv He NoAepPKNBAETCS) UK
13-3Ha4Hoe umcno B koampoeke ASCII.

152-6uTHOE — 3aecb MOXHO 32-3Ha4yHOe LeCcTHagLaTeEPUYHOE YNCITO (KOMOUHaLWS
cumBonos 0-9, a-f, A-F, HyneBow knoy He nogaepxmeaeTcs) nnn 16-3Ha4yHOe Yncno B
koaunposke ASCII.

&= lMpumeyaHume:

Ecnn Bbl He ykasanu knwod, dyHKUMA obecneveHus 6GesonacHocTu Oyaer ocTaBaTbCA
OTKMOYEHHON, Aaxe ecnu B Tune ayTeHTMdmKaumm 6bin BbibpaH Knoy coBMecTHOro goctyna.

> WPA /WPA2 — Ha ocHoBe cepBepa Radius.

Bepcusa — 3g0ecb M3 BbiMafarollero crnmMcka MOXHO BblOpaTb Bepcuo anroputma
wndgposaHna WPA. 3HayeHne no ymonyaHuio ABTOMaTUYeCKU. DTO O3HayaeT, 4YTo
aBTomMaTudeckn Oypet BbiGpaH pexum WPA (Wi-Fi Protected Access) nnn WPA2

(WPA version 2) B 3aBUCMMOCTU OT NapamMeTpoB 6ecnpoBOaHOM CTaHLUUM UK 3anpoca.
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e LndporaHue — 3aecb MOXHO BblIOpaTh 3HayeHns ABTomaTuyecku, TKIP unu AES.

< MpnumeyvaHwue:

Ecnn Bbl Bbibepute sivenky WPA/WPA2 un 3atem BbiGepute wudpoBanne TKIP, Bbl yBuauTe
BblAENEHHYIO KpaCHbIM LIBETOM HaAMUCh, Kak NnokasaHo Ha puc. 4-18.

‘G| WPAWPA2 - Enterprise
Bepcua: ABTOMATHYECKAA a
LuthpoBaHe: ABTOMaTHYECKaA v
IP-agpec Radius-cepsepa:
Radius-nopt: 1812 (1-85535, 0 0aHayaeT NopT N0 yMenyanni 1812)
Mapone Radius-cepepa:

Meproa OGHOBNEHWUA IPYNNOBOT KIHHa: 0 (B CEKyHOax, MHHUManNEHOe 3HaueHue 30, 0 o3Havaet oTcyTeTene 00HOBNEHNA)

Puc. 4-18
e |IP-agpec Radius-cepBepa — 3agecb ykasbiBaetcs |P-agpec Radius-cepsepa.
e Radius-nopTt — Ykaxute Homep nopta ansa Radius-cepsepa
e [Maponb Radius-cepBepa — Ykaxute naponb ans Radius-cepsepa.

e [lepuon oGHOBNEHMA rpynnoBOro knw4va — YKaxute nepuog OOHOBMEHMS.
3HayeHne ykasblBaeTcsl B cekyHAax, U moxeT O6biTb paBHO 30 mnu Bbiwe. YToObI

OTKIHOUNTb PYHKUMIO, HEOBX0AMMO yKa3aTb 3HadeHue 0.

e WPA-PSK/IWPA2-PSK — Tun ayteHtucpmkaumm WPA/WPA2 Ha ocHOBE COBMECTHO

ncnosb3yemMon naporibHon dpasbl.

e Bepcua — Bbl mMoxeTe BbiGpaTh Bepcuto anroputma wucposaHus WPA-PSK n3
BbINagatoLLero cnncka. 3HadeHne no ymonyaHuio ABToMaTu4yecku. 310 03HaAYaEeT, YTo
aBTOMaTtm4yeckn BblOMpaeTcs oguH u3 cnegyrowmx pexmmos WPA-PSK (Pre-shared
key of WPA) nnn WPA2-PSK (Pre-shared key of WPA) B 3aBMCMMOCTM OT napaMeTpoB

6GecrnpoBOAHON CTaHLMK 1 3anpoca.

e LUndpoBaHue — Npu Boibope WPA-PSK nnn WPA B kayectBe Tuna ayteHTudmkaumm
MOXHO yKasaTb OOHO U3 crneyowmnx 3HadeHn - ABTomatudeckas, TKIP nnn AES B

Ka4decTBe arnropuntmMma mm¢>posava.

< MpumeyvaHue:
Mpn BbiGope nons WPA-PSK/IWPA2-PSK u anroputma wudposaHma TKIP nossutcs

BblAerneHHaaA KpaCHbIM LBETOM HaAMNMUCb, Kak Noka3aHo Ha pUC. 4-19.

& WPA-PSK/WPA2-PSK(PekoMeHayeTca)
Bepcus: ABTOMaTHYECKAA ¥
UWnchposaHme: ABTOMATHUBCKAR |V
Mapons PSK:
(Bl MoxeTe BEECTH ASCI CMEONLI B AMANA30HE MEXOY 8 1 63 UNK WECTHAOUATEPUUHBIE CUMEONLI B N3NA30HE Meay 8 unu 64}

Mepuopn 0GHOBNEHUA FPYNNOBONO KNKYa: 0 (B CEKyHOEX, MUHUMankbHee 3HaveHne 30, 0 o3HayaeT oTCyTCTENE o0HOENEHNA)

CoxpaHnTe

Puc. 4-19
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e [aponb PSK — 30ecbk MOXHO yKkasaTb 3Ha4YeHue anmHom ot 8 oo 63 cumBonos

e [lepmon oGHOBREHUA TrpynnoBOro Kmnw4ya — Ykaxute nepuog OOBHOBNEHUS.
3Ha4veHMe ykasblBaeTcs B CEKyHAAx M MoXeT ObiTb 30 unu Bbiwe. YTOObI OTKMIHOYNTL

PYHKUMIO HeobxoanMOo ykasaTb 3HadveHue O.

He 3abyabTe HaxaTtb KHOMKy CoxXpaHUTb, YTODObI COXpaHUTb CAENaHHbIE B OKHE N3MEHEHNS.

4.6.3 dunbtpauna MAC-agpecoB

Boibpas BecnpoBogHomn pexum - dunsrpaumsa MAC-agpecoB, Bbl CMOXETE KOHTPONMPOBaTh
BGecnpoBoaHOM JOCTYN, HacTpouB hyHkuuio unbrpaumm no MAC-agpecam (puc. 4-20).

GUNsTpauna MAC-aapecos B GecnpoBoaHON ceTh:  OTkNYeHa Brntoyuts

MpaBwuna thonnbTpaumn
@- ZanpEeTHTE CTAHUMAM, HE YKA33HHLIM HA B -JD.HDfI W3 aKTMENDOBSHHBIX 38NNCER B CNMCKE, aocTtyn

C' P a3pewnTe CTAHUNAR, HE YKA3aHHEIM HW B 3OHOA U3 aKTMEMPOBAHHEIX 3aNWCER B CNWCKE, AOCTYN.

v} MAC-anpec CoCToAHHE Onucanne PepakTipoBaTh

[ HoGasuts Hosywo

Puc. 4-20 dunbrpaums MAC-agpecos
YUTo6bl akTMBMpOBAaTb (PYHKLMIO, HE06X0AMMO BbiGpaTh BknounTb. Mo ymonuanuio,
YCTaHOBIEHO 3HavyeHne OTKNoYeHa.

> MAC-agpec — MAC-agpec 6ecrnpoBoaHON CTaHUUN.
> CocTtosiHme — CocTtosiHMe 3anucu — BknroveHo unm OTknoYyeHo

» OnucaHue — OnucaHne 6ecnpoBoAHOM CTaHUUK

Uto6bl gobaBuTb HOBYH 3anucb, HaxmuTe KHonky J[ob6aBuTb HOByHO... OTKpPOETCA OKHO

®dunbrpauus MAC-agpecoB (cM. puc. 4-21):

MAC-agpec:
Onucanne:

Craryc: BrnwyeHa v

[_coxpanuts_| [Hasaa |

Puc. 4-21 dunsrpauma MAC-agpecos
Y100bI 4OOABUTL UM U3MEHUTBL 3anNUCb, HEOOXOAUMO caenaTb crieayollee:

1. B none MAC-agpec ykaxuTe  COOTBETCTBYKOLUEEe 3HavyeHMe B  dopmaTe
XX-XX-XX-XX-XX-XX (roe, X — a10 gecarepuyHoe umcno). Hanpumep, 00-0A-EB-00-07-8A..

2. B none OnucaHue ykaxute KpaTkoe onucaHve 6ecnpoBoaHoW cTaHuun. Hanpumep,
BecnpoBogHas ctaHuusa A.
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3. B none CoctosiHne wu3 BbiNagawowero cnucka BbloepuTe 3HaveHMe Bknrw4veHa unu
BbiknioyeHa.

4. YT06blI COXpaHWUTb BBEAEHHYIO 3aMMCb, BOCMOMb3yNTECh KHOMKON COXpPaHUTB.

Y106b1 UI3MEHUTL NNKN yAanuTb CyLWweCcTBYHOLLYH 3anUChb:

1. Bbibepute 3anucb u HaxmuTe KHONKy U3meHuTb. YT0ObI yaanuTb 3anucb, BOCMNONb3YNTECh

KHOMKOW YaanuThb.
2. BHecuTe HeOOXOAMMbIE N3MEHEHUS.
3. Haxmute kHonky CoxpaHuUTb.

HaxxaB KHOMKY Bknouutb BCe, Bbl coenaeTte Bce 3annMcn aktTuBHbIMUA.
HaxxaB kHOMKy BbIKNOYUTb BCe, Bbl COeNaeTe BCe 3arnMcu HEaKTUBHbLIMMN.
HaxaB KHOMKy YaanuTb Bce, Bbl yaanuTe BCe 3anmcu.

Haxas kHonky [lanee Bbl nepengeTe B CreayoLlee OKHO.

Haxas KHOMKY Ha3zap, Bbl BepHETEeChb B npeabiayuiee OKHO.

Hanpumep: Bbl xoTnTe npegoctaButb OOCTYN K MapLUpyTM3aTopy TOMbKO Ans ©6ecrnpoBoaHow
ctaHuum A ¢ MAC-agpecom 00-OA-EB-00-07-8A n 6ecnpoBogHoi ctaHumm B ¢ MAC-agpecom
00-0A-EB-00-23-11. Ona artoro B okHe ®Punbtpauus no MAC-agpecam 6ecnpoBOAHbIX

yCTpOMCTB Heobxoaumo caenaTb cneaytoLlee:
1. HaxaB kHonky BknrounTb, 4TOObLI akTMBMPOBaTh (OYHKLMIO.

2. Bbibepute none “OTka3aTb B AOCTyne CTaHLUMUSM, He yKa3aHHbIM B ClUCKe goctyna”

ansa Mpasun counbTpauuu.
3. YpanuTe unu oTkNio4YnUTE BCE 3anucu (ecnv TakoBble MMeTCS).

4. Haxas kHonky flo6aBuTh... 1 . B none MAC-agpec ykaxuTte 3HadeHne 00-0A-EB-00-07-8A,
3aTem B none OnucaHume BBeaute becnpoBogHasa ctaHums A. B none CocTtosiHue u3
BbiNaJaroLwero cnicka BblibepuTe 3Ha4veHne BknroveHo. Haxmute kHorky CoxpaHuTb

Haxmute kHonky Hasag,.

MpaBuna dounbTpauumn AOMKHbI BbIrMAAeTb creayowmmMm obpasom:

Mpasuna thnnsTpaunmM
(?,' :‘BFH]E'HITb CTaHUMAM, HE YK333aHHBIM HKW B 'JJJ,H'JfI 13 GKTMBMPOBAHHLIX 38NNCEN B CIMCKE, aoctyn.

C' FaspewnTb CTAHUMAM, HE YKA3aHHBIM HU B l]ﬂHl]ﬁ W3 AKTHEWUP OBAHHbLIX 23NKUCEl B CIUCKE aactyn

I MAC-agpec CocToAHue OnucaHne PelakTHpoBaTh

1 00-0A-EB-00-07-8A BrnrodeHa A PenaktMpoBars YOoanuTe

4.6.4 PaclunpeHHble HAaCTPOUKU

Buibpas BecnpoBogHOW pexum - PacluMpeHHble HACTPOWMKM, Bbl MOXETE HacTpOUTb

paclUMpeHHble HAaCTPONKM 6ecrnpoBOaHOM CEeTU.
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MowHOCTE NepeaaTJuka: Bricokas w
WHTepBan mManka: 100 (40-1000)
Mopor RTS: 2346 (1-2346)
Mopor @parveHTaume: 2346 (256-2346)
WuTtepean DTIM: 1 (1-255)
AkTenpoeate WM
Aktnenpoeats Short Gl (KOPOTKMA 33 WNTHEIN MHTEPESN)

[] Aktnenpoeate AP Isclation (M30NALNA TOUKW QOCTYNE)

COoXpaHnTh

Puc. 4-22 PaclumMpeHHble HacTpOWKK

> MowHocTb nepepatyuka — 30ecb MOXHO Bbl6paTb MOLLHOCTb nepegaBaemMoro curHana.
Mmetowmecs 3HadeHusi — BbICOKas, cpeaHAada unn HU3Kag. Mo YMOJM4aHNK YCTaHOBJ1EHO
3Ha4yeHne BbICOKasd. PeKOMeHﬂyeTCFI ncnonb3oBartb MMEHHO 3TO 3Ha4YeHue.

> WHTepBan masika — 34ecb MOXHO ykasaTb 3HadeHue B npegenax ot 20 go 1000 mcek.
HaHHasa dyHkumna oTnpaenset Beacon-nakeTbl AN CUHXpOHM3aumn paboTbl 6eCnpoBOAHON
cetn. [aHHoe 3HayeHue onpegensieT WHTepBan Mexay oTnpaBkon Beacon-nakeTos.
3HaueHne no ymonyanuto 100.

» Mopor RTS - 3gechb yka3biBaeTcsa 3HadeHue nopora RTS (Request to Send). Ecnu BennynHa
nakeTa npesblllaeT yCTaHOBMNEHHOe 3HayveHue nopora RTS, maplipytusatop nponssoguT
oTnpaBky kagpoB RTS Kk npuHumarowen crtaHuMM W COINacoBbIBAeT  OTMNpaBKy
WMHPOPMaLMOHHOIO Kaapa. 3HayeHne No ymonyaHmio 2346.

> Mopor dparmeHTaumm — [laHHOe 3HayeHMe onpefensieT dparmeHTaumio naketos. Ecnu
OHO YCT@HOBJIEHO CIMLLKOM HMWU3KUM, 3TO MOXET MNPUBECTU K HeyaOoBNeTBOPUTENbHOMN
NPoOmn3BOAUTENBHOCTM CETU M3-3a Hanmuma OBonblIoro 4ucrna naketoB. [lo ymonyaHuio
ucnonb3yeTcs 3HavyeHue 2346. PekomeHayeTca NCnonb30BaTb UMEHHO 3TO 3HaYeHue.

»> WHtepBan DTIM — 3710 3HayeHue onpeaensieT nHTepsan ans coobwenus DTIM (Delivery
Traffic Indication Message). MNone DTIM gBnserca nonem oTcdeTa, MHOPMUPYIOLLMM
KNWEHTOB  Ccredylowero OkKHa Ans  MNpochylMBaHUSA  LUMPOKOBeLlaTenbHbIX — UMn
MHOrOaApecHbIX  COOOLLEHMIA. Korpa  mapwpyTtusatop  coxpaHsaeT B Bydep
LUMpOKOBeLLaTeNbHble UMM MHOroagpecHble COOOLLEeHUs Ansi acCOLUMPOBAaHHBIX KITMEHTOB,
OoH oTtnpasnsieTr cneaywouwee DTIM co 3HayeHnem uHTepBana DTIM. Bbl moxeTe ykasaTb
3HavyeHve B npegenax oT 1 pgo 255 wuHTepsanoB Beacon-naketoB. [lo ymonuyaHuio
ncnonb3yeTtcs 3HadyeHue 1, 4to o3Hadaet, yto DTIM-uHTepBan paBeH OgHOMY WHTepBany
oTnpasBku Beacon-nakeTos.

>  AktuBupoBaTb WMM — OyHkumns WMM obecneuymBaeT nepBoovepeHyo nepenady naketon
C BbICOKOMNPUOPUTETHbIMU COO6IJ.|,eHVI$IMI/I. HacTtoaTtenbHo pekomeHayeTcAa ncnonb3oBatb 3TY

dYyHKUMIO.

> AxktuBupoBaTb Short Gl — PekomeHayeTcs ucnonb3oBatb 3Ty (PyHKUMIO, YTOObLI YBENNYNTD
€MKOCTb [aHHbIX MOCPeaCTBOM YMeHbLUEHUS 3almnTHOro nHtepeana (Guard Interval, Gl).

» AktuBupoBatb AP Isolation — [lJaHHas ¢yHKUMS no3BonsdeT usonupoBaTb 6ecnpoBoaHbIe
CTaHuuMu ceTu pgpyr oT pgpyra. B atom cnyvae OecnpoBogHble ycTponcTtBa OyayT
B3auMOAenCcTBOBaTb C MapLUPyTU3aTOPOM M He CMOryT B3auMogencTBoBaThb APYr C APYroM.
Y106l aKTMBMPOBATb (PYHKLUMIO U30NAUMUM TOYKUM AOCTyNa, OTMETbTE COOTBETCTBYHOLLYIO
a4enky. Mo ymonyaHuio gaHHasa pyHKLUUSA OTKIIoYEeHa.

& [lMpumevaHue:

Ecnun Bbl HEAOCTaTOYHO XOPOLLO 3HAaeTe HAaCTPONKMN AaHHOMO OKHa, HACTOSATENBHO PEKOMEHAYEM

HEe W3MEHSTb YCTaAHOBIMEHHbIE MO YMOSYaHUIO 3HaveHusd. B npoTMBHOM crny4ae BO3MOXHO

yxXyauweHme npon3sognTeribHOCTU 6eCI'IDOBOD,HOIZ ceTun.
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4.6.5 Ctatuctuka 6ecnpoBOAHOro pexuma

BbiGpas BecnpoBogHo pexum - CrTaTucTMKa OGecnpoBOOHOrO peXuma, Bbl MOXeTe
npocMoTpeTb uHpopMauuio no MAC-agpecy, TeKylleMy COCTOSHMIO, TOMyYeHHbIM U

oTnpasBJieHHbIM NakeTam AnA KaXxgon nogknto4yeHHoM 6eCI'IDOBOD.HOl7I CTaHuun.

CTraTucTHKa DecnpoBOgHOrO pexuMa

UNCNo NOAKNKYEHHLIX B HACTOAWee BPeMA GeCnpoBOaHLIX CTAHLMWI 0

Puc. 4-23 Ctatuctmka 6ecnpoBogHOro pexuma

> MAC-agpec — MAC-agpec nogknioveHHon 6ecnpoBOAHON CTaHLUm

> TeKywee cocTtosiHne — 3gecb oToOpaXaeTcs Tekylee cocTosiHMe 6ecnpoBOgHON CTaHLMM -
STA-AUTH / STA-ASSOC / STA-JOINED / WPA /| WPA-PSK /| WPA2 | WPA2-PSK /| AP-UP /
AP-DOWN / OTknro4yeHo

> [ony4eHHble nakeTbl — [akeTbl, NONyYEHHbIE CTaHLUMNEN
»> OTnpaBneHHble nakeTbl — [1akeTbl, OTNPaBneHHbIE CTaHUMVEN

Bbl He MoOXeTe BHOCUTb M3MEHEeHWUA B [aHHble, NpeacTaBrneHHble B AaHHOM OKHe. YTobbl

0OHOBUTL Mchopmau,mo B OKHE, HaXXMUTE KHOIMKY O6HOBMTB.

Ecnu KommMyecTBO MOAKMIOYMEHHbIX CTaHUUW  3aHMMaeT 6onblle OoOHOW  CTpaHuubl,
BOCNOMb3ynTecb kHonkon [anee, 4ToObl NepenTn Ha CneayloLlylo CTpaHuLy, UM KHOMKOM

Haszaa, 4Tobbl BepHYTbCS Ha NpeablayLLyo CTpaHuLy.

&= lMpumeyvaHue:
WHdopmaums B OkHe 0BHOBNAETCS aBTOMaTUYECKUN Kaxable 5 CekyH.

4.7 DHCP

DHCP

- HacTpoikn DHCP

- Cnucok knuwexdtoe DHCP

- PezepBMpOBaHNe afpecos

Puc. 4-24 MeHio DHCP

B meHio DHCP cogepxatca Tpu nogmeHio (cm. Puc. 4-24) — Hactpownkn DHCP, Cnucok
knuneHtoB DHCP 1n PesepBupoBaHue agpecoB. Bbibepute 0OHO M3 HMX ANS HACTPOWKMK

COOTBETCTBYIOLLEN PYHKLNN.

4.7.1 Hactponkn DHCP

Bbi6pas DHCP - Hactpoikn DHCP, Bbl MoxeTe HacTpoutb napameTpbl pabotel DHCP-cepBepa

(c™m. puc. 4-25). Mo ymonuyaHuio MmaplipyTusarop pabotaet B pexume cepsepa DHCP (Dynamic
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Host Configuration Protocol), 4to o6ecneunBaeT ncnonb3oBaHue koHcurypaumm TCP/IP gns Bcex

KOMNbOTEPOB nokaneHOW CeTu, NOOKIMIOYEHHbIX K MapLlpyTun3aTtopy.

DHCP-cepeep: ) OTKNYNTE (3) BKNKYNTE
Ha4anbHeii IP-agpec: 192.168.1.100
Koneuusln IP-agpec: 192.168.1.199
Cpok oedcTBWA agpeca: 120 MUHYTEL (1~2880 MUHYT, 3HAYEHWE Mo yMonYaHKue 120}
OCHOBHOW W3 192 168.1.1 (HeoGA3.)
JoMeH No yMonYaHuH: (HeodAza.)
MepBrn4HbIA DN S: 0000 (HeodAa.)

Bropu4Heli DN S: 0.0.0.0 (HeodAza.)

Pwuc.4-25 Hacrtpoviku DHCP

> DHCP-cepBep — OTkntountb unm Bknounts DHCP-cepBep. Ecniv Bbl oTkNtovaeTe cepsep,
B BalLeln ceTu JormkeH ObiTb gpyron DHCP-cepBep nnu B NPOTUBHOM Criyqae Bbl OOMKHbI

GyneTe NPOU3BECTM HACTPONKY KOMMbIOTEPA BPYUHYHO.

> HavanbHbin IP-agpec — YkaxuTe IP-agpec, ¢ kotoporo DHCP-cepBep 6yaet npucBansatb

IP-agpeca. No ymonuaHuio ncnonbsyercs 3HadeHne 192.168.1.100.

> KoHeuyHbIn IP-agpec - Ykaxute koHeuHbln IP-agpec pguwanasoHa, MCMonb3yemoro
DHCP-cepsepom npu npucBoeHumn |IP-agpecos. 1o ymonyaHuio MCMONb3yeTcsl 3HavyeHue
192.168.1.199.

» Cpok penctBus agpeca — [laHHOe 3HayeHue onpenenser nepuon BpeMEHU, B TedeHue
KoToporo nonb3oBaTento OydeT npeaocTaBneHO MOAKMNOYEHWE K MapLupyTusaTopy no
Tekywemy anHamudeckomy IP-agpecy. Cpok oencTBusa agpeca ykasblBaeTcs B MUHyTax. o
MCTEYEeHMM [aHHOrO Mepuoda Mnonb3oBaTent asTomaTtudecku OyoeT npuCBOEH HOBbIV
AnHamuyeckmi IP-agpec. 3HayeHne MoXeT ObiTb B AManasoHe 1 ~ 2880 MuHyT. 3HaveHune

no ymonyaHuio coctasngeT 120 MUHYT.

» OcHoBHoM wnt3 — (HeobGsasartenbHoe none) 3gecb ykasbiBaeTcs |IP-agpec LAN-nopTa

MapLipyTtusaTtopa. 3HadeHne no ymonyanmo 192.168.1.1.

> J[omeH no ymonyaHuw - (HeobGssatenbHoe none). B aTom none MOXHO yKasaTb

JOOMEHHOe M4 Ballen ceTu.

> [MMepBuyHbin DNS - (HeoGsazatenbHoe none). 3gecb MOXHO ykasatb |IP-agpec

DNS-cepBepa, Nosfy4YeHHbIn 0T nocTaBLmka VIHTepHeT-ycnyr.

»> BrtopnyHbii DNS - (HeobGsazaTenbHoe nomne). 3gecb MOXHO ykasaTb IP-agpec gpyroro

DNS-cepBepa, ecnu Baw noctaBswuk MHTepHeT-ycnyr npegoctasndeTt agsa DNS-cepsepa.

& lMpumevaHue:

YTtobbl ucnonbsoBatb QyHkumo DHCP-cepBepa B MaplupyTusaTtope, Yy BCeX KOMMbIOTEPOB
noKanbHOWM ceTn AOMKHO ObITh BbIGpaHo 3HaveHue "MNony4yats IP-agpec aBTomaTnyeckn".
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4.7.2 Cnucok knueHtoB DHCP

Bbibpas DHCP - Cnucok knueHtoB DHCP, Bbl MoXeTe npocmartpuBatb MHAOPMaLMIO MO

BCEM KNMeHTaM MapLupyTusatopa (puc. 4-26).

I HmA KnneHTa MAC-agpec HazHa4eHHbIM IP-agpec Cpok gefcTBnA agpeca

1 new 00-19-66-CA-8A-BE 192.168.1.100 01:49:34

OGHOBUTE

Puc. 4-26 Cnucok knueHTos DHCP
> Wma knuenTta — ma knuernta DHCP
» MAC-apgpec — MAC-agpec knneHta DHCP
> HasHauyeHHbIN IP — IP-agpec, HasHavyeHHbIN MapLpyTusaTopom knneHty DHCP

» Cpok genctBua agpeca — Bpems gencteua gnHamumdeckoro |IP-agpeca knveHta DHCP.

lNocne ucreyeHus CpoOKa OEeNCTBNSA NONb30BaTENO aBTOMaTUYECKN npmuceBanBaeTcA HOBBbIW

OuHamundeckun IP-agpec.

Bbl He MOXeTe BHOCUTb U3MEHEHUS B I/IHd)OpMaLI,VIPO, coaepxallyrocda B AaHHOM OKHe. YUToObI

00OHOBUTb MHGOPMaLMIO, BOCMOMb3yNTECh KHOMKOM OOHOBUTD.

4.7.3 Pe3epBupoBaHue agpecoB

Buibpae DHCP - PesepBupoBaHuMe agpecoB, Bbl MOXETe npocMatpueatb U AobaBnsTb
3ape3epBMpOBaHHbIE adpeca KMMEHTOB 4vepe3 cnegylowee okHO (cMm. puc. 4-27). Korga Bbl
yKa3blBaeTe 3ape3epBUpoOBaHHbIN IP-agpec ans kKOMnboTepa flokanbHOW CETU, 3TOT KOMMNbIOTEP
OyneT Bcerga nonyyaTb OAvH 1 TOT e |IP-agpec kaxabii pa3 npu obpawennn DHCP-cepsepy.
3apesepBnpoBaHHbIN IP-agpec Hy>KHO Ha3Ha4yaTb cepBepaM, TPeOYIOLWNM NOCTOAHHbIX HACTPOEK

IP-napameTpoB.

1D MAC-appec 3apezepeupoeanusili IP-agpec CocToAHuE Pepaktnpoeats

[o0aBUTs HOBYH

Puc. 4-27 PesepBurpoBaHue agpecos

> MAC-agpec — MAC-agpec nepcoHanbHOro KoMMbkOTEpa, AN KOTOPOro Bbl XOTUTE

3apesepBupoBaTtb IP-agpec.

> 3apesepBupoBaHHbin |IP-agpec — |P-agpec komnbloTepa, 3ape3epBUPOBAHHLIA Ha

mapLipyTm3aTope.

> CocTtosiHne — MoxeT ObiTb BKkntoueHo vnu BeikniovyeHo

Y106bI 3ape3epBupoBath IP-agpec:

48



LIRS Ex]\"l] BecnpoBoaHOM rMrabuTHbIM MapLupyTusaTop cepum N

1. Haxmute kHornky [lo6aBUTbL HOBYIO... . [IOMMKHO NOABUTLCS OKHO, Kak Mokas3aHO Ha puc.
4-28.

2. Ykaxute MAC-agpec (B dopmate XX-XX-XX-XX-XX-XX) n IP-agpec komnbioTepa, Ans
KOTOporo Bbl XOTUTe 3apesepBupoBatb |IP-agpec, B pgecatudHoMm chopmate C

pasgennTenbHbIMU TOYKaMW.

3. Haxmute kHonky CoxpaHUTb

HobaBUTb MNKN U3MEHHUTB 3aNKUCh pe3epBUpPOBaHNA agpeca

3apesepeBUpoBaHHLI IP-agpec: l:l

[ coxparuts | [Hasaa |

Puc. 4-28 [1o6aB/Tb UnM M3MEHUTbL 3anNnCb Pe3epBMPOBaHNS agpeca

Y106bl NU3MEHUTb UNnn yoannuTtb CyuwecTBYHOLLYH 3anucCb:

1. BblbepuTe 3anuMcb M HaxmuTe KHOMKY W3mMeHUTb. Ecnv Bbl XOTUTE yaanuTb 3anuchb,

BOCMOfb3yNTECh KHOMKON YAanuTb,
2. BHecute HeobxoanMble N3MEHEHUS.
3. Haxmunte kHonky CoxpaHUTb.

YT00BbI aKTUBMPOBATbL/OeaKTMBMPOBATb BCe 3anucu, BOCMOSNb3yNTECH KHOMKOM
Bkniouutb/OTKNIOYNTL BCe.

UTo6bl yoanuTb BCe 3anmcu, BOCMNONb3yNTECh KHOMKOM YAaanuTb Bce.

UTtobbl nepenTn B criedylollee OKHO, BOCMONb3yhWTecb kHonkown Hamnee. YTobObl BepHYTbCS B
npegblayLiee oKHO BOCMONb3ynTech kKHonkon Hasapa.

4.8 Hactponku USB

Hactpoikn USB

- OBl OCTYN K YCTPORCTEY XPaHeHNA OaHHbIX

- FTP-cepeep
- Megwna-cepeep
- YyeTHbIE 3aNWCH NONLI0BaTenei

Puc. 4-29 MeHto Hactpownkn USB

B meHto Hactponkn USB ecTb YeTbipe NogMeHto (Kak nokasaHo Ha puc. 4-29): O6wmin goctyn K
YCTPOMCTBY XpaHeHuUA paHHbiX, FTP-cepBep, Meaua-cepBep 1 Y4yeTHble 3anucu

nonb3oBaTenen.

4.8.1 O6WwmMM fOCTYN K YCTPOMUCTBY XPaHEeHUs1 AaHHbIX

Bbi6paB nyHkT MmeHio HacTpoinku USB - O6wuin goctyn K yCTPOMCTBY XpaHeHUS AaHHbIX, Bbl
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CMOXeTe npoun3secTtun HaCTpOVIKy NOAKIMKYEHHOIo K MapLwpyTtun3atopy yCTpOIZCTBa XpaHeHndA

JaHHbIX, Kak nokasaHo Ha puc. 4-30.

vV VvV VY VY V VY

CocToAHKWe CNy#ObI: OcTtanoeneHo

LoCTyn K YCTPOACTEY XPAHEHWA aHHLIX C N3pCnem

Tom OGben NamaTH 3aHATo CeodoaHo Hcnonk3oBaHo, B % Ofwmit gocTyn MpocuoTp

ToMa He GINi oGHARYHEHE!. TOOKNKYMTE K MAPWPYTHIaTORY BHEWHEE YCTROACTED XPAHEHWA OaHHEN, NOQo#ANTe 10 CEKYHO W EEINCMHUTE NONCK TOMA.

[_orknrounts anck | [ Haiitu |

Puc. 4-30 O6wmin 4OCTYN K YCTPOWCTBY XpaHEHMS OaHHbIX
CocTtosiHne cnyx06bl — oOTOOpaxaeT TekywuMh cTaTyc cepBepa obuwiero goctyna K
YCTPONCTBY XpaHeHUs1 AaHHbIX, paboTaeT unm He pabotaeT. Bbl MOXeTe HaxaTb Ha KHOMKY
3anyctutb, 4TObObI 3anyCTUTb CepBUC OOLLEro AOCTyna K YyCTPOWCTBY XpPaHEHUst OaHHbIX
UNn MoXeTe LLEeNKHYTb No KHonke OcTaHOBUTL, YTOObI OCTaHOBUTL paboTy cepauca.
Tom — umsA Toma yCTPONCTBA XpaHEHMS AaHHbIX, K KOTOPOMY MONb30BaTeNM UMEKT 4OCTYnN
06bem namsaTn — O6bEM NamMATH YCTPOMCTBA XPAHEHUSA AaHHbIX.
3aHATO — 3aHATOE NPOCTPAHCTBO YCTPOMCTBA XPaAHEHMS AAHHbIX.
CBob6oaHo — CBO60OAHOE NPOCTPAHCTBO YCTPONCTBA XPaHEHNS AaHHbIX.
Ucnonb3oBaHo, B % - [1pOLUEHT 3aHATOro NpocTpaHCcTBa.
O6wwun goctyn — OToGpaXkaeT COCTOSIHNE TOMA, OTKPLIT NN K HEMY OOLLMIA [OCTYN UMK HET.
Korga k ToMy OTKpbIT 0BLMIA JOCTYM, Bbl MOXETE HaxaTb Ha OTKMKUYUTb, YTOObI 3aKpPbITh
0o6LLMI OCTYN K TOMY, KOrAa K TOMY 3aKpbIT 0OLLMIA JOCTYM, Bbl MOXETE HaXaTb BknounTb,

4TOObI OTKPbLITH OGLUMIA AOCTYN K TOMY.

Haxmute Ha KkHOMKy OTKNHOYUTL AUCK, 4TOObI Ge3onacHo OTCoeauHUTb YCTPOWMCTBO
XPaHEHUs [daHHbIX, MOAKIIOYEHHOEe K MapwpyTusatopy. [Ouck nepengetr B pexum
«othcnanH». Korga craHeT 6e3onacHoO 0TCOeaUHNTL ONCK, Ha 3KpaHe NoSIBUTCS criegytowee
coobueHmne (kak nokasaHo Ha puc. 4-31).

CoobmeHne c Beb-cTpaHHLbI

' E CEHUaC MOMHO OTCOEAHHHTE AMCK OT MApWPYTHZaTOpa,
L

Puc. 4-31 CoobuieHune o 6e3onacHOM OTKIKOYEHUM YCTPONCTBA

YUTtobbl HacTpouTb pyHKUMIO (balnoBOro cepeBepa Ha BalleMm MapLupyTusaTtope, npoaenante

creqyoLLme Lwarm:

1.
2.

MoaknoumTe K MapLpyTusaTopy BHewWwHun guck nnm USB cdnaw-KoHUeHTpaTop.

HaxmuTte Ha kHonky HanTu, 4ToObl HaWTU NOAKMYEHHOE K MapLUpyTU3aTopy YCTPOMCTBO.
Ha skpaHe oToOpasnTcsa criefytolee OKHO, Kak MokasaHo Ha puc. 4-32
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OBwWwuin gocTyn K YCTPONCTBY XPaHEHWA AaHHBIX

CocToAHue cnyxosl: 3anymeHo OCTAHOBUTE

LoCTyn K ySTROACTEY XPaHEHNA aHHLIX C Naponem

Towm O0beM NaMATH 3aHAro CeodogHo Mcnonk3o08aHo, B % Uﬁll.lﬂﬁ AocTyn Mpocuotp
volume1 10GB 959MB 45 MB 95% OTKDEITE ONCK
[ Otkniounts guck | [ Hanmu

Puc. 4-32 O6Lumi 4OCTYyN K YCTPOWUCTBY XpaHEHUS OaHHbIX
3. Haxmute Ha kHOMKy 3anycTuTb, Y4TOObI 3anycTuTb crnyxby obLliero goctyna K yCTPOWCTBY
XPaHEeHWs1 AaHHbIX
4. HaxmuTe Ha KHOMKy BknounTb B konoHke OOLwmi goctyn, 4tobbl OTKPbITE 00LWMI AOCTYN K
ONCKY.
5. Haxmute Ha KHONKY OTKNIOYUTb, YTOObLI 3aKpbITh OOLLMIA 4OCTYN K OANCKY.

6. Haxmute OTKPbITb AUCK, YTODObI 3aNTN Ha AMCK C OOLLUMM AOCTYMNOM.

&= lMpumeyaHue

MapLupyTrusaTop MOXET aBTOMaTUYECKM OnpeaennTb NoaKI4YeHHOe HOBOE YCTPONCTBO.
HoBble HacCTponkn He BCTYNAT B CUIy OO nepesanycka cepsuca.
UTtobbl OTCOEAMHWUTL YCTPOWCTBO XPaHEHMsI [OaHHbIX, HaXMUTE CHayana Ha KHOMKY
OTKNOUYMTL AUCK. He pekomeHayeTCa NpoCTO BblTaCKMBaTb YCTPOMCTBO XPaHEHUS AaHHbIX
13 nopta USB, notomy, 4To 3T0 MOXET NOBPEeAUTb YCTPOWCTBO MMM MPUBECTM K noTepe
AOaHHbIX.

4. Yucno nogknovaembix TOMOB He [OSMKHO MpeBbillaTb BOCbMW, MO3TOMY Bbl HE CMOXETE

3axoauTb Ha Goree Yem BOCEMb TOMOB Ha yCTpOVICTBe XpaHeHUA OaHHbIX.

4.8.2 FTP-cepBep

Bbibepute meHio Hactponkm USB - FTP-cepBep, Ha OTKpbIBLUEACS CTpaHMLE Bbl CMOXETE

HacTpouTb FTP-cepBep, kak nokasaHo Ha puc. 4-33.

FTP-cepeep

Cratyc cepeepa QcTaHoENEHO

HocTtyn B UHTEpHET: () BENKYNTE (5) OTKNIDYNTE
Mopt cepewca: (Me ymonuaHuo 21, He naMeHATe Gea HeoGxogMMocTh.)
WHTepHET agpec 0000
MyGnn4HBIR agpec 0.000

Huna Pazgen Manka NzmeHuTs

Manku He yCTaHOENEHLL MOAKNKYNTE K M3PWPYTH3ATOPY BHELHEE YCTPORCTED XPAHEHNA JaHHEDX, W yGEANTECE, YTO GHO NOOKMIYEHD K MAPLPYTHIATOPY.

Co¥paHuTb

Puc. 4-33 Hactporika FTP-cepsepa
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CraTyc cepBepa — otobpaxaeT Tekywun ctatyc FTP-cepepa, paboTtaet nn OH uUnu Her.
Bbl MOXXeTe HaxaTb Ha KHOMKy 3anycTuTb, YTOObl 3anyctutb FTP-cepBep unu HaxaTb Ha
KHOMKYy OCTaHOBUTb, YTOObI €ro OTKIMIOYNTD.

Doctyn B UHTepHeT — OToOpaxaeT TeKyllee COCTOAHME MNOAKMNIOYEHUs] K VIHTepHeT.
Boibepute BkniouuTtb, 4TOObl BKMOYUTL noakntoveHne k WHTepHeT, wnnu Bbibepute
OTKNIOUYNTBL, YTOObI OTKMIOYNTL COeaUHEHMe C VIHTepHeT.

MopT cepBuca — HOMepa NOPTOB BHELLHNX CEPBUCOB.

MHTepHeT agpec — OtobpaxaeT IP-agpec WAN-ceTn mapLupyTu3aTtopa, NnoaToMy apyrue
nonb3oeaTenuM Moryt 3axoautb Ha FTP-cepsep no atomy agpecy. Ecnv tun WAN -
PPPOE/PPTP/L2TP, moxeT 6bITb ABa noakntoveHus. MNonb3osartenu B YacTHOW NoKansHoOwm
ceTn MoryT 3axoautb Ha FTP-cepBep no My6nuyHoMy apgpecy, B TO BpeMsi Kak

nonb3oBaTenu u3 VIHTepHeT MoryT 3axoauTb Ha FTP-cepeep no UHTepHeT-aapecy.

Y106b1 HacTpouTb FTP-cepBep, NpoaenanTe cnegyloline waru:

1.

MoagkntounTe BHewHUn amck mnn USB dnaw-HakonuTenb K MaplpyTu3aTopy, 3aTeM Ha
3KpaHe 0TobpasuTcs crneayrowee okHO, Kak NokasaHo Ha puc. 4-34.

Cratyc cepeepa 3anyweno | OCTAHOBUTH

HocTtyn B MHTEpHET: (O BrmigunTe (3) OTKNKUUTE
MopT cepenca: d (Mo ymonuanue 21, He MaMeHAlTe Ge3 Heo@xoguMocTh.)
WHTepHeT agpec 0.0.0.0
My&nu4HbIA aapec 0.0.0.0

[ Oooaents Hosyw namky |

Hua Paznen Manka HN3meHnTs

TManKW He YETAHOENEHE!. TOAKMKYNTE K M3PWRYTHIATOPY EHEWHES YCTPOMCTED XPAHEHNA AaHHLIX, W yFEOMTECK, UTO OHO NOGKMIIYEHD K MAPWRYTHIATOPY.

CoxpaHuTe

Puc. 4-34 Hactpolika FTP-cepBepa

Haxmute BKntountb/OTKNHOUYNTL, YTOOLI BKNHOYNTL/OTKNIOYNTL VIHTEPHET-COeAMHEHME K
FTP-cepBepy c nopta WAN

MameHuTe MopT cepBuUca, 4tobbl ykasate nopT Anst FTP-cepeepa (N0 yMon4aHuio 3To NopT
21, N'3MEHUTE HOMEp NopTa TOSbKO B Cly4ae HeoOXoaMmMoCTH).

HaxmuTte Ha [lo6aBUTb HOBYK nanky, 4toObl 4o6aBMTbL HOBYIO nanky ans FTP-cepsepa.
Ha skpaHe 0To6pasnTbCsa OKHO, aHanornMyHoe npeacTaBneHHOMY Ha puc. 4-35.
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OToOPaKaeM0e HIRA: folder 1
Pazpen: [] oTkpETE 0BWWIA DOCTYN KO BCEMY Pa3geny

MecToHaxo#aeHne nankm:

Bribpats Manka

Faolder 1
Folder 2

[_Coxparute | [Hasan | Tewwwiwomep.|1 +| Cpaniua

Puc. 4-35 [1o6aBnTb MM M3MEHUTL Nanky ¢ o6LUM SOCTYNOM
OTto6paxaemoe uma — Bbl MOXeTe ykasaTb OTOOpakaemMoe UMs nanku ¢ ooLum
OOCTyMnom.

OTKpbITb 00OWMM AOCTYN KO Bcemy pasgeny — Bbl MoxeTe BbiOpaTb 3Ty OMNUM0 U
OTKPbITb 4OCTYM MO BCEM Narnkam 3TOro pasgena.

BbibpaTtb — Bbl MoXeTe BblOpaTb 9Ty OMNUMIO ONSA OTKPbITUA OOwero goctyna K
onpeaeneHHon narike.

Mepexop Bbiwwe — Bbl MOXETE WENKHYTb Ha 3TY KHOMKY, YTOObLI NEPenTH B Nanky Bbille
no nepapxuu.

Manka — MIMa nanok Ha TeKyLlem nyTu.

CoxpaHuTb — Bbl MOXeTe HaxaTb Ha kHONKy CoXpaHUTb, A4S TOro, YTOObl COXpaHUTb
BHECEHHbIE HACTPOWMKN, Nocre 4Yero OyaeT BbINOMHEH Nepexod Ha CTPaHULY HacTpoek
FTP-cepBepa.

Hasaa — Bbl MOxeTe HaxaTb Ha kHorky Hasap, 4TobObl OTKasaTbCA OT BHECEHHbIX

N3MEHEeHUN n BEPHYTbCS Ha cTpaHuuy HacTpoek FTP-cepsepa.

Yto6bl A06aBUTL HOBYK Nanky c obwum pgoctynom pans Bawero FTP-cepsepa,
npofenanTe cregyloLlime LWwaru:

1) Bbibepute OTKpbITb O06WMM [OCTYN KO Bcemy pasgeny wnm onuuio Bbibopa

2)

onpeaeneHHon nanku.

YKkaxute oTobOpaxaemoe WMsS nanku c o6WMM [JOCTYNnoM B MOfie pedakTUpoBaHus
OT1ob6paxaemoe nmsA.

Haxmnte Ha kHONKy CoxpaHuTb, 4TOObI COXpaHWUTb BHECEHHblIe HacTpowku. llocne Ha
3KpaHe 0TOOPa3nNTCst OKHO, aHanorMyHoe NpeacTaBneHHOMyY Ha. puc. 4-36.
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FTP-cepsep
Cratyc cepeepa 3anyweHo

Hoctyn B MHTEpHET: () BN UMTE (33 OTKNKYNTE

Mopt cepeunca: (Mo yMonYaHni 21, He MZMeHANTe G&3 HeoGxoaMMacTi.)
WHTEpHET agpec 0.0.0.0
MyGnuyHLIn agpec 0.0.0.0

[ Oofaeuts Hoeywo nanky |

WA Pazgen Manka NaMeHUT
folder 1 volume volume1/Folder 1 Penaktupoeate Yoanuts

CoxpaHuTe

Puc. 4-36 Hactpoiika FTP-cepBepa

5. Haxmute Ha kHOMNKy 3anycTuTb, 4ToObI 3anyctuTte FTP-cepBep.

& MpumeyaHme:

1.  MakcumarnbHoe KOnM4ecTBO Nanok ¢ o0LWmMM 4OCTYNOM He OOMKHO NpeBbIWaTh gecatn. Ecnn
Bbl XOTUTE OTKPbITb OOLWWMI AOCTYN K Nanke, U Npu 3TOM YMCIO NManok ¢ obLwmm SOCTYNnoMm
NnpeBbILIAET OeCATb, TOraa Bbl MOXETE yAanuTb O4HY M3 Nanok 1 400aBUTb HOBYIO.

2. Hactpowku FTP-cepBepa BCTynAT B CUNY TONbKO Mocre nepesanycka cepeepa.

3. B Hactoswee Bpema FTP-cepBep MakcMmaribHO MOXET MogAep)KuBaTb [OBYX KITMEHTOB.
lMoaTomy, ecniv Bbl XOTUTE 3alTU Ha CEPBEP, HYXXHO YTOObLI YNCNO KIMEHTOB HE MPEBbLILANO

ABYX.

4.8.3 Meoua-cepBep

BbibpaB meHtio HacTtponkn USB - Meaua-cepBep, Bbl CMOXETE Ha 3TOW CTpaHMLE HACTPOUTb

Meana-cepBep, Kak nokasaHo Ha puc. 4-37.

WA cepeepa: TP-LINK_F54344

CocToRHWe cepeepa: OcTaHoENEHD

[] AeTononck kaxgele

(4 [XE] dainosas cucTema NManka Yoanuts

Cepesp He 2aMyWeH

Puc. 4-37 Hactpoika megna-cepsepa
> Wma cepBepa — ima aToro megma-cepsepa.

> CocTtosiHne cepBepa — 0To6pa>|<aeT TeKyllee COCToAHue cepBepa, pa60TaeT nnn He
pa60TaeT. Bbl MOXeTe HaxaTb Ha KHOMKY 3al1y0TVITb, YTOObI 3anyCcTtnTb meguna-cepBep nnun

HakaTb Ha OCTaHOBUTb, YTOObLI OCTAHOBUTL €ro paboTy.

>  WNma — Otobpaxaemoe nmsa 3Ton nanku.
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> ®annoBas cuctema — [1py chopmaTmpoBaHum TMn annoBomn cuctTemMsl MOXeT BbiTb FAT32
unu NTFS.

> Manka — [NonHbIN NyTb K yKaszaHHOW narike.

> YpanuTb — Bbl MoXeTe yganuTb nanky ¢ o6LLMM AOCTYNOM, HaXaB Ha KHOMKy YaanuTb.

YT06bI NOAKNIOYUTL U HACTPOUTL Meauna-cepBep, NpoaenanTe crieayloLlme Wwaru:

1. TMoakntoumTte BHeWwHUn amck unm USB dnal-HakonuTens K MapLupyTM3aTopy, nocrne 4yero
0TOGpa3nTCs OKHO, Kak NokasaHo Ha puc. 4-38.

Megwa-cepeep

WnA cepeepa: TP-LINK_F54344

CocTosHue cepeepa: OcTaHoEneHo 3anycTnTs

[ AeTonowck Kaxdele OGHOBUTE

WA Gainosan CHCTEMa Manka Yoanurs

Puc. 4-38 Meawna-cepsep

2. Haxmute Ha KHOMKy 3anycTuUTb, 4YTOObI 3anycTUTb Meama-cepBep. 3aTem Ha 3KpaHe
0TOGpa3nTbCA criegytoLLee OKHO, Kak nokasaHo Ha puc. 4-39.

HmA cepeepa: TP-LINK_F54344

COCTORHWE CepBepa: JanyweHo COCTAHOBUT

[0 AsTonowck kaxgsle OGHOBUTE

[[3oGasuTs nanky ¢ oBuym gocTynom |

(4[] Dainoean cHcTema Manka YAanute

Puc. 4-39 Meawna-cepsep

3. Haxmute [lo6aBUTbL NanKy ¢ oOWMM AOCTYNOM, 4YTOObI yKasaTb Manky kak nyTb noucka
Megmna-cepBepa. OTobpasnTbCs criegytollee OkHO, Kak NokasaHo Ha puc. 4-40.

JobaBUTb HOBYK Nanky

OToBpakacioe MMA: | folder 1 |
Pasgen: (] OTKpLITE aBWMIA QOCTYN KO BCEMY paaneny
MeCTOpacnono#eHne nankm: !
BuibpaTs Nanka

Folder 1
Folder 2

(Coxparuts ] [Hasan] Texuwiivomen|1 v Croaniua

Puc. 4-40 [Jo6aBnTb HOBYIO Nanky
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OTtobpaxaemoe umsa — Beegute oTobpakaeMoe MMsi nanky ¢ obLMM OOCTYMNOM.
OTKpbITb 0OWMIK AOCTYNn KO BceMy paspeny — Bbl moxeTe BbibpaTb 3Ty onuuio,
TOrga KO BCeM narnkam, Haxodswumcst B JaHHOM pasgene, byoeT OTKpbIT obwimi
AocTyn.

MecTopacnonoxeHue nanku — [Noka3biBaeT MECTOHAX0XAEHWE Narku.

BbiGpatb — Bbl mMoxeTe BbibpaTb 3Ty onuuio, 4YTOObl OTKPbITb OOWMWN [OCTYN K
onpeAdeneHHoN narike.

Manka — MMs Nanok Ha TeKyLeM NyTu.

Mepexon Bbliwe — Bbl MoxeTe HaxaTb kHOnky lMepexopn Bbiwe, 4TOObI NEpenTU B
narky BbiLUE MO Nepapxun.

CoxpaHuTb — Bbl MoXeTe HaxaTb KHOMKYy CoOXpaHUTb, YTOObI COXPaHUTL BHECEHHbLIE
HaCTpOWKK, nocne 4vero GyaeT BLINOSIHEHO NepeHanpaBneHne Ha CTPaHWULY HaCTPOeK
Meana-cepeepa

Hasap — Bbl moxeTe HaxaTb kHoMNKy Hasagd, 4ToObl OTMEHUTb BHECEHHbIE HACTPOWKN 1

BEPHYTbCS Ha CTpaHWLYy HacTpOnkn Meana-cepeepa.

Y100bI fO06GaBMTL HOBYHO Mamnky ¢ obwMmMm AOCTYyNnoOM ANA Meaua-cepBepa, npojenavTte

cnepywouime waru:

1) Bbibepute OTKpbITbL OOWMI JOCTYN KO BCEMY pasgeny Unmv onuuio ykasaTb nanky.

2) YkaxuTe oTobpaxxkaemMoe nms nanku ¢ obwmm goctynom B none OTobpaxaemoe NMS.

3) HaxmuTe Ha kHonKy CoXpaHuUTb 418 TOro, YToObl COXPaHUTb BHECEHHbIE M3MEHEHMS, MOocHe
yero OyaeT BbLINOMIHEHO NepeHanpaBrieHNe Ha CTpaHuly HacTpoek Meama-cepBepa, Kak

nokasaHo Ha puc. 4-41.

lmA cepeepa:

COCTORHWE CepBepa:

TP-LINK_F54344

JanyweHo OCTAHOBUTE

[0 AeTonouck Kakoele

[[0ooaBnTs nanky c oowwm aocTynom |

Wra DafnoBan cucTema

foldert FAT32

OGHOBUTL

Nanka

IFalder 1

Yaanute

YOanute

Puc. 4-41 Meawna-cepsep

4. HaxmuTte Ha kHonKy UckaTtb Be3ge, 4ToObl BbIMOMHWUTL MOMCK MO BCEM Mankam ¢ oblmm

OO0CTynom. Bbl Takke moxete Bbl6paTb ABTONOMCK, 1 B TO X€ CaMoe BpemMda 3aaTb

WMHTEpBan noucka W3 BbiMagawmolero cnucka. B atom cnyyae wmeava-cepeep Oyoet

BbINOMHATL aBTOMaTUYECKMIA NOUCK NarnokK ¢ 06LLI,I/IM OOCTynoMm.
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MakcrmanbHO BO3MOXHOE KONMYeCcTBO nanok - 6. Ecnv Bbl xogute OTKPbITb obwun OOCTyn K
nanke, korga Konm4ecTBO Nanok ¢ ooLwmm OOCTYynomM AOCTUINO WeCTn, Bbl MOXETE yaanunTb OOHY
13 nanok u 3atem gobdaBntb HOBYIO.

&= lMpumeyvaHue:

4.8.4 lpuHT-cepBep

BbibpaB meHio Hactponku USB — MpuHT-cepBep, Bbl CMOXETE Ha 3TOW CTPaHWULUE BbINONMHUTL

HaCTPOWKY NPUHT-CepBepa, Kak NoKa3aHo HUXeE.

COCTOAHHE CepRepa: B cetn OCTaHOEMTE

Pnc0-42 HacTporika npuHT-cepBepa
CylecTByeT ABa COCTOSHUSA NPUHT-CcepBepa, Kak OMMcaHo HUXeE:

» B cetu - O3HayaeT, 4TO NpUHT-CepBep BKNOYEH. Bbl MOXeTe HaxaTb KHOMKY "OcTaHOBUTL",

YTOObI OCTAHOBUTbL PaboTy YCTPOMCTBA.

> He B cetn - O3HayaeT, 4YTO MpuUHT-CepBEp BbIKMNOYEH. Bbl MOXeTe HaxaTb KHOMKY

"3anycTutb", 4TOObI 3aNyCTUTbL YCTPOWCTBO.

4.8.5 YdyeTHble 3anncu nonb3oBaTenen

Ha aTton cTpaHuue Bbl MOXeTe yka3aTb MMS Monb3oBaTefs M naponb Ans Mnornb3oBaTenen
YCTPOWCTBA XpaHeHus AaHHbiXx U FTP-cepsepa. lNMonb3oBatenu O6Wero goctyna K yCTPOWUCTBY
XpaHeHNss OaHHbIX MOryT MMEeTb AOCTyn K dpannam Ha YCTPOMCTBE XpaHEeHUs! AaHHbIX Yepes
nporpammy Internet Explorer. Nonb3oBatenn FTP-cepBepa moryt 3anmtm Ha FTP-cepsep c

nomoLubio knneHta FTP.

Mo ymonyaHuio cyLlecTByeT ABa TUNa YYETHbIX 3anncemn, ¢ NOMOLLLI0 KOTOPbIX MOXHO 3aX0aUTb
Ha YCTPOMCTBO XpaHeHus AaHHbIX U FTP-cepeep. 1o AgMuHucTpaTop 1 MocTb (kak nokasaHo Ha
puc. 4-42). ADMUHUCTPATOP MMEET NPaBo YMTaTb/3anncbiBaTb ANA YCTPONCTBA XPaHEHUSA OAHHbIX
¢ obwum gocTynom n umeeT npaeo goctyna k FTP-cepsepy, B TO BpeMsi Kak [0CTb TONMbKO MMeeT

NpaBo YATaTb A4S YCTPOWCTBA XpaHeHUsl AaHHbIX U He uMeeT gocTtyna k FTP-cepsepy.
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[[_DoGaenTs Hosoro nonssceatens |

Wma nonb3osarens Naponk Mpaea goctyna Doctyn k FTP WameHuts

admin admin YuTtaTtk U 2anUCLIBaTh Aaa PenakTupoeate
guest guest TONbKO 4MTaTL HeT Penaktnpoeats
CoXpaHuTs

Puc. 4-43 YnpaBneHue y4yeTHbIMW 3anMcammn nonb3oBaTenen

Tonbko AOMUHUCTPATOP MOXET C MOMOLLbIO BEO-Opay3epa nepeHocuTb dhansibl C KOMMNboTEPA Ha

3anncbiBaemMbli TOM C O0LLIMM OOCTYynoM Ha yCTpOVICTBe XpaHeHUA OaHHbIX.

Ans po6aBneHnss HOBOW y4eTHOM 3anucu, npoaenanTe crneaylolne Wwarnu:

1.

Haxxmnte Ha KHOMKY Jo6aBnTb HOBOIro Nosib3oBaTensA, U Ha 9KpaHe 0To6pasvch;| OKHO,

Kak rnokasaHo Ha puc. 4-43.

Ykaxute Umsa nonb3oBarens.

Beegute napornb B none Maponsb.

Beegute ewe pa3 naponb B none MNoareBepauTte napornb.

BblbepuTe npaBo gocTyna n3 Bbinagatowero cnucka — Yutartb 1M 3anucbiBatb v Tonbko

YynTaTb.

Bbibepute goctyn Kk FTP n3 Beinagatowero cnvcka, Aa wnm Her.

WnA none3oBatens: adminZ
Maponk: T
Moagreepaute napons: seene
MNpaBa gocTtyna: Tonkko ynTate v
HocTyn K FTP: HET »
[ coxpannte | [ Hasan |

Puc. 4-44 [1o6aBnTb Unn pegaktmpoBaTth YY4ETHYIO 3anncb Nonb3oBaTens

Uma nonb3oBaTtensa — YKaxute Mms nonb3oBaTtens, KOTOPOMY Bbl XOTUTE NpeaoCTaBUTb
AocTyn K yCTpOI7ICTBy XpaHeHunAa OaHHbIX. Mmsa nonb3oBaTensa JOMKHO COCTOATb U3 6yKB n

LUMdp, U ero annHa He AOIMKHA NpeBbILaTh 15 CMMBOIOB.

Maponb — BeeguTte naponk B none aponb. MNaponb AomkeH cocToaTb U3 6ykB 1 Lmndp u
€ro AnvHa He OOKHA npeBbiwaTtb 15 cnmBonos. M3 coobpaxeHuin 6e3onacHoOCT Napornb

ONS KKO0N y4ETHOW 3anucu He oTobpaxaeTcs.
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> nOATBepAMTe naponb — Beegute ewwe pa3 naposib.

» [MpaBo pgoctyna — BbibepuTe M3 BbiMagalooLLero cnucka npaeBo [OCTyna K YCTPOMCTBY
XpaHeHuA OaHHbIX ONA KaXaoro nonb3oBaTtend — YuTtath M 3anucbiBaTb U1 Tonbko

3anucbiBaThb.

»> Loctyn Kk FTP — BbibepuTe 13 Binagatowlero cnvucka fla unv Het, 4tobbl pelumnTb, cMoXeT

N1 nonb3oBaTenb MMeTb AocTyn k FTP-cepBepy unu HeT.
> CoxpaHuTb — HaxxmMute kHonky CoxpaHUTb, YTOObl COXPaHUTb BHECEHHbIE U3MEHEHUSI.

> Hasapg — Haxmute Ha KHOMKY Hasap, utobbl OTKa3aTbCs OT BHECEHHbIX HacTpoeKk u

BEPHYTbCA Ha CTpaHuULy HaCTpOI7IKVI YYEeTHbIX 3anvcen nonb3oBaTenen.

&= lMpumeyaHue:

1. TlepesanyctuTe cepBuUC AN TOrO, YTOObI UIBMEHEHUS BCTYNWIU B CUITY.

2. Ecnn Bbl HE MOXETe BOCMOMb30BaTLCA HOBbIM MMEHEM MONb30BaTeENs M NaporneM, YTobbl
3aMTU Ha pecypc ¢ obwum gocTtynom, HaxmuTe knasuwm Windows logo + R gns otkpbiTus
ananoroBoro okHa 3anyck nporpammbl, BeBeguTe net use \\192.168.1.1 /delete /yes un
HaxmuTe Enter. 192.168.1.1 — ato IP-agpec LAN-cetn mapuwpytmnsatopa. Ecnn IP-agpec
LAN-ceTn mogema, COeaMHEHHOro ¢ BallivMM MaplupytusaTopom - 192.168.1.x, Toraa no
ymonyaHnuio IP-agpec LAN-ceTn maplupyTnsaropa aBToMmatmyeckun cmeHntea ¢ 192.168.1.1
Ha 192.168.0.1, yTobbl M3bexaTb koHdnukTa IP-agpecos; B atom crnyyae nonpobyiTte

BBecTu net use \\192.168.0.1 /delete / yes.

4.9 NMepeappecauumna

Nepeanpecaunn

- BUpTyankHbie Cepeephbi

- Port Triogering
- DMZ
- UPnP

Puc. 4-45 MeHto lNepeagpecauus

B meHio [Nepeagpecauus cogepxaTtcs yetbipe nogmeHio (cM. puc. 4-44) — BupTyanbHble
cepBepbl, Port Triggering, DNZ 1 UPnP. [Jnsa HacTponku Hy>XHOW cpyHKUUKN BbibGepute oaHO 13

HUX.

4.9.1 BupTyanbHble cepBepbl

Boibpas [lMepeapgpecauusa - BupTtyanbHble cepBepbl, Bbl MOXeTe MpocMaTpusatb W
0ob6aBnATb BUpPTyasnbHble CEpBEPbI, Kak NOKa3aHo Ha puc. 4-45. BupTyanbHble cepBepbl MOTyT
ObITb MCNONb30BaHbI N5l HACTPOWKM OOLLMX CEPBUCOB BalLLIEN FIOKanbHOM ceTu, Takmx kak DNS,
Email n FTP. BupTyanbHbll cepBep onpeaenseTca Kak CepBUCHbIA NOPT, N BCE 3anpocbl U3
MHTepHeT K aToMy cepBucy byayT nepeHanpaBnieHbl Ha KOMMNbOTEP, 0603Ha4YeHHbIN IP-agpecom

cepBepa. KomnbloTep, wWCnonb3ylowmMiA  BUPTyanbHblA  cepBep, [OOMKEH pacnonaratb
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cTaTU4eckuUM Unmn pukcmpoBaHHbiM IP-agpecom, Tak Kak. IP-agpec MoXeT MEHATLCA B npoLiecce

paboTbl pyHkuun DHCP.

I MopT cepaica BHYTDEHHHMI NOpT IP-Anpec Mpotokon COCTORHME MaMeHHTL

Jo0aBnTs HoBYH

Puc. 4-46 BwupTyarnbHble cepsepbl

MopTt cepBuca — Homepa BHeLWHUX NOPTOB. Bbl MOXeTe ykasaTb CEPBUCHbLIA MOPT UIu
Anana3soH cepBucHbIx NopToB (B hopmate XXX — YYY, rae XXX — aT0 HavanbHbI HOMeEp, a

YYY — KOHEYHbI HOMEP).

BHyTpeHHU nopT — Homep nopta BHYTPEHHEro cepsuca KOMMbIOTEpa, Ha KOTOPOM
paboTaeT cepBUCHOE NpuUoXeHue. Bbl MoXxeTe ocTaBUTb Mnore NycTbiM, ecrnv BHyTpeHHUI
nopT coenaaaet ¢ MopToM cepBuca, N BBECTU onpeaeneHHbIin Homep nopta, ecnv MopT
cepBUca SABNSETCA €AMHCTBEHHBIM

IP-appec — IP-agpec koMmnbloTepa, KOTOPLIN 0OeCneYnBaeT CEPBUCHOE NMPUNOXKEHME

MpoTokon — lNpoTokon, ncnonb3yemMmeln AaHHbIM npunoxeHvem - TCP, UDP unu Bee (Bce

MPOTOKONbI, NOAAEPKNBAEMbIE MapLUPYTU3ATOPOM).

CoctosiHne — CocTosiHme 3anucu — BknroyeHo nnv Beiknio4veHo.
CTaHIJ,apTHbIﬁ nopT cepBUuca — HeKOTOpre obwme CepBUCHbI yXXe eCTb B BblNadaroulem
crnucke.

N3mMeHUTb — VI3MEHWUTb MNU yaanuTb CyLLECTBYIOLLYHO 3anuCh.

YT06bI yCTAaHOBUTL 3aNUCb ANs BUPTyanbHOro cepeepa:

1.
2.

o o &~

Haxmute kHonky [lo6aBuUTb... . [JO/MKHO OTKPbITBCA OKHO, Kak NPeACTaBneHo Ha puc. 4-46.

B cnucke CtaHAapTHbIN NOpT cepBuca BbibepuTe CepBUCHLIN NOPT, KOTOPbIVA Bbl XOTUTE
ucnonb3oBaTtb. Ecnn B 3TOM cnucke OTCYTCTBYeT HeoGXOoAMMOe HauMeHOBaHWe, yKaxuTe

HOMep CepBUCHOrO nopTa unu gnanasoH nopTos B rnone MNMopT cepBuca.

B none IP-agpec ykaxute IP-agpec komnbloTepa.

YKaxuTe npoToKon, Ucnornb3yemMblin npunoxeHnem. Bapuantel: TCP, UDP unu Bcee.
Bbibepute B CoctosiHum BkntoueHo, 4ToObl akTMBUMPOBATL BUPTYarnbHbIN CEPBEP.

HaxmuTe kHonky CoxpaHUTb.
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Mopt cepenca: (O N XX)
BHYTPEHHMA NOpT: (X, OoNYCKaeTCA TONBKD ONA NopTa oHWero Cepenca UMK OCTABMNASTCA NYCTEIM)
IP-agpec:
MpoTtokon: ECE w

COCTOAHME! BrnroyeHo '

CTaH4apTHEIA NOPT Cepeuca: --Brifepnre-- ~

[ coxpanuts | [Hazag |

Puc. 4-47 [Jo6aBWTb UM M3MEHUTb 3an1Cb BUPTyarbHOro cepeepa

& lMpumevaHue:

Ecnu y Bawero komnbloTepa unm cepBepa MMeeTcH bonee opgHoro OOCTynHOro cepBuca,

BbIGepuTe Opyrov cepBuC 1 BBeaMTe TOT xe |IP-agpec ons koMmnbioTepa unu cepeepa.
Y100ObI U3MEHUTL UNU YAANUTL CYLLECTBYIOLLYIO 3aNUCh:
1. BbIbepuTe Hy)XHYyH 3anuchb B Tabnuue.

2. HaxmuTte kHonky PepgakTupoBaTtb nnvn YaanuTb B cTonbue U3MeHUTb.

YUTobbl BKNIOYMTL/OTKNIOYMTDL BCE 3anMcu, BOCNONb3YMTECH KHOMKON Bknountb BCe/OTKNHOUYNTD

BCe.
YTtoObl yaanutb BCce 3anucu, BOCNOSb3ynTeChb KHOMKON Y/anuTb Bce.

YUT06b! NepeinT Ha criedytoLLyo CTpaHuLy, HaxxmuTe kHorky Cnepytowas. Ytobbl BepHYTbCS Ha

npeabiayLyo CTpaHuly, HaxxmuTe kHonky Mpeabiaywas.

& lMpumevaHue:

Ecnn B KauyecTBe CepBUCHOrO MopTa BUPTYyanbHOrO cepBepa YykasaHo 3HadeHue 80, B OkHe
Be3onacHocTb - YaaneHHoe ynpaBrieHue LOMKHO ObiTb ykasaHo noboe 3HaveHme kpome 80,
Hanpuvep 8080. B npoTmBHOM criyyae npu OTKIIOYMEHWM BUPTYarbHOrO cepBepa MOXEeT
BO3HUKHYTb KOH(PIMKT.

4.9.2 Port Triggering

Bbibpas Mepeagpecauus - Port Triggering, Bbl MOXeTe NpocMaTpmBaTbh U BHOCUTb N3MEHEHUS
B okHe Port Triggering (puc. 4-47). HekoTopble MpUnoXeHusi, Kak Hanpumep: WNHTepHeT urpel,
BUAeoKoHdepeHumn, NHTepHeT-TenedoHna 1 Tak ganee, TpebyloT Hanuuusa napannenbHbIX
noakntoyeHun. Takme NpunoXxeHns He MoryT paboTtaTb TONbKO ¢ ogHMM MappyTusatopom NAT.
®yHkumsa Port Triggering ncnonb3ayetcs, YTobbl HEKOTOPbIE U3 3TUX NPUIIOXKEHUI MOrMK paboTaTb

¢ mapupyTtusatopom NAT.
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ID  3anyckaembld nopt S3anyckaenslil npoToKon BxogAwwi nopt Bxoaawwi npoTokon CocToRHUE HameHuTs

Jo0asnTs HoBYH

Pwuc. 4-48 Port Triggering

Y106bI 4OOABUTL HOBYHO 3anNUCb, HeO6X0aUMO:

1.

Haxmute KHOMKY ,U,OGaBVITb HOBYHO... ,D,OJ'I)KHO NnoABUTbCA OKHO, KaK NnokKa3aHO Ha puc.
4-48.

BbibepuTte obLee npunoxeHne ns cnmncka B none O6wme npunoxeHua. lNocne atoro nons
3anyckaembliii nopT 1 Bxoasiwime nopTbl OyayT aBTOMaTUYECKN 3anonHeHbl. Ecnu B none
O6wWure NpunoXeHUs1 OTCYTCTBYET HY)XHOE HavMeHOBaHWe, CredyeT BPYYHYH 3arofiHUTb

nons 3anyckaembii nopT 1 Bxoaswue nopTobl.

N3 Bbinagatowero cnucka B nore 3anyckaembli MPOTOKOMN BbiGepuTe MNpPOTOKON,
ncnone3dyembli 3anyckaembim noptoM. BapuanTtel: TCP, UDP vnn Bcee.

Bbibepute npoTtokosn, ucnonb3yembin ans Bxogdwmx nopToB M3 BbiMagaloLlero crnmcka B

none Bxogsawwmn npotokon. Bapmaxtel: TCP, UDP unun Bce.
B none CrtaTtyc yctaHoBuTE 3Ha4yeHne BknroyeHo.

YT1obbI COXpaHUTb HOBOE NpaBuIio, HAXXMUTE KHOMKY COXpaHMTb.

Janyckaembli NopT:
Janyckaembli NpOTOKON: BCE »

BxogAwme noprbi:

BxogAwmi npoTokosn: BCE »
Craryc: Brntoueno | ¥
ObWHe NPHNOKEHWUA: —Buibepure— -
[ COoXpaHWTE ] [Haza,':l,]

Pvc. 4-49 [o6aBUTb MN U3MEHUTb 3anncb NpoLeaypbl 3anycka NopToB

3anyckaembln nopT — 3anyckaemblii NMOpT AN ucxoddilero Tpaduka. Wcxoadiuee
noaKmnoYeHne Yyepes AaHHbIA NOPT NPOM3BOANUT aKTMBALMIO JAHHOIo NpaBuna.

3anyckaembin npoTtokon — [1poTokon, ncnonb3yembin Noptamu 3anycka. BapnanTtel - TCP,

UDP unu Bce (Bce NpoToKOnNbl, NogaepKMBaeMble MapLLpyTU3aToOPOMm).

Bxopsiwme noptbl — [1opT vnn ananasoH NOpPTOB, UCMOMb3yeMbIX yAaneHHOW CUCTEMOMN
npu oTBeTe Ha umcxogdawmi 3anpoc. OTBeTHoe cooblleHMe 4vepe3 oauH M3 3TUX MOPTOB
OyoeT nepeHarnpaBneHO Ha KOMMbKTEP, KOTOPbIA 3amnycTUT 3TO npaBuio. Bbl Moxete
yKasaTb He 6onee 5 rpynn noptoB (cekumii noptoB). Kaxaas rpynna gomkHa bbiTb otaeneHa
3HakoMm ",". Hanpumep, 2000-2038, 2050-2051, 2085, 3010-3030.
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> Bxogswmnm npotokon — [lpoTokon, wucnonb3yembld [uanasoHOM BXOOALWMX MOPTOB.

BapuaHTtbl — TCP, UDP nnn Bce (Bce npoToKonbl, NogaepXMBaeMble MapLUpPYTU3aTOPOM).

» Cratryc — CocrtosiHne 3anucu, BkniodeHo o3HayaeT, yuTo 3anucb 3arnyckaemMoro nopTa
paboTaert.

>  WN3meHUTb — VI3MeHNTb nn yaanuTb CyLLECTBYIOLLYHO 3aMnnchb.

> Obwme npunoxeHMA — HekoTopble NONYNSAPHbIE MNPUNOXKEHUS YXEe NepeyvncrneHbl B

BblNagatoem crnvcke Bxoasuwero npoTokona.

YT106bI U3BMEHUTb UMK YAANUTb CYLLECTBYIOLLYIO 3aMUCh:
1. BbibepuTte Hy>XHYIO 3anuck B Tabnuue.

2. Haxmute Pegaktuposatb nnu Yganutb B ctonbue 3meHnTb.

Haxmute BKknouuTb Bce, YTOObI BKITHOYUTL BCE 3aMUCH.
Haxmute OTKNIOYMTL BCe, YTOObI OTKIMIOYNTL BCE 3aMucu.
Haxmute Yaanutb Bce, YTOOLI yaanuTb BCE 3aNUCHK.

Mocne HacTpoMKK MapwpyTusaTop 6yaeT paboTtatb cnegyrowmm obpasom:

1. JlokanbHbIN y3en ocCyLeCTBASET Ucxoasiee NoaknioyeHne, UCnosnb3ysa NOpPT Ha3HaYeHus,
Yyen HoMep yKasaH B nore 3anyckaembin NOpT.

2. MapuwpyTtmsaTtop genaert 3anucb 06 3TOM MOAKMYEHUN, OTKPbIBAET BXOAALMIA NOPT Unn
nopThbl, CBsAI3aHHble C 3TOW 3anucbio B Tabnuue Port Triggering, n cBasbiBaeT uMx C
NOKanbHbIM Y310M.

3. Tpu HEOBXOOUMOCTUN BHELUHWIA Y3€r MOXET MOAKIHYATLCA K NTOKaNbHOMY Y3y Yyepes nopr,

YKa3aHHble B nosne Bxoasawme nopThbl.

& lMpumevaHue:

I'Ipvl akTnBauun nogknty4eHmnd 3anycka CoOOTBETCTBYOLMNE OTKPbITbIE NOPThI 6y£l,yT 3aKpbIThbl.

2. I'Ipanu'lo MOXET ObITb NCMONb30BaHO OAHOBPEMEHHO TOJNTIbKO OO4HUM Y3J10M noKarnbHOW CeTH.
B oTHoLWweHUn npo4unx y3nos nokarnbHOM CEeTU NOAKITYEHNE 6y,£|,eT 3anpeLieHo.

3. 3HayeHus BxoasLLero gmanasoHa NopToB He AOMKHbI MepecekaTbCs ApYr C APYroM.

4.9.3 DMZ

Bbibpas Mepeaapecaumnsa - DMZ, Bbl MOXeTe npocmaTpuBaTh M HAcTpavMBaTb NapameTpbl y3na
DMZ (cm. puc. 4-49). O1a dyHKLMA NO3BONSET NOKanbHOMY y3ny obpalwiatbes K IHTepHeT ans
paboTbl C TAKUMU NPUNOXKEHUAMU, Kak VIHTEPHET mUrpbl unu BuageokoHdepeHuun. PyHkuusa Ysen
DMZ npousBoguT nepeagpecawmio BCeX NOPTOB OAHOBPEMEHHO. Y KOMMbIOTEPA, MOPTbI KOTOPOro
nepeagpecyoTcs, AormKHa ObiTb oTKModeHa dyHKuna DHCP-knueHT, a Takke eMy A0mKeH ObiTb
HasHayeH HoOBbIN cTatnveckum IP-agpec, Tak Kak IP-agpec MOXeT UW3MeHATbCAa npw

NCNonb3oBaHNK 3TON PyHKUUN.
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Tekywee cOCTOAHWE: (O BrmounTte (&) OTENIOUMTE.

IP-agpec DMZ yana: 0.0.00

CoxpaHuTb

Puc. 4-50 DMZ

YT106bI Ha3HAYNTL KOMNbLIOTEP UNK cepBep B KayecTBe DMZ-cepBepa:

1. HaxmuTe Ha KHOnKy BKnounThb.
2. B none IP-apgpec DMZ y3na BeeMTe COOTBETCTBYIOLLEE 3HAYEHME.

3. Haxmwnte kHonKy CoxXpaHUTb.

4.9.4 UPnP

Boibpas Mepeagpecauma - UPnP Bbl cmoxeTe npocmartpuBatbh MHGoOpmauuio No NpoToKosny
UPnP (Universal Plug and Play), kak nokasaHo Ha puc. 4-50. ®yHKUMS MNO3BONAET Takum
YCTPOWCTBaM, Kak KOMMbIOTEPbI C NOAKNoYeHneM K MIHTepHeT, npu HeobxoanmocTu obpallaTtbes
K pecypcam JoKarnbHbIX Y3r0B. YCTpolcTBa C nogaepxkon npotokona UPNP moryT ObiTb

aBToMaTn4eckn O6Hapy)KeHbI npunoxeHmem UPnP-cemeca nokaneHOM ceTw.

Tekywuit Coctonqne UPnP: BenwueHo

Tekywwi cnucok HacTpoek UPnP

[n] Onucanne NPUNoKeHnA BHewHwnA nopt NMpotokon BHyTpeHH1 nopt IP-agpec CocToAaHne

OBHOBUTE

Puc. 4-51 UPnP
> Tekywee coctosiHue UPnP — BknioyeHne/BbikntodeHne yHKUUM NPU NMOMOLLM KHOMOK

Bkntountb 1 OTKNO4YUTL. [10 yMonyaHuio ata OyHKLUMS BKNOYEHA.
» Tekywmmn cnucok HacTpoek UPnP — 3ta Tabnvua cogepxuT cnegyowyo nHdpopmMaumio:

° OnucaHue npUNoXeHna — OnucaHwe, nonyyeHHoe OT MNpuUnoXxeHud, npu

UPnP-3anpoce.

e BHewHun nopt - BHewHW’ nopT, OTKpPbIBAEMbIA MapLUPYTU3ATOPOM AN

NPUMOXEHUS.
e [MpoTokon — Tun npoToKona, KOTOPbI MapLLPYTU3aTOP OTKPbIBAET AN NPUMOXKEHNS.

e BHyTpeHHUN nopT — BHyTpeHHMI MOpPT, KOTOPbLIN MapLUpyTU3aToOp OTKpbIBaeT Afis

J10KarnbHOro y3na.

e IP-appec — IP-agpec ycTponcTea ¢ nogaepxkon npotokona UPnP, koTopoe B AaHHbIN

MOMEHT obpallaeTcs K MapLLpyTU3aTopy.
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e CoctosHue — B stom none otobpaxaetca WHdopMaumsa NO COCTOSHWIO MopTa.

3HavyeHne “BknoyeHo” o3HauaeT, 4YTO MOpT BCe elle akTMBeH. B npoTtuBHOM cnydae

NopT HEaAKTUBEH.

HaxmunTte kHonky BknounTb, 4ToObI BKNtoUMTL UPNP.
HaxmnTte KHonKy OTKNOYUTb, YTOObI OTKNoUMTE UPNP.

HaxmunTte kHonky O6GHOBUTL, YTOOLI 06HOBUTE TeKyLLMA CNMCOK HacTpoek UPNP.

4.10 Be3onacHocCTb

bezonacHoOCTL

- HacTpoikn DazoB0N 3aMTLH

- PacmpeHtble HACTPONKA 3allWThi

- NokanLuoe ynpagnesne

- ¥YOaneuHoe ynpagnedne

Puc. 4-52 MeHo BesonacHocTb

MeHio BesonacHoCTb coaepXuT 4eTblpe nogmeHio (cm. puc. 4-51) — Hactpowmku 6GasoBom
3awmTbl, PaclmpeHHble HacTpouku 3awmuTtbl, JlokanbHoe ynpaBneHue U YaaneHHoe

ynpaBneHue. [11s1 HACTPOWKN HY>KHOW (DYHKLIMM BbIOEPUTE COOTBETCTBYIOLLMIA pasaern.

4.10.1 Hactponku 6azoBon 3awmTbl

BbibpaB BesonacHocTb — HacTponkn 6a3oBoM 3awuTbl, Bbl MOXETE BbIMNOMHUTL 0a30Bble

HacTporkn 6esonacHocTu (puc. 4-52).

HacTpoiku 6a30B0M 3alMTbI
MexceTeBON 3KpaH
MemceTeBoin 3kpaH SPL: () BrniunTe () BEIKMOYATE
VPN
Mponyck Tpadomka PPTP: () BrniunTe () BEIKMKOYWTE
Mponyck Tpachmka L2TP: (&) BKniunTe () BEIKMOUKTE
Mponyck Tpaduka IPSec: & Brniounte () BeIKNIDUKMTE
ALG
FTP ALG: () BrniounTe () BLIKNIDUMTE
TFTP ALG: ® Brnwounte (O BLIKNIDYTE
H323 ALG: & Brniounte () BLIKNIDUMTE
RTSP ALG: () BrniounTe () BLIKNIDUMTE

Puc. 4-53 HacTtpoliku 6a30BoW 3almThbI
> MexceTteBomn 3KkpaH — MexceTeBon 3kpaH obecneynBaeT 3awnTy ceTn. 30ecb Bbl MOXETe

BKIMIOYNTb UMK BbIKINIOYNTb €ro.

o MexceteBon 3kpaH SPl — OyHkums SPI (Stateful Packet Inspection — ®unbtpauns

NnakeToB Ha OoCHOBE OaHHbIX O COCTOAHUUN COedUHEHUA, TaKkkKe U3BECTHaAaA KakK Dynamic
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Packet Filtering — dnHamu4yeckan dunbTpaumus no naketam) noMmoraeT npegoTepallatb

Knbep-aTakm nocpencTtBsoM OTCNEXMBaHUA OonbLUEro 4mMcna napameTpoB 3a CECCULO.
[aHHas ¢yHKkuMa npousBoauT aHanu3 Tpaduka BO BpemMsi CeccuuM Ha npegmeT
cooTBeTCTBUSA TpeboBaHWsM npoTokona. 1o ymonuyaHuto MexceteBow akpaH SPI
BKJTHOYEH. Ecnun Bbl XoTuTe, YyTOObI KOMNbOTEPDI nokarnbHomn ceTn Mornm

B3aMMOOeNCTBOBATb C BHELLHUM MUPOM, BaM crnenyeT OTKIMIYUTb 3Ty beHKLl,VII-O.

> VPN — ®yHkuma VPN Passthrough gomkHa ObiTb BKNtoYeHa, €Criv Bbl XOTUTE paspeLLmnTb
cosgaHne VPN-TyHHenel cornacHo npoTtokonam IPSec, PPTP unu L2TP gns npoxoxaeHns

MEeXCeTeBOro aKkpaHa mapLupyTusartopa.

e [lponyck Tpadwmka PPTP — [lpotokon PPTP (Point-to-Point Tunneling Protocol)
Nno3BONnsiIeT co3daBaTtb TyHHenu B IP-ceTn. YTtobbl paspewmnTts PPTP-TyHHENsiM npoxog

yepes3 MapLpyTmnsaTtop He N3MeHanNTe Bbl6paHHoe Nno yMoJ14aHuto 3Ha4vyeHune BknounTtb.

e [ponyck Tpadcdmka L2TP — NpoTtokon L2TP (Layer 2 Tunneling Protocol) — ato meToa,
ucnonb3yembldi Ang opraHusaumm ceccui tuna Point-to-Point yepes WHTepHeT Ha
YPOBHE BTOpOro cnosi. Ytobbl paspewuntb L2TP-TyHHensm npoxon —4depes

MapLpyTmiaTtop, He N3MeHanTe Bbl6paHHO€ no ymosn4yaHuo 3Ha4yeHune BknounTtb.

e [ponyck Tpadmka IPSec — NpoTtokon IPSec (Internet Protocol Security) — 310 Habop
NpOTOKONOB, obecnednBalOWMX 3alUULLIEHHYIO Nepedadvy AdaHHbIX 4Yepes3 |P-ceten
nocpeacTBOM  UCMONb30BaHUA  CepBUCOB  WiMdpoBaHusa. YTobbl  paspewnTtb
IPSec-TyHHeNnaAM npoxop 4Yepe3 MapLupyTu3atop, He W3MeHsTe BbliOpaHHOE Mo

yMOJI4aHuo 3Ha4vyeHune BknounTb.

> ALG - PekomeHayetca Bknountb yHkumio ALG (Application Layer Gateway — LUnio3
YPOBHS NPUNOXeEHUS), TaK Kak AaHHasa YHKLNUS NO3BOMSET UCMONb30BaTh MHAUBMAYAMNbHbIE
nepecekawowmeca dunetpbol NAT (Network Address Translation — TpaHcnsiumsi ceTeBbiX
agpecoB), yCTaHaBMMBaeMble B LUMNO3e A1 NOAAEPKKM TpaHCnsAuMmM agpecoB 1 NOpToB And
ONpeneneHHOro ypoBHS MPUMOXEHUA MPOTOKOMNOB "ynpasneHune/aaHHble", Takux kak FTP,
TFTP, H323 n Tak panee.

e FTP ALG - Ytob6bl paspewunTtb FTP-knueHTam u cepBepam nepepady OaHHbIX vyepes

NAT, He n3MeHsanTe BoiOpaHHOE NO YMOYaHUo 3Ha4YeHne BknounThb.

e TFTP ALG — Yto6bl paspewmnTts TFTP-knMeHTam u cepBepaM nepenavy gaHHbIX Yepes

NAT, He n3MeHsanTe BeiOpaHHOE MO YMONYaHUo 3HavYeHne BknounTts.

e H323 ALG - Ytobbl paspewnTtb knneHtam Microsoft NetMeeting B3anmogencteoBaTtb

yepes NAT, He nameHsanTe BbiIGpaHHOE MO YMOMYaHUIO 3HavyeHe BKnounTb.

e RTSP ALG - u4TOObl paspelunTb KNUEHTaM MeamnanneepoB B3aMMOOeNCcTBOBaTb C

Megma-cepBepamm ¢ NOTOKOBOW nepegaden AaHHbix yepes NAT, HaxmnTe BknounTb.

Ytobbl COXpaHUTb caeliaHHble UBMEeHEHUA, HAXXMUTE KHOMKY COXpaHVITb.
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4.10.2 PaclwumpeHHble HAaCTPOMUKU 3aLUTbl

Bbl6paB BesonacHocTb — PaCLIJMpeHHbIe HaCTpOﬁKM 3aWnTbl, Bbl CMOXeTe 3allUTUTb

MapLupyTusaTop oT Takux atak, kak TCP-SYN Flood, UDP Flood n ICMP-Flood, kak noka3zaHo Ha
puc. 4-53.

MHTEpEAN NaKeTOR CTATHCTHRK (5 ~ 60): 10 +  CeryHabl

3awwra ot DoS-arak: (& Omeniounte () BEniounte

BKNIYNTE GUNLTRALMIE OT atak ICMP-FLOOD

NMopor naketos ICMP-FLOOD (5 ~ 3600): MakeTel/cek

BEMQUNTE GuneTpaun UDP-FLOOD
NMopor naketoe UDP-FLOOD (5 ~ 3600): MakeTel'cek

BKMIOUNTE GUNETRALNK oT aTak TCP-SYN-FLOOD
NMopor naketog TCP-SYN-FLOOD (5 ~ 3600); MakeTel'cek

MrHopupoEaTs Ping-nakeTel o WAN-nopTa

3anpeTuTs Ping-nakeTsl oT LAN-nopTa

[ coxparns | [ CrMCOK 3a6/0KMPOBaHHEIX DOS-X0CTOS 1

Puc. 4-54 PaclumpeHHble HaCTPOWMKM 3aLmnThl
WHTepBan naketoB ctaTUcTUKM (5~60) — No ymonyaHuio ucnonb3yetcsa sHaveHve 10. U3
BbiMagawLwero cnucka Bblbepute 3HadeHne B npegenax oTr 5 go 60 cekyng. [HdaHHoe
3HayeHuWe ornpefenseT BPEMEHHOW WHTepBan Mexay naketamu CTaTtUCTukW. PesynbTathl

CTaTUCTUKK ncnonb3yoTca ansa BoiasneHunsa atak SYN Flood, UDP Flood un ICMP-Flood.

3awmta ot DoS-atak — [ns BKAOYEHUA/BBIKMOYEHNA  (PYHKUMM  BOCMOMb3yNTECD,
COOTBETCTBEHHO, KHOMKamu Bkrntountb mnu OTKNIOYMTL. TOMbKO MpU BKIOYEHUN (PYHKLUMK

HauMHaloT paboTaTtb UNLTPLI AN 3aWwuThl OT atak Tuna Flood.

& lMpumevaHume:

dyHkuma 3awmutbl o DoS-atak Oymer paboTaTb TONMbKO B TOM cryyae, Korga (YHKLUS

CtatucTuka BknoveHa (CucteMHblie MHCTPYMEHTbI - CTaTUCTUKaA).

>

Bkniountb dunbsrpaumto ot atak ICMP-FLOOD — BkntodeHune/BoiknioveHne cunstpauum
atak ICMP-FLOOD.

Mopor naketoB ICMP-FLOOD (5~3600) — 3Ha4yeHue no ymonyaHuio 50. YkaxuTe 3HavyeHue
mexagy 5 ~ 3600. Ecnu Tekywee konmndectBo naketoB ICMP-FLOOD Hwxe 3agaHHOM

BEMWYMHBI, MapLUPYTU3aTOP HEMEANEHHO aKTUBMPYET PYHKLMIO GOKMPOBKMU.

Bknounte dunbtpauuo  UDP-FLOOD -  BknounTb/BbIknounte  unbTpauuto
UDP-FLOOD

Mopor naketoB UDP-FLOOD (5~3600) — 3HayeHne no ymonyaHuio 500. Ykaxute
3HayeHne B npegenax 5 ~ 3600. Ecnn Tekywee konudectso naketoB UPD-FLOOD Hwuxe

YCTAaHOBMEHHON  BENIMYMHbI, MapLUpPyTU3aTop HEMEAJIEHHO  aKTUBMPYET  (PYHKUMIO
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> Bknwuntb dunbTtpaumio ot arak TCP-SYN-FLOOD - BknounTb/OTKNIOYMTL
dunsTtpaumo atak TCP-SYN-FLOOD

BNOKMPOBKM.

> TMopor naketoB TCP-SYN-FLOOD (5~3600) — 3HauyeHue no ymonuaHuto 50. Ykaxute
3HadeHve B npegenax 5 ~ 3600. Ecnn Tekywee konuyectso naketoB TCP-SYN-FLOOD,
HWXE YCTaHOBIEHHOW BenuYMHbI, MapLlpyTU3aTop HeMeArieHHO aKTUBMpYeT YHKUNIO

ONOKMpPOBKM.

> WrHopupoBaTtb Ping-nakeTbl ot  WAN-nopTa - BkntoyeHne/BbiknoyeHve
cooTBeTcTBYlOWENn yHKUMU. [lo ymonyaHuio dyHKUMA BbiknoveHa. [lpu BKITOYEHHOM

dyHKunmn Ping-nakeTbl 3 VIHTEpHET He nonyyaTt AOCTYN K MapLpyTu3aTopy.

> 3anpeTtutb Ping-naketbl ot LAN-nopta — BknioveHne/BbiknoyeHne COOTBETCTBYHOLLEN
dyHKUMK. 1o ymonyaHuio dyHKUKUA BbiKNoYeHa. Npu BkNtoYeHHON yHKUMK Ping-nakeTsl 13
fiokanbHOM CeTM He noryyat AOCTyn K MapupyTtmsaTtopy. PyHKUMA ucnonb3yeTca Ans

3aLMUTbl OT HEKOTOPbIX TUMOB BUPYCOB.
UT06bI COXpaHUTb BHECEHHbIE U3MEHEHMS!, BOCMONb3YMTECH KHOMKON COXPaHUTD.

HaxaB kHonky Cnucok 3abnokmpoBaHHbIx DoS-xocToB, Bbl Nepengete B COOTBETCTBYHOLLEE

OKHO.

4.10.3 JlokanbHOe ynpaBneHue

BuibpaB BesonacHocTb - JlokanbHoe ynpaBrieHWe, Bbl MOXeTe HacTpouTb MpaBuna
ynpaBreHuss B OKHe, MNpPeACTaBNeHHOM Ha puc. 4-54. OyHKUMA ynpaBneHus Mo3BonseT

GrnokMpoBaTh AOCTYMN KOMMbLIOTEPOB NTOKANbHON CETU K MapLUpyTU3aTopy.

TMpaeuna ynpasnexus
() BeM KoMMbRTEPEM NOKANEHON CETH PA3PEWEH 0CTYN K BeG-yTHINTE MapLWPYTHIATOPE.
O Tonkko YK333HHbIE B CNMCKE KOMNBKTEDEl MOMYT NPOU3B0ANTE 3O0MUHWCTPUPOBAHIE
MAC 1:
MAC 2:
MAC 3:
MAC 4:

MAC-aapec BalWero KOMNLHOTEpa:

CoxpaHnTs

Puc. 4-55 JlokanbHoe ynpaBneHune

Mo ymonyaHuio OoTMeyeHa paauokHonka ‘“Bcem KomnbroTepamMm NoKanbHOM CeTU pa3pelueH
AocTtyn K BeO-yTunute maplpytusatopa‘. Ecnv Bbl xoTute, 4TOGbI KOMMBLIOTEPHLI C
onpegeneHHbiMn  MAC-agpecamn  vMMenu  JocTyn K OKHy HacTtpovika BeG-yTunuThl
MapLupyTusaTtopa Wu3 ceTw, OoTMeTbTe paauokHOMKy “TONbKO YKa3aHHble B CRMUCKe
KOMMbIOTEPbI MOryT NPOM3BOAUTL afAMMHUCTPUpPOBaHuWE“ 1M 3aTeM B OTAENbHOM Mone

yKaxuTe COOTBETCTBYIOLME MAC-agpeca. MAC-agpec BBOAUTCS B dopmaTte
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XX-XX-XX-XX-XX-XX (roe. X — 9TO wWecTHaguatepuyHoe u4ucno). Takum obpasom,

AOMUHUCTPUPOBaAHNE MOXET MPONU3BOAUTbCA TOJIbKO 4Yepe3 YyKa3aHHble KOMMbKTEepbl MNpu

yCrnoBUKW BBOAA Naporisi, OCTarbHbIM KOMMNblOTEPaM OyaeT oTkasaHo B JOCTYNeE.
HaxaB kHonky [Jo6aBuUTb, Bbl fo6aBuTe MAC-agpec B Yka3aHHbIA CMINCOK.

YToObI COXpaHUTb caenaHHble N3MEeHEHUA, BOCI'IOJ'Ib3yl7ITer KHOMKOWN COXpaHMTb.

& lMpumevaHue:

Ecnv Baww koMmnbloTep 3abnoknpoBaH, a Bbl XOTUTE CHOBA MOMYYnUTb AOCTYM K MapLLpyTM3aTopy,
TO MpU MOMOLLM UFONKM HaXMuUTe WU yoepxuBainTe B TedyeHue 5 cekyHa kHonky C6poc (B
OTBEPCTUN), PACMONOXEHHYIO Ha 3aAHel naHenu ycTpouncTea. B aTom cnyyae maplipytusaTtop

BEPHETCA K UCXOOHbIM 3aBOACKUM HaCTpOIZKaM BeG-yTVIJ'IVITbI.

4.10.4 YpaneHHoe ynpaBreHue

BoiOpaB“be3onacHocTb - YpaneHHoe ynpaBneHue, Bbl MOXETe HacTpouTb OYHKLMIO
yOaneHHoro ynpaeneHud, Kak npeactaBneHo Ha puc. 4-55. [aHHas dyHKUMA no3BonseT

ynpaBnsaTh MapLUPYTU3aTOPOM Yepes MHTepHeT.

MopT Bed-ynpagneHus: a0

IP-agpec yaaneHHOro ynpaeneHus: 0000 (¥KamuTe 255,255,255 255 anA ecex)

CoXpaHuTe

Puc. 4-56 YoaneHHoe ynpaenexve
»> [MopTt Beb-ynpaBneHusa — [na goctyna Beb-Opay3ep OObIYHO MCMONb3yeT CTaHOAPTHbIN
nopt HTTP 80. Mo ymonuaHuioo ANa yAaneHHOro yrpasfieHus MapLupyTu3aTopoM
ucnoneayetca nopt 80. Ans 6onblwen 6e30MacHOCTM Bbl MOXETE 3aMEHUTb ATOT MOPT Ha
nobown gpyron, ykasas B JaHHOM Mofie COOTBETCTBYOLWEEe 3Ha4YeHe. DTO 3HaYeHNe JOSHKHO
ObITb B Npegenax ot 1 go 65534. Henb3a ucnonb3oBaTb HOMEpP MoOpTa, MCMNOMb3YEMOro

o0LWwumM cepBrCOM.

> |IP-agpec ypaneHHoro ynpasBneHuUs — Tekywui agpec, UcCrornb3yeMbld Ans JocTyna K
MapLipyTusatopy 4depe3 WHTepHeT. [lo ymonuyaHuio ucnonedyetca agpec 0.0.0.0, uto
O3Ha4vaeT, YTo dyHKUUSA OTKMoYeHa. YTobbl akTuBmnpoBaTb OYHKLMIO, HEOOXOAMMO YKas3aTb
aencteuTenbHbi IP-agpec. Ecnv BbIOpaHo 3HayeHne 255.255.255.255, Bce yanbl OyayT

MMeTb AOCTYN K MapLupyTu3aTopy.

& lMpumevaHue:

1. [Onga gocTyna K maplipytmsatopy Heobxoaumo ykasatb WAN IP-agpec maplupyTtusaTopa B
cooTBeTcTBYlLEeM none Internet Explorer nnu Navigator, ncnonb3ysa ons pasgeneHus 3Hak
ABoeTounsl, a 3aTemM Homep nopTa. Hanpumep, ecnu WAN-agpec mapLupyTtmnsaTopa
202.96.12.8, a Homep nopTta 8080, Heobxoanmo BeecTM B Opay3epe http://202.96.12.8:8080.
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[Nocne BBOAUTCA MMS NONb30oBaTENA U napornb, 4yTObbI nony4nTb OOCTyn Be6-yTVIJ'IVITe.

2. |_|pVI 3aMeHe napona cneayetT UCnoJib3oBaTb HaZEeXHbIN naporsib.

4.11 PogntenbCKUn KOHTPOIb

BbibpaB mMeHi0 PoauTenbCKU KOHTPOMb, Bbl MOXETE HACTPOUTb (PYHKLMIO POAUTENBLCKOro
KOHTPOIsi, Kak npeacTaBneHo Ha puc. 4-56. [laHHas dyHKUMA MOXET ObiTb MCMonb3oBaHa Ans
KOHTpons goctyna pebeHka k MIHTepHeT-pecypcam unu Anst orpaHMYeHrs 4ocTyna nepcoHana Kk

onpegeneHHbIM canTam, a TaKkke onpeaennTb BpemMAd pa6OTbI B CE€TU VIHTepHeT.

KoMNBRTERE, HE ABNAKWWECA KOHTROMUPYKIWMMK 1 HE VK33AHHEIS B CTINCKE, HE OYYT MMETE A0CTYN K FIHTEPHET.

POANTENBCKWIA KOHTPONb: @& OTkniunTe (O BRAKYATE
MAC-2/pec KOHTPONUPYHWETO KOMNEHTEPa: l:l
MAC-afpec BaWero KoMnbTepa: ‘ |[ CKONWPOBATS BhILLE
D MAC-agpec Onucanme caifra Pacnncanie BRMKO4MTE HameHiTs

Tek HoMED crp.

Puc. 4-57 Hactpownkn Poantenbckoro KOHTporis

Y106bI 4OGABMTL HOBYHIO 3anNUCb, HEOOBXOAUMO caenaThb crieayloLlee:

1. Haxmute kHonky [lo6aBUTL HOBYIO ... . [JOSKHO MOSBUTLCA OKHO, KaK MokasaHo Ha puc.
4-57.

e 3anucen POANTENBCKONo KOHTpONA

Pacnucanue eficTeyeT COMacH? BREMEHN MAPLWPYTHAETOPA. Er0 3HAYEHWE MOXET GbiTh YCTAHOEMEHD B OKHE “CHCTEMHBIE MHTCRYMEHTEI -= HACTDONKN BOEMEHN".

MAC-agpec NoAKOHTPONBHOTO KOMNBHITEPA: l:l

Bce MAC-agpeca B TeKywe NokansHoM CeTH; ‘ --BbiBEpiTE-- v|

Pa3pelweHHoe OoMeHHoe HMA:

BpenA OeicTBnA: Beeraa L
PacnncaHue MookeT GbiTe YCTAHOBNEHD B 0KHE “KOHTPONL A0CTyNa -+ Facnncasie
CocToAHne: Brnrounte ~

Puc. 4-58 HacTpowkn Pogutenbckoro KOHTpons
e Poautenbckuit KOHTPONb — YTOOLI akTMBMPOBaTb PYHKLMIO, BOCNOMNb3YNTECh KHOMKON

Bknountb. YTo6bI OTKNIOUUTE OYHKLIMIO, BOCMOMb3YNTECH KHONKOM OTKIIOUYUTD.
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e MAC-agpec NOAKOHTPOJNILHOIO KoMnbioTepa — B 3Tom none cnegyer ykasaTtb

MAC-aapec KOHTPONUPYIOLLEro KOMMboTepa. Takke MOXHO BOCMONb30BaTLCS KHOMKOM

KnoHupoBatb MAC-agpec, pacnosioXXeHHON HMXKeE.

e MAC-agpec Bawero komnbkTepa — B 3Tom none oTtobpaxaetca MAC-agpec
KOMMbloTEpa, ynpasnsatoLwero mapwpytusatopom. Ecnn MAC-agpec Bawero agantepa
3aperncTpmpoBaH, HaxxmmTe kHonky CkonupoBaTtb Bbille, YTOObI BHECTM 3TOT afpec B

none MAC-agpec KOHTPONMUPYIOLLLErO KOMMbOTEpPA.

e OnucaHue canta - OnucaHue paspelleHHoro caiTa AN KOHTPONUPYeMOro

KoMnbloTEpPAa.

e PacnucaHue — BpemeHHOV nepuon, B TeyeHMe KOTOpOro KOMMbIOTEpPY paspeLleH
poctyn B WHTepHeT. [Ona Gonee nogpobGHon uHpopmauum nepengute KoHTponb

pocTyna - PacnucaHue.
e Bknwuutb — BrnioveHune BbiIGpaHHOW 3anuncu.
e U3meHuTb — PegaktnpoBaHve unu yaaneHune CyLlecTBYHOLLEN 3anncu.

2. B none MAC-agpec KOHTponupyemoro KomnbioTepa ykaxute MAC-agpec
KOHTponmpyemoro komnbtotepa (Hanpumep, 00-11-22-33-44-AA). Takke M3 BbiNagawoLwero
cnmcka MoxHoO BblbpaTb 3HavyeHue Bce agpeca B Tekylien nokanbHON ceTu.

3. YkaxuTte onucaHue (Hanpumep, Allow Google) paspeweHHoro canta B none OnucaHue
canTa.

4. YkaxuTe nonHoe AJOMEHHOEe MMS caiTa UMK KIoYeBble CNoBa JOMEHHOIO MMEHU (Hanpumep,
google) B none PaspeweHHoe AOMeHHoe uMsA. JIloOble [JOMEHHble MMEHa C 3TUMU
KrnoyeBbIMM crioBamm (Www.google.com, www.google.com.cn) ByayT paspeLleHsbi.

5. BblbepuTe 13 BbiNagawllero MeHw Bpemsa genctBusi HyXHOe pacnucaHue (Hanpumep,
Pacnucanve_1). Ecnn noaxogswunx pacnucaHui He OOHapYXXEHO, HaXMUTE KHOMKY
PacnucaHue onsa Toro, 4ToObl NEPenTN B OKHO [JOMOMHUTENBHBIE HACTPONKN pacnmMcaHus u
co3gaTtb Heobxoammoe pacnucaHue.

6. B none CocTosiHne MO>HO Bbl6paTb BknoyeHo mnnn BbikntoyeHo ansa
BKIIOYEHUS/BBIKIMIOYEHNS 3anncu.

7. Haxmute kHonky CoxpaHuTb

YUT00bI aKTMBMpPOBaTL BCE NpaBuna B CIUCKe, HaXXMUTe KHOMNKy BknounTtb Bee.
YUTo6bl OTKNIOYUTE BCE MpaBuna B CN1CKe, HaXXMuTe KHonky OTKNHYUTL Bee.
YT100bI yaanuTb BCe NpaBuna B CNMCKe, HAXXMUTE KHOMKY YaanuTb Bce.

YUTtoObl NnepenTn cnegyroliee okHO, HaxmuTe KHonky [Janee. YTobbl BEpHYTbCA B Npeablayliee
OKHO, BOCMNONb3ynTeCch kHonkon Hasapa,.

Hanpumep: Bbl  xotute, 4TOObI  KOHTpoOnupyembli  komnbtoTep ¢ MAC-agpecom
00-11-22-33-44-AA no cy66oTam nmen JOCTyn K canTy www.google.com, a y KOHTPONMPYHOLLLErO
komnbtoTepa ¢ MAC-agpecom 00-11-22-33-44-BB He GbINo HUKaKMX OrpaHnyYeHnn, Heobxogumo
NpPOM3BECTU crieaytoLlime OencTBus:
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1. Haxmute meHio PogntenbCKMi KOHTPOIb B NEBOI YacTh OkHa HacTpolku poamMTenbcKkoro
KOHTpond. Haxmute kHonky BkntounTb, 1 B none MAC-agpec poauTenbckoro Komnbtotepa
BBeaute MAC-agpec 00-11-22-33-44-BB.

2. Bbibepute KoHTponb poctyna - PacnucaHue, 4Tto6bl nepentM B OkHO HacTtponkm
pacnucaHus. Haxmute kHonky [lo6aBUTL HOBYHO..., YTOOLI CO34aTb HOBOE pacnucaHue. B
none OnucaHue ykaxute Pacnucanuwe_1, B none [eHb Cy6. n B none Bpems Bcerga.

3. Haxmute meHio PoauTenbCKUN KOHTPOJSb B JIEBOM YACTU OKHA, YTOObI MEPENTU B OKHO
[o6aBnTb UnNn M3MEHUTb 3anUCb POAUTENBCKOrO KOHTPONS:

e Haxmute kHonky [lo6aBUTL HOBYHO...

e B none MAC-agpec KOHTPONMPYEMOro KOMMNbKTEpPA YKaXUTE 3HayeHue
00-11-22-33-44-AA.

e B none OnucaHue canta ykaxute “Allow Google”.

e B none Pa3pelweHHOe AOMEHHOE UMSA YKaxuTe “www.google.com”

e U3 Bbinagatowero cnucka Bpems gencrTeus Bbibepute cosnaHHbin “Pacnncanne 17
e B none CoctosiHMe BbibepuTe 3Ha4YeHMe BknounTs.
4. HaxmuTe kHonKy CoXpaHuTb, YTOObI COXpPaHUTb CAEeNaHHbIE N3MEHEHNS.

lMocne aToro BblI BepHeTeCb Ha CTpaHuuly HacTponkm poauTenbCKOro KOHTpOns U
yBMANTE CMNNCOK, NPeACTaBfeHHbIN Ha puc. 4-58.

ID  MAC-agpec OnucaHne caifra PacnucaHue BHIHYHTE MaMeHnT

1 00-11-22-33-44-A4 Allow Google FPacnucanune_1 Fenaktupoeats Yoanuts

[ poasuts Hoeylo . |[ Brmouwntsece || Otkwuntsece | vaanutsece |

Puc. 4-59 HacTpolikn poamMTenbckoro KOHTPOrs
4.12 KoHTponb gocTyna

Kourpons gocrtyna
- [paeuno

-¥3en

- Llenk

- Pacnucanne

Pwuc. 4-60 OkHo KoHTponb goctyna

B meHto KoHTponb goctyna cogep)katcsa YeTblpe nogMeHo (cMm. puc. 4-45) — Mpasuno, Y3sen,

Lenb n Pacnucanue. [1ns HACTPOMKN HYXXHOM OYHKLIMN BIDEPUTE COOTBETCTBYIOLLEE MEHIO.

4.12.1 NpaBuno

Bbibpae KoHTponb goctyna - lpaBuno, Bbl MOXETe NpocMaTpuBaTb M co3daBaTb MpasBuna

KOHTpOMns AOCTYNa, Kak nokasaHo Ha puc. 4-60.

72



LIRS Ex]\"l] BecnpoBoaHOM rMrabuTHbIM MapLupyTusaTop cepum N

[] BKAHYMTE YNPABMEHHE KOHTRONEM AOCTYNA K VIHTepHeT

DUNETPALMA N0 YMONHAHIKD

OFP

@l JANPETHTE NAKETAM, HE YKA3AHEIM B NONWUTHUKE KOHTPONA Q0CYNE, NPOXogHTE YEPE3 MARWRYTHIATIA.

DEWNTE MNAKETAM, HE YK33aHbIM 8 NONUTHKE KGHTPONA AGCYNa, NPOXoOWTe YEPE3 MapWpyTU3IATop

[] NmAa npasnna Yzen Lenes PacnucaHue BEnHHMTE PenaktupoBate
[ mactep HacTpoiik |
[ noGasuts Hosyio ]

MNepeMecTHTb ID HalD

Tek Homep |1 » (Cp.

Puc. 4-61 YnpaeneHue npaBunamu KOHTpONs gocTyna
BkniounTb ynpaBneHue KoHTponem pgoctyna k WMHTepHer — YTOObLI akTmBMpoOBaThb
YHKLMIO, OTMETbTE COOTBETCTBYIOLLYIO A4elnKky. B aTom cnyvyae HadHeT AencTBOBaTb

Monutnka unbTpa N0 YMOMYaHUIo.

Nma npasuna -— B atom none 0To6pa>i<aeTc;| nMa npaBuno, KOTOpoe ABNAETCA

YHUKarNbHbIM.
Y3en — 3gecb oToGpaxaeTcs y3en, ykasaHHbI B COOTBETCTBYHOLLEM NpaBuIe.
Llenb — B aTOM none ykasaHa Lienb, yka3aHHas B NpasBure.

PacnucaHume — 3aecb oTobGpaxkaeTcs pacnucaHue, ykasaHHoe B NpaBuIe.

Bknwounte — 3pgecb 0To6pa>KaeTc;| COCTOAHME nNnpaBuna, BKIHOYEHO WIINM OTKITHOYEHO.

Haxmunte 3Ty onuuko, ecrin Bbl XOTUTE BKIIOYNTb onpenefnieHHy 3arnncb.
Pe,D,aKTVIpDBaTb — VameHnTb nnu yoanuTtb cyuecTtBytollee npasuo.

Mactep HacTpomku — Haxmute kHonky Mactep HacTpomku, 4Tobbl co3gaTtb 3anucb O

HOBOM npaBurie.
Do6aBuThb... — LLlenkHuTe no Jo6aBuUTb..., YTOOLI cO34aTh 3anncb 0 HOBOM MpaBune.
YUToObI BKMIOYNTE BCE MpaBuiia B CNMCKe BOCMONb3yNTECh KHOMKOW BknounTb BCe.
YUToObI BBIKIMHOYMTL BCE NpaBuiia B CNMCcKe, BOCMNONb3YWTECH KHOMKON OTKNIOYUTL BCe.
YTobbl yaanutb BCe 3anncu, BOCNONb3YATECH KHOMKOM YAanuTb Bce.

MepemecTntb - [0 CBOEMY >XenaHUIO Bbl MOXETe WM3MEHATb MOpPsAoK 3anucen. Hosble
npaBuna pacnonaratTcs nepes ctapbiMu. B nepBoM Nomne ykaxkuTe UCXOAHLIN, a BO BTOPOM
KOHEYHbI HOMep, 3aTeM HaxmuTe kHonky [lepemecTuUTb, 4TOObI W3MEHUTb NOPSAOOK

3anuncen.
YTtoObl NnepenTn B cnegytoiee okHO, BOCMNOSb3yNTeCh KHOMKoM Cnegyrowas.

YUTtoObl BEpHYTbHCA B NpeablayLlee OKHO, BOCMONb3ynTech kHomnkon MpeabiayLas.
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CyuwiecTtByeT ABa cnocoba no6aBUTbL HOBOE NPaBUIIO:

MepBbIM cnocob:

1.  Haxmute kHonky MacTep HacTpomrku. [oasBuTcs criegytoLLlee OkHO, Kak MoKasaHo Ha puc. 4-61:

Pesin: IP-aapec v
Wm#A yana:

IP-agpec cetn LAN:

Puc. 4-62 BobicTpasi HacTporika — Co3gaTtb UNn U3MEHUTb 3anucb Ans y3na
e Pexunm — 3gecb ecTb gBa BapmaHTa Bbibopa, IP-agpec nnn MAC-agpec, Bbl MOXeTe

BbIOpaTb NM060ON BapuaHT M3 BbiNagatoLlLero cnmcka.

e Wwmsa y3na — B aTom none BeeauTe yHMKanbHoe ums ysna (Hanpumep, Ysen_1).

Mpu BoibOpe IP-apgpeca, Bbl yBUAMTE criegytoLLee:

e |IP-agpec cetn LAN - Beeaute |IP-agpec unv ananasoH agpecos y3na B eCATUYHOM
dopmaTte ¢ pasgenutenbHbiMM ToYKamu (Hanpumep, 192.168.1.23).

Mpwn BbIGope MAC-appeca, Bbl yBUANTE cnegytoLlee:

e MAC-aapec — Beegute MAC-agpec y3na B popmaTe XX-XX-XX-XX-XX-XX

2. Tocne 3aBepLUeHUs CO3[aHUS 3amnvcKu yana, HaxXmMuTe Ha kHonky [lanee, otob6pasutcs

cnegytoliee OkHO, Kak NokasaHo Ha puc. 4-62:

Pexian: IP-agpec w
OnucaHne uenu:
IP-agpec:
MopT HasHa4YeHKA:

MpoTtokon: BCE |»

CraHaapTHLI NOPT CepBrca: —-BhiBepUTE- |V

Puc. 4-63 bbicTpas HacTponka — Co3gaTtb UM 3MeHUTb 3anucb Ans Lenm

e Pexnm — 3gecb gBa BapuaHTa Bbibopa, |IP-agpec n [omeHHoe umsa. Bbl moxeTe

Bbl6paTb no6on BapunaHT 13 BbliNagatrolero cn1ucka.

e OnucaHue uenu — B 3aTom none cosgante yHMKanbHOE OMUCaHWe Lenu (Hanpumep,
Uenb_1).

Mpu BeIGOpEe IP-appeca, Bbl yBUAMTE cnegytoLuee:

e IP-appec — Ykaxute IP-agpec (vnn ananasoH agpecoB) uenu (uenemn) B 4eCATUYHOM
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dopmaTe ¢ pasaenuTenbHbIMU TOYKaMU.

I'IopT HasHayeHUsa — YKaxute nopT MM Amnana3oH NOopTOB Uenu. Onsa HEKOTOPbIX
CTaHOapTHbIX MNOPTOB CepBUCa Bbl MOXETE BOCMNOJ1b30BATbCA HWXenpuBeaeHHbIM

nonem CTaHOapTHbIV NOPT cepBuca.

MpoTokon — 3aeck YeThipe BapmaHTa Bbibopa BCE, TCP, UDP unn ICMP. Bbibepute

HY>XHO€ 3Ha4YeHne 13 Bbinagaroero cnmcka.

CtaHpapTHbIV NOPT cepBUca — 30€eCb yKa3aH CNMCOK HEKOTOPbIX CTaHA4aPTHbLIX NOPTOB
cepsuca. Bbibepnte ognH 13 BbiNagaoLLEero cnncka, n CoOoTBETCTBYIOLLMIA HOMEP nopTa
nosButcs B none lNopT HasHadeHus. Hanpumep, ecnu Bbl Bbidnpaete "FTP",, Homep

"21" nosiBuTCA B none NopT Ha3HavyeHus.

Ecnu Bbl Bb|6|/|paeTe JomeHHOe ums, TO Bbl yBnauTe cnepgyroulee:

HdomMeHHOe uMsa — 3aecb Bbl MOXETE ykasaTb YeTblpe AOMEHHbLIX UMEHU, MOSIHOE UMS
U1 KntoveBble CroBa MMeHU (Hanpumep, google). Nloboe LOMEHHOE MMS C KIOYEBLIMM

crnoBamMu B Hem (www.google.com, www.google.cn) OyaeT paspelleHo  unu

3abnokMpoBaHo.

lMocne ToOro, kak Bbl 3aKOHYMTE CO3O4aHWE 3anucu Lenu OocCTyna, HaxXMute Danee, n Ha

9KpaHe OTO6pa3VITbCF| cnepyoLlee OKHO, Kak nokasaHo Ha puc. 4-63.

MpuieyaHne: Pacnucadne QeRCTBYET © YYETOM 3HAYEHNA BPEMEHN HA MAPLWPYTHIATORE.

Nma pacnucanua:
OeHb: (® Kaxgei geHe; (O Bripate geHb
MaH. BT Cp Y. MaT. Cyb. Bockp
Bpema: BCE OHW - 24 yaca:

Havano: {HUYMI}

Koneu: {HYMM}

Puc. 4-64 bbicTpas HacTporika — Co3gaTtb UM M3MEHUTb 3anucb pacnmcaHus
MUma pacnucaHma — B sTom none cosgante yHMKanbHOE MMSA pacnucaHns (Hanpumep,

Pacnucanue_1).

HeHb — BoibepuTte BbiOpaTh AeHb 1 BbibepuTe onpeaeneHHbin AeHb (AHW Heaenu unm

BblbepuTe Kaxabii AeHb).
Bpems — B aTom none BbibepuTe Bce AHU - 24 Yyaca unu ykaxuTte Hadano munum KoHel.

Hayano — Beeaunte Bpems Hadana B copmate YHYMM (HUMM yeTbipe umdpbl).
Hanpumep, 0800 ato 8:00.

KoHen — BeeauTte Bpems 3aBeplieHusa B dopmate YUMM (UUMM yeTbipe umdpsbl).
Hanpumep, 2000 ato 20:00.
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4.

lMocne TOro, Kak Bbl 3aKOHYMTE CO34aHMe 3anucu pacwmnpeHHoro pacnmucaHua, HaxXmmte

Danee, 1 Ha akpaHe 0TOGPAa3UTLCA criedytollee OKHO, Kak MokasaHo Ha puc. 4-64.

WMA npaeuna:

Yaen: Yaen_1 v

Lenk: Llene_1 4
Pacnucaxme: PacnucaHne_1

CocToAHNe: Brnrounte b

Hazang 3AKOHYUTE

Puc. 4-65 BeicTpas HacTporika — Co3gaTtb Unn U3MeHUTb 3anucb KOHTpona aoctyna B MHTepHeT

e Wwma npaBuna — B aToM none co3gante yHuKanbHoe MMs AnS npasuna (Hanpumep,
Mpasuno_1)
e Y3en — B atom none BbibepuTe y3en u3 BbiNagawoLlero crnucka. 3HayeHuem no

YMOJT4HaHUIO ABNAETCA UmeHem y3na, KOTOpO€ Bbl TOJTIbKO YTO YCTAHOBUJIN.

e Lenb — B atom none BbibepuTe LEeNb M3 BbiNagaloLWero crnucka. 3Ha4yeHMeM no

YMOJ4aHUIoO ABNnAeTCA UmeHeMm uenu, KOTOPOE Bbl TOJIbKO YTO YCTAHOBUJIN.

L] PacnucaHme — B 3ToM none Bbl6epI/ITe pacnncaHnme w3 BblNnagakowero cnucka.
3HayeHuem no YMOJMYaHUIO ABINAETCA UmeHem pacnncaHus, KOTopoe Bbl TOJIbKO 4YTO

cosganu.

e CocTtosHme — B aTom none ectb ABa BapmaHTa Bblbopa — BKnounTtb 1 OTKNOYUTD.
Boibepute BknouynTb, 4TOOLI NpaBuno BCTynuino B cuiy. Bbibepute OTKNOUNTD,

4yTObbI npaBuIio oCTaroCcb HeakTUBHbLIM.

Haxxmnte 3aKkOHUYNTBL, YTOOLI 3aBepLmnTb co3gaHne HOBOIro npasuna.

BTopou cnoco®:

1.

Haxmute kHonky J[o6aBMTb HOBYHK.... Bbl neperigete B crneagyloWmMin 3KpaH, Kak

npegcTaBneHo Ha puc. 4-65.
B none Uma npaBuna ykaxute nms (Hanpumep, MNpasuno_1).

M3 Bbinagatowero cnucka Y3sen Bbibepute Heobxogumoe 3HadeHue unn Boibepute YToObI

[06aBNTb HOBbIN CMUCOK Y3510B, HAXXMUTE 3A€eCb.

M3 Bbinagatowero cnucka Lenb BbiOepuTe Heobxoaumoe HaMMeHoBaHue Wnn BblbepuTe
Y1006bI 4OOABUTL HOBBLIN CMUCOK Lienen, HaXXMuTe 3gech.

M3 Bbinagatowero cnvcka PacnucaHume BbibepuTe HeobxooMMoe HaMMeEHOBaHWE Wnu
BblOoepnTe YTOObI 4O6aBUTL HOBOE pacnMcaHue, HaXXMUTe 30eCb.

B none CocrosiHne Bbl6epVITe 3HayeHuss BknroyeHo nnu OTKROYEHO, YTOObI BKITHOYUTb
M OTKNKOYNTb 3anncb.

HaxmuTe kHonky CoxpaHuUTb.
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Nus npaeuna

Yaen: \J'JBJ'I_'] % [ Yrofel 0003BUTE HOBBIA CIIWCOK VANOE, HAXMUTE 30eCk.

Uene: MoBan yens ¥ Y108k 00G38NTE HOBEIT CNNCOK UENEN, HAXMNTE 30eCk.

PacnucaHme: Bcerga | YToBEI00GEEMTE HOBOE DACINCAHNE, HSWMITE 3080k,

CocToAHne: BrnwueHo b

[ coxpanuts | [ Haszaa |

Puc. 4-66 [Jo6aBWTb MK M3MEHUTL 3anMCb KOHTPONS AocTyna B IHTepHeT

Hanpumep, ecnun Bbl xotute paspewuntb y3ny ¢ MAC-agpecom 00-11-22-33-44-AA poctyn K
canty www.google.com Tonbko ¢ 18:00 go 20:00 no cy660Tam 1 BOCKpPECEHbSM U 3aNpeTUTb
ocTanbHbIM y3riam JTIoKanbHOW ceTu AocTyn K NHTepHeT, HeobxoanMOo NpeanpuHATL criegyoLlme
JencrTeus:

1. Haxmute nogmeHio MpaBuno cnesa, 4TobObl BEpPHYTbCS Ha cTpaHuuy ChvcCoK npaBwin.
Bbibepute PaspelunTb naketam, He ykasaHbiM B MONMTMKE KOHTPONS Aocyna, NMpoXoauTb
Yyepes MapLupyTU3aTop.

2. PekomeHgyeTtcs, 4TOObl Bbl Ha)kanu KHOMKy MacTep HacTpoOMKMW, 4TOOblI 3aBepLUMTb BCe
nocreayoLne HacTpOMKK.

3. Haxmute KHOMKY nogMeHw Y3en cneea, YToObl nepentM Ha cTpaHuuy Cnucok ysnos.
CospganTte HoByto 3anuchk ¢ MimeHem yana Y3en_1 u MAC-agpecom 00-11-22-33-44-AA.

4. Haxmute nogmeHio Llenb cnesa, 4ToObl NepenTn Ha cTpaHuuy ima uenn. Cosgaite HOBYHO
3anucb ¢ MimeHem uenu n JoMeHHbIM MMeHeM wWww.google.com.

5. Haxmute nogmeHio PacnucaHue cneBa, 4TOObl MEPENTM Ha CTpaHWLy CO CMMCKOM
pacnucaHmn. Cosgante HOBYK 3anucb C MMeHeM pacnucaHus Pacnucanve 1, gHem
Cy66ota n BockpeceHbe, BpemeHeM Hadana 1800 n spemeHem 3aBepLueHns 2000.

6. Haxwmute noamenio MpaBuno crneea. Haxmute [o6aBUTb HOBYH..., YTOObI 006aBUTH
crneayoLyto HOBYHO 3amnuchb.

e B none Uma npaBuna cosgante uma npasuna. 3T0 UMSA LOMKHO ObiTb YHUKANbHbBIM.

Hanpwuwmep, MNpasuno_1.
e B none Y3en Bbibepute Y3en_1.
e B none lUens BoiGepuTte Lens_1.
e B none Pacnucanue BLiGepute PacnucaHne 1.
e B none CocrtosiHue BbibepuTe BrnounTs.
e  YT0Obl COXpaHNTbL HAaCTPOMKKN, BOCMOSb3YUTECH KHOMKOM COXpaHUTb.

Mocrne aToro Bbl BEPHETECH HA CTPaHULY YNpaBreHust npaBuiaMm KOHTPOns AocTyna v yBuante

cnegytouwyo Tabnuuy.

1D WA npaeuna Yien Lens PacnucaHne BENHHUTE PenaktMpoeaTe
1 Mpaenno_1 ¥aen 1 Llene 1 PacnucaHue 1 PenakTupoeare ¥aanuts
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Bbl MoxeTe uaMeHUTb WHGopmMauuio B nonax Ysen, Lenb mnnu PacnucaHue, HaxaB Ha

COOTBETCTBYHOLYHO 3alncChb. Wnu, Bbl mMoXeTe Pe,ﬂaKTVIpOBaTb Uueny 3anmcb Ha CTpaHuue

[Jo6aBuUTb UNKU N3MEHUTb 3aNUcCb AocCTyna K MHTepHeT, KOTOpasa nokasaHa Hnxe.

WmaA npasuna: Mpaeuno_1
WA yana: Yaen_1
Tun agpeca: IP-agpec b
IP-agpec nok. cet: 192.168.1.23
OnUCAHNE LLETTH: Lens_1
Tun wenu: IP-agpec b
IP-agpec 192.168.1.2 - 192.168.1.20
TopT HAZHa4YeHUA: 21 -130
MpoTokon: TCP &
CTaHg4apTHBIA NOPT CEpBKCA: —-Buifigpure— ¥
WuA pacnucanua: Pacnucanne_1
HeHb: (%) Kaxawli geds; (O BriGpats deHe
MoH. Br. Cp. Yr. Mar. Cyb. Bockp
Bpemsa: Bcerga
Ha4ano: (HYINY
KoHew: (HHMIY
Tekylee cOCTORHME: Brnwounte he
[_cospannts | [Hasaa |

o Umsa npasuna — Beegute nwus npasuna B AaHHOE Mnorie. lMoMHUTE, YTO 3TO UMS AOSTKHO

ObITb YHUKalbHbIM.

e Hactpoiku Y3na — 3gecb Bbl MOXeTe U3MeHUTb MiMs yana, Tun agpeca nnu IP-agpec

NOK. ceTn. YUTuTe, 4YTo AaHHoe npasuno 3aMmeHuT npeabiayuiee.

e Paspen HacTpoek Llenu — 3aeck Bbl MOXeTe M3MEHUTb MHAOPMALMIO O LUenu. YuTuTe,

YTO JaHHOE MPaBUIIO 3aMeHUT Npeapiayluee.

e Hactpoinka PacnucaHme — 30ecb Bbl MOXETE M3MEHUTb MHdopMauuio Pacnmncanus.

YuTnTe, YTO AaHHOE NPaBuIo 3aMeHUT NpeablayLiee.

L] CocTtosiHMe - B 3TOM none Bbl Bb|6|/|paeTe OTkntounTe Mnn Bknountb AaHHOE
npasuno. Ecnu BbI Bb|6epeTe Bkno4uunTtb, 10 npasuno 6y/:|,eT 3agencrtsoBaHo. Haxmurte

OTKNIOYMUTL, YTOObLI OTKIOYMTL NPABUIIO.
HaxmuTte CoxpaHuTb, YTOObI 3aBEPLUMTL HACTPOWKY.

Haxmute Hasag, 4toOhl BEPHYTbCA Ha CTpaHUUY yﬂpaBﬂeHI/I‘il npaBunamMn KOHTpPOnd gocTtyna.

4.12.2 Yzen

Bbl6paB MEHI0 KOHTpOﬂb AocTtyna - Y3en, Bbl MOXeTe npocmMmartpueBaTb U yCTaHaBnnBaTb CNNCOK
Y350B, KakK Nnoka3aHO Ha pucC. 4-66. Cnmcok Y3I10B ABNAETCA BaXXHbIM O11A I'Ipanma KOHTpONA

aocrtyna.
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[0 WA yana WHdbopmaumus Penaktupoeats
1 Yaen_1 IP:192.168.1.23 FeaqakTupoeaTe ¥0anute
[ fhobasuts oy |[ Ypanuts Bre |

Tek. HDMEDCTD.

Puc. 4-67 HacTtponku yana
> MWma ysna — B a3tom none otobpaxaetrca onucaHuwe ysna, KoTopoe [OMKHO ObiTb

YHUKalbHbIM.

> WHdpopmauma — 3gecb oTobpaxkaeTca MHopMaumsa no y3ny. 910 MoxeT ObiTb IP nnn

MAC-agpec.

> Pe,anTVIpOBaTI: — VameHnTb nnu yoanutb CywecCTBYOLYH 3anncb.

YT06bI 4OGaBUTL HOBYIO 3aNUCb, HEOGXOAUMO caenaTh crneayollee:

1. HaxmuTte kHonky [lo6aBUTb HOBYIO...

2. B none Pexum Bbibepute IP- nunn MAC-agpec.
e [lpu BbiBope IP-agpeca nosBUTCSA OKHO, Kak MOKa3aHo Ha puc. 4-67.
1) B none Umsa y3na ykaxute ero yHukanbHoe onncaHue (Hanpumep, Y3en_1).
2) B none IP-agpec nokanbHow cetn Beeaute IP-agpec.
e [lpu Boibope MAC-agpeca nosiBUTCA OKHO, Kak NokaszaHo Ha puc. 4-68.
3) B none Umsa y3ana ykaxuTe ero yHukanbHoOe onucaHune (Hanpumep, Ysen_2).
4) B none MAC-agpec ykaxute MAC-agpec.

3. Haxmute kHonky CoxpaHuUTb, YTOObI COXPaHUTL COEMNaHHbIE N3MEHEHUS.

UTtobbl yaanutb Bce 3anucu 13 Tabnuubl, BOCNONbL3yNTECh KHOMKOV YaanuTb Bce.

UTtobObl nNepenTn B crnepyrollee OKHO, BOCMONb3yWTecb kHomkow [amnee. YToObl BepHyTbCA B

npegblayLiee okHO, BOCMONb3ynTeCk KHoMkon Hasaa.

Pexin: | IP-agpec V|
HmA yana: |yaen_1 |
IP-agpec NoKanbHOR CETH: | 192 168.1.23 | - |
[ Coxpannte | [ Hasaa |

Puc. 4-68 [Jo6aBWTb UNMN M3MEHUTbL 3aNMCb MO y3ny
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Pemm: |MAC-a,:|,pec V|
Wma yana: | Yaen 2 |
MAC-agpec: | 00-11-22-33-44-A4 |

| Coxpanute | [ Hasan |

Puc. 4-69 [Jo6aBUTb UNN N3MEHUTL 3anuch y3na

Hanpumep, Bbl X0TUTE orpaHnyuuTb goctyn Kk WHTepHeT-pecypcam ansa yana ¢ MAC-agpecom
00-11-22-33-44-AA. Insa aToro Heo6xoAUMO NPeAnpUHATL crneayrolime 4enCTBUS:

1.

A w0 N

5.

Haxmute kHomnky [lo6aBUTb HOBYHO... (CM. puc. 4-66), 4TOOblI MepenTM Ha CcTpaHuLy

D,O68BI/1TI:> UM N3AMEeHUTb 3anncb No yany.

B none Pexum BbiGepute 13 BuinagatoLlero MeHo 3HadeHne MAC-agpeca.

B none Umsa y3na ykaxnte ero yHukanbHoe onvcaHue (Hanpumep, Y3sen_2).

B none MAC-agpec Beegute 00-11-22-33-44-AA.

Haxxmunte KHOMKY COXpaHVITb, YTOObI COXpPaHUTb caenaHHble N3MEeHEHUA.

Mocne aToro, BepHyBLMCL B OKHO HacTporiku y3na, Bbl yBUAMTE CreaytoLunin CMCOK.

ID WmAyzna
Yaen_1

Yaen_2

WHthopmauma PepakTupoeats

IP: 192.168.1.23 PenakTupoears ¥Oanute

MAC: 00-11-22-33-44-A4 PenakTupoears ¥Oanute

— g oo

N0o03aBUTE HOBYHD. .

| [ vmanuTs Bce

TEK.HDMBDCTD

4.12.3 Uenb

Bbl6paB KOHTpOﬂb AocTtyna - Llenb, Bbl MOXeTe npocmMmatpumBaTb U HaCcTpanBaTb CMNUCOK uenen,

Kak nokasaHo Ha puc. 4-69. Cnucok uenen Heobxogmum ans MNpaBuna KOHTponsa gocTtyna.

ID HMma uenu

1 Uenk_1

WHdopmauwna
192.168.1.2 - 192.168.1.20/21 - 30TCP

PepaktwpoBatb

PedakTupoBaTs ¥O3nNuTs

[ NoGasuTs HOBYHO

][ YanuTb BCe ]

TeK. HOMER CTp

Puc. 4-70 Hactpoiku uenu

Ama uenun — B atom none 0To6pa>|<aeTc;| onucaHume uenn, KotTopoe [AOOJIKHO ObITb

YHUKanNbHbIM.
MHdopmauma — Llenbto moxeT 6bITh IP-agpec, nopT unm 4OMEHHOE UMS.

N3meHnTb — VIameHnTb nnu yoanntb CyleCTBYHOLLYHO 3alnnchb.
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Y100bI gOGABUTL HOBYIO 3anuUCb, Heo6xoAuMMO caenaTtb cnepywoulee:

1. Haxwmute kHonky [1o6aBUTL HOBYIO ...
2. B none Pexum BbiGepute IP-agpec nnu goMeHHoe nms.

3. [Mpwn BLIGOpe IP-agpeca nosABMTCS OKHO, Kak NpeacTaBneHo Ha puc. 4-70.

2L IP-anpec v
OnKcaHne Uenu:
IP-agpec:
TMopT HaZHA4EHHA:

NpoTokon: BCE |+

CraHOapTHLIN NOPT CEPBHCA: —Builepure— ¥

[ coxpanmts ] [Hazaa |

Puc. 4-71 [o6aBuTb UNN N3MEHUTL 3anUCb AOCTYyNa Lenu
1) B none OnucaHue uenu HeOOXOOMMO yKasaTb YHMKaribHOE MMSs Lenu (Hanpumep,
Uenb_1).
2) B none IP-appec ykaxuTe IP-agpec uenw.
3) Bbibepute obwmii cepBuC M3 Bbinagatowero cnucka B none CrtaHAapTHbIX NopT
cepBuca, C TemM, YToObl aBTOMaTMYeCKN 3anonHuTb none MopT Ha3HayeHusA. Ecnun B

crnmncke CTaHAapTHbIﬁ NMOPT cepBUCa He CoOepPXNUTCA HY>XXHOIo BamM CepBuUCa, YKaXmnte

3HayeHue MopTa Ha3Ha4YeHUA BPyUHYIO.
4) B none MNMpoTtokon BbiGepute 3Ha4yeHne TCP, UDP, ICMP nnun Bcee.

4. Tpwn BbIGOpe onumm [JOMEHHOE MMS Bbl OKaXXeTeChb B CIieAyHOLEM OKHE, Kak NoKa3aHo Ha
puc. 4-71.

Pesun: JomeHHoe MMA | %

OnucaHne Lenu:

JomeHHoe MuA:

[_Coxpanuts | [ Hasag |

Puc. 4-72 [Jo6aBuTb unm N3MeHnTb 3anncb 4OCTyna Luenu

1) B none OnucaHue uenu Heobxoanmo ykasaTb YHMKanNbHoe nms uenu (Hanpuvep, Lene_1).

2) B none [lomMeHHOe MMsi Bbl MOXeTe BBECTU AOMEHHOE MMsl, MOSIHOE UMSI UMW KItOYEBbLIE
crnoBa MMeHu (Hanpumep, google). Jlloboe JOMEHHOE MMS C KMYEBLIMU CrIOBaMU B HEM
(www.google.com, www.google.cn) 6yaeT pa3speLueHo nnm 3abriokMpoBaHo.

5. Haxmute kHonky CoxpaHUTb.
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YUToObl 04nCTUTL TAabnumuy, BOCNONb3yNTECH KHOMKOW YAanuTb BCe.

UTtobbl nNepenTn B crnepylollee OKHO, BOCMONb3yWTechb kHomkow [anee. YToObl BEpHyTbCA B

npegbigyuiee OKHO, BOCI'IOJ'Ib3yIZTer kHonkon Hasag,

Hanpumep: Bbl XxoTUTe orpaHnynTb JOCTYN K VIHTepHET-pecypcamM Afis y3ra foKanbHOW CeTu ¢
MAC-agpecom 00-11-22-33-44-AA 1 paspelunTb eMy AOCTYN TOMbKO K canTty www.google.com.

[nsa aToro HeoGxoAnMO NpPeAnpPUHATL crieaytoLne AencTBUS:

1. Ytobbl [O6GaBMTL MNN WU3MEHUTb 3anucb LEenu AOoCTyna, Haxmute KHomky Jo6aBuTb

HOBYH... , KaKk Noka3aHo Ha puc. 4-69.
2. B none Pexwum un3 BbinagatoLero cnucka sblbepmte JOMEHHOE NMS.
3. B none OnucaHwme uenun HeoOXo0aMMO CO3aAaThb YHMUKaNbHOE Ums Lenu (Hanpumep, Llenb_2).

4. B none QJlomeHHOe nmA BBEANTE Www.google.com.

5. Ytobbl COXpaHNTb HAaCTPOMKKN, BOCMONb3YyNTECH KHOMKOM COXpaHUTb.

Mocne aToro, BepHyBLWMCb B OKHO HacTporiku Lenu, Bbl yBuanTe CreayroLnin CNnCoK.

1D MMA uenu MHthoprauma PeflakTHpoBaTh

1 Uene_1 192.168.1.2 - 192.168.1.20/21 - 30/TCP Pegaktnpoears Yoanute
2 Uene_2 www.google.com Pegaktnpoears Yoanute

4.12.4 PacnucaHue

BbibpaB KoHTponb goctyna — PacnucaHue, Bbl MOXeTe NpocMaTpuBaTh M ONpeaensTb CMCoK
pacnucaHui, Kak npegcrtaBneHo Ha puc. 4-73. Cnucok pacnvcaHuni Heobxogum Ans

(pYHKLUMOHNPOBaAHMS NpaBuna KOHTPOons AocTyna.

1] Hma pacnucanwa JeHb Bpewun PepaktupoBate

1 Pacnucanne_1 Kawasil 4eHs 00:00 - 24:00 PenakTupoeste Yaanute

[ LodaeuTs Hosylo |[ VpanntsBce |

Tek. Homep | 1 » | CTp.

Puc. 4-73 HacTtponku pacnmcaHus

> Umna pacnuncaHumAa — B atom none COOEepXXNTCA onncaHmne pacrnmcaHua, Kotopoe AOJIKHO

ObITb YHUKaANbHbIM.
> [eHb — Yka3biBaeTCcsa AeHb (Mnn aHW) Hegenu
> Bpewms — Yka3sbiBaeTcs BpeMeHHOW Nepuoa.

> N3meHnTb — PeﬂaKTMpOBaHMe nnn yaaneHune cyuecTByroLllero pacnmcaHua.

Y100bI fOOABUTL HOBOE pacnucaHue, Heob6xoaumo caenartb cnepgywoulee:

1. Haxmute kHonky [lo6aBuUTb.... (CM. puc. 4-73). [JO/MKHO NOABUTLCA Crieaylollee OKHO (CM.
puc. 4-74).
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2.

5.

B none OnucaHune pacnuncaHuA HeobxoaMmo YKa3aTb YHUKarnbHOE onncaHue (Hanpmmep,

Pacnucanue_1).
B none [eHb yka3biBaeTcs AeHb (OHWN) Heaenw.

B none Bpems MOXHO BbIGpaTh KPYriocyTOMHO UK 3a4aTh BPEMEHHOW nepuoa npv nomMoLm

nonen Bpemsa Havyana n Bpems 3aBepLueHns.

YToObI COXpaHUTb caernaHHblie HaCTDOIZKI/I, BOCI'IOHb3yVIT€Cb KHOMKOW Coxpanrb.

YT06bI 0YNCTUTL Tabnuuy, BOCNONb3yNTECH KHOMKOW YAanuThb BCe.

UToObl nepenTn B criegytollee OKHO, BOCMOMb3ynTech kHonmkon [anee. YTobbl BEpHYTbCA B

npegblayLiee okKHO, BOCMONb3ynTech KHoMkon Hasaa.

MpUiedadne: Facnucadne DencTeyeT © y4eToM 3HAYEHNA EPEMEHI HA MAPWRYTHIATOPE.

WA pacnucaHun:

[eHk: (® Kawaeii geHb; (O BeiBipate geHb
MaoH. Brt. Cp. Yr. Mar. Cyi. Bockp.
Bpemg: ECE OHW - 24 yaca
Havano: (HHIMM)
KoHew: (HHMI}
[_cCoxpanuts | [Hasaa |

Puc. 4-74 HacTponkn pacLuMpeHHOro pacnmcaHus

Hanpumep: Bbl xotnte orpaHnuntb goctyn Kk UHTepHeT-pecypcam gns ysna ¢ MAC-agpecom

00-11-22-33-44-AA v paspelumnTb emy AOCTYN K canTy www.google.com Tonbko ¢ 18:00 go 20:00

no cy66otam 1 BoCKpeceHbAM. [151s1 3TOro Heo6xoAMMO caenatb cregyloLlee:

1)

Haxmute «kHonky [do6aBUTb HOBYH... (CM. puc. 4-72), 4yTtobbl NeperTM B OKHO

JononHntenbHble HaCTDOIZ KM pacnmncaHus.

B none OnucaHune pacnncaHma HeobxogumMo co3faTb YHUKanbHOe pacnucaHue (Hanpumep,

Pacnuncanue_2).
B none [eHb BbibepuTe BoibpaTb AeHb 1 ykaxuTte Cy6. n Bockp.
B none Bpewms B nonsax Havano n KoHey ykaxute, cootBeTctBeHHO, 1800 1 2000.

HaxmMute kHonky CoxpaHUTb, YTOObl COXPaHUTb HACTPOWKM.

MNocne aToro, BEPHYBLUNCb B OKHO HaCTpOVIKM pacnncaHua, Bbl yBuanTe CﬂeﬂyFOIJJ,VIIZ CMNCOK.

ID  WMA pacnucaHua etk Bpena PefakTMpoEars

1 Pacnucanue_1 Kakapli DeHb 00:00-24:00 PenakTnpoeate Yoanute
2 Pacnucanune_2 Kaxaelil AgHb 18:00-20:00 PedakTupoBate YO0anute
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4.13 PacwumpeHHble HAaCTPOUKM MapLupyTU3aumm

PacwipeHHLIE HACTPONKK Ma P pYTHIaLNK

- CNUCOK CTaTMYeCKNX MapwpyToe

- TaGnuiua mapupyTHIanun

Puc. 4-75 PaclumpeHHble HaCTPOWMKM MapLupyTusauum

B meH PaclumpeHHble HacTpOWMKM MapLupyTM3auuu, Kak nokasaHo Ha puc. 4-74, ecTb Oga
nogMmeHio — CnMcoK ctatuyeckmx mapupyToB 1 Tabnuua mapwpyTtusaumu. Haxas ux, Bbl

CMOXeTe HaCTpOuUTb COOTBETCTBYHOLLME (*)yHKLI,I/IM.

4.13.1 Cnncok ctaTM4eCcKnX MapLlIpyToB

BbibpaB MeHO PaclumpeHHble HacTpoWkM MapuwpyTusaumm — ChAUCOK cTaTUYecKux
MapLpyToB, Bbl MOXETe HacTpaMBaTb MapaMeTpbl CTaTUYECKOW MapLupyTM3auMu B OKHe,
npeacTaBneHHOM Ha puc. 4-76. CTaTu4eckMii MapLUpyT — 9TO 3apaHee onpeaeneHHbli nyTb, Mo

KOTOPOMY ceTeBble AaHHble nepeMeLllalnTcAa K KOHKPpETHOMY Yy3Iy Uin CceTun.

1D IP-agpec HazHa4eHnA Macka nogcetu QcHOBHOM WK Cocrosanue Hamennte

[oGaBHTE HOBYHO...

Puc. 4-76 Cnncok ctaTmdeckux MapLupyToB

Y1006bI fOGABUTL 3aNUCb MapLUpyTU3aUumM, Heo6XoaMMO caenaTtb cnegylollee:

1. HaxmuTte kHonky [lo6aBUTb HOBYHO... OTKpOETCH OKHO, NpeacTaBneHHoe Ha puc. 4-75.

LOobaBuTb NN M3MEHUTDb 3aNUCb B Tabnuue cTaTU4EeCKON MapLIpyTH3aUHUK

CocToAHKe: |E|Knmngg v|

[ coxpatuts | [Hasaa |

Puc. 4-77 o6aBnTb UM 3MeHUTb 3anvchb B Tabnvue ctaTtnyeckon MapLupyTusaumm

2. Heobxogumo ykasaTb crneaytoLime OaHHbIE.
e IP-appec Ha3zHayeHUA — 3TO agpec CeTW WK yana, KOTOPOMY Bbl XOTUTE Ha3HAYUTb

cTaTMYeCcKUin MapLupyT.

e Macka nogcetn — onpegenseTt, kakas 4Yactb IP-agpeca OTHOCUTCH K CeTu, a Kakas K

y3ny.
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o OcHoBHOWM wn3 — |P-agpec wn3a, TO eCcTb YCTPONCTBa, KOTOpoe obecnednBaeT

B3anMOJeNCTBME MEXAy MapLUPyTU3aTOPOM U CETbHO/y3rNoM.

3. W3 Bbinagatowero cnucka B none CocrosHue Heobxoanumo BbibpaTb 3HaYeHne BknrovyeHo

unn OTKNYEHO.
4. YT0ObI COXpaHUTb cAenaHHble N3MEHEHNS, BOCMOMb3YNTECh KHOMKON COXpaHUTb.
[pyrue HacTponkn ansa sanncen:
YTo6bl yoanuTb 3annck, BOCMOMNb3YWTECH KHOMKON YAanuTb.
YUTobbl aKTMBUPOBATbL BCE 3anMcy, BOCMNONb3yNTECH KHOMKOM BKNounTb BCe.
UTto6bl caenaTb BCe 3anncu HeakTUBHBIMU, BOCMOSNb3yNTECh KHONKOM OTKNIOYUTL BCe.
UTto6bl yganuTb BCE 3an1cu, BOCMONb3yNTECh KHOMKOW YaanuTb Bce.

YUTo6bl Nepeiitn B cnegyroLlee OkHO, BOCNONb3ynTech kHonko Cneayrowan. Ytobbl BEpHYTLCS

B Npegblayllee OKHO, BOCMNONb3ynTech kHornkoun Mpeabiaywasn.

4.13.2 Tabnuua mapLipyTusaumm

BbibpaB mMeHi0 PacwumpeHHble HacCTPOMKM MapuwpyTtusaumu — Tabnuua mapupytusauum, B
OTKpPbIBLUEMCS1 OKHE Bbl yBuauTe Tabnuuy MaplpyTu3aumm (Kak nokasaHo Ha puc. 4-78).
Tabnuua MapLipyTU3auMM MO3BONSAET MpocMaTpuBaTb BCE  MCMONb3yeMble  3anucu
MapLipyTusaumm. [Onsa kaxgon ctatbn oTobpaxatroTcs IP-agpec HasHayeHus, Macka MOACETH,

LUM03 N NHTEpdenc.

I IP-aapec HazHa4YeHHA Macka nogcetn Wnwoz WHTepdienc
192.168.1.0 0.0.0.0 LAN & WLAN
1.0.00 0.0.00 WAN

239.0.0.0 0.0.00 LAN & WLAN

PR R

0.0.00 1.0.01 WAN

OOHOBUTb

Puc. 4-78 Tabnvua MapLupyTusaumm

> IP-a,qpec Ha3HaveHuA — CeTbio Ha3HA4YeHUs SABNSAETCA agpec cetn unun yana, K KOTopomy

Ha3HayeH CTaTUYeCKUii MapLUpYT.

> Macka nogcetn — Macka nogceTun onpegensieT, kKakasa YacTb IP-agpeca oTHocuTcs K ceTu, a

Kakas K y3any.
> LWmo3 - IP-agpec wno3a, T.e. YCTPOWCTBa, KOTOpoe obecrneyvBaeT B3aumopencTeue

MeXy MapLLpyTU3aTOPOM U CETbIO/Y3NOoM.

> WHtepdenc — B nHTepcpence otobpaxatoTcsa ceegeHus o ToM, npuHagnexut nu IP-agpec
Ha3sHa4yeHus LAN (nokanbHon nposogHoun cetn) 1 WLAN (nokanbHown 6ecnpoBogHONM ceTu)

unn WAN (NHTepHeT).
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4.14 KoHTponb NponycKHOW CNOCOGHOCTU

KoHTponk NponycKHOW CNOCOGHOCTA

- MNapameTpbl KOHTPONA

- CMWCoE npae|n

Puc.4-79 KoHTponb NponycKHOW cnocobHOCTU

MeHto KoHTponb nponyckHOW CnoCOBHOCTU coaepXuT ABa noameHio — MapameTpbl KOHTpONSA
n Cnucok npaBun (cM. puc. 4-78). [OnNsi HaCTPOWKM Hy>XHOW OyHKUMM Bblbepute
COOTBeTCTBylOLLlee MeHw. Hwxke npuBogutcs nogpobHoe onucaHve AN Kaxgoro U3 9aTux

NoAMEHIO.

4.14.1 NapameTpbl ynpaBneHusi

BbibpaB KoHTponb nponyckHoW cnocobHocTtu — [MapameTpbl KOHTPONSA, Bbl CMOXETe B
crnefylolemM OKHe HacTpavBaTb 3HAYeHWs BXOASALLero u ucxopsuwlero Tpaduka. 3agaBaemble
3Ha4yeHus He JOoMmkHbl npesbiwaTtb 100000 Kéwut/c. [Ana onTMManbHOro KOHTpons, Bbibepute
cnpaea Tvn NUHWMKM K cnpocuTe y nocTaBlimka MIHTepHeT-ycnyr obllee 3Ha4YeHne BXOASILLEro u

ncxogswero Tpaduka.

MapameTpbl KOHTPONA

BHMHHUTE KOHTRONE NOMGCH! NPONYCKaHWA: O
ThN NHKK ® ADSL O [Opyras
WcxonAwan nonoca nponyckaHnua: 512 Kauricek
Brogawan nonoca nponycEaHua: 2048 Kauticek

Pwuc. 4-80 MapameTpbl KOHTpONS

»> BKIMHOYNTbL KOHTPONb NONOCbI NponyckaHus — OTMETbTE 3Ty SIYENKY, YTOOblI HACTPOMKK

KOHTPOJ1A NOJsioCbl NponyCckaHuA BCTYyNnnunn B cuny.

>  Twvun nuHUM — BbibepunTe NpaBuibHbIA TUM BaLLEro noaknoveHns. Ecnv Bol He 3HaeTe, kakown

BbIGpaTb, 06paTUTECH K BalLEMY NMOCTaBLUMKY VHTEpHET-yCnyr.

> Wcxopsawas nonoca nponyckaHusi — CKOpoCTb ucxoasilero Tpaduka, NpoXoasiLlero yepes
nopt WAN.

> Bxopswas nonoca nponyckaHma — CKOpOCTb BXoAsLero Tpaduvka, npoxogsaLero yepes
nopt WAN.

4.14.2 Cnucok npaBun

Bbl6paB KOHTpOﬂb ﬂpOﬂyCKHOﬁ cnco6HocTu - Cnnucok npaBun, Bbl CMOXeTe NpocMaTpmnBaTb

M HacMmaTpumBaTb NpaBuiia KOHTPOJ1A NONOChI NPONyCKaHUA, KakK NMoKa3aHO Ha PUCYHKE HUXe.
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WexoaAwas nonoca nponyckanna(KenT/cer) BxoaAawan nonoca nponyckaHnA(KEnT/cex)
o QOnncanne Bxnounte  |Pegaktnpoearts,
TiH. Iake. TH. Mae.

B HaCTOAWEE BPEMA CINCOK MyCT.

JoBaBuTs HOBYIO

1 |»|cTpannua

Pwuc. 4-81 Cnucok npasun

OnucaHune — CO/J,Gp)KI/IT MH(bOpMaLI,I/II-O no npasunam, HanpuMep gnanal3oH agpecos.

\4

Ucxoasawaa nonoca nponyckaHusa — B aTom none otobpaxaerca MHgopmauus no

\4

MakcumMmalribHoMy U“ MWHUMalnbHOMY 3Ha4YeHU0 MNOoJSIoCbl AONd  Ucxogdllero TpachKa,

npoxogsiiero Yepe3 WAN-nopt. 3HavyeHue no ymonyanuto 0.

> Bxoasiwaa nonoca nponyckaHuA — B atom none 0To6pa>KaeTc9| I/IHCbOpMaLI,MFI no
MakcmmMmanbHOMYy W MUWHUMAlNbHOMY 3Ha4Ye€HUKO NOJfIoCbl ANnA BXoAsAllero Tpad.)I/lKa,

npoxoasero Yepes WAN-nopt. 3HavyeHue no ymonyaHuto O.
>  BknwouuTtb — 310 None coaepXuT MHpopMaLLMIo MO COCTOSAHWUIO NpaBuna.

> PeAaKTMpOBaTb - Pe,El,aKTI/IpOBaTb npaswuno. YToO6bI yoannTtb npasuno, BOCI'IOJ'Ib3yl7ITer

KHOMKOM YpanuTb.

Y106blI [06aBUTL WU  U3MEHUTb npasuno ynpaBneHus nonocomn nponyckKaHus,

HeobxoAuMO caenaTthb cregylolyee:

1. Haxmute kHonky dob6aBuTb HOBYHO... (CM. puc. 4-81). [JOMmKHO OTKPbITbCS OKHO, Kak

nokasaHo Ha puc. 4-82.

2. BseawuTe cnegytowme gaHHble.

BKMHO4HTE:
OuanazoH IP-agpecos: 192.168.1.2 - | 192.168.1.23
[LnanazoH noproe: 21

MpoTokon: BCE »

MUH. NONoca NponyckaHuA INakc. nonoca
(KBuTicek) nponyckaHuAKanTIcekr)

BXoAAWan NONoca NPoNyCKaHNaA: 0 1400

WCXOQAWERA NONOCa NPONYCKaHWA! 0 4000

[ CoxpaHiTe ][ Hasag ]

Puc. 4-82 HacTtporkn npasuna ynpasrieHus NorioCon NponyckaHms

e BknrounTtb: Bbl MOXeETe BKMIOYUTL MPaBUMO, OTMETUB SYENKY.

e [unana3soH IP-apgpecoB: VYkaxuTe guanasoH |IP-agpecos.

e [nana3oH noptoB: YKaxuTe Auana3oH NOPTOB MOKanbHOW CeTH.
e [potokon: Buibepute npotokon (TCP, UDP, TCP/UDP).

L] Ucxopawaa nonoca nponycKaHuA: B aTtom none YKaxute VIHCbOpMaLI,I/IIO 0]
MakcnmarnibHOM “U MWHUMalribHOM 3Ha4YeHun TnMosioCbl AO5A  Ucxogdilero Tpaq)lea,

npoxoaswero yepe3 WAN-nopt. 3HayeHne no ymonyanuto 0.

87



LIRS Ex]\"l] BecnpoBoaHOM rMrabuTHbIM MapLupyTusaTop cepum N

[ Bxogswaa nonoca nponyckKaHuA: B atom none YKaxuTe Mchopmau,mo o

MakCMMalibHOM U MWHUMaliIbHOM 3Ha4YeHuUM TMoJsiIoCbl AO5A  Ucxoadllero Tpa(bI/IKa,

npoxogduiero Yepe3 WAN-nopt. 3Ha4yeHune no ymonyanuto 0.

3. Haxmunte kHonky CoxpaHUTb.

4.15 Npussaska IP- u MAC-agpecoB

MNpuerzka IP- n MAC-agpecoB

- MNapameTphl NPUEAZKKA

- Tabmmua ARP

Puc. 4-83 MeHto MNpueaska IP- 1 MAC-agpecoB

MeHto CeasbiBaHue IP 1 MAC-agpecoB cogepxuT gsa nogmeHto (cM. puc. 4-83) — MNapameTpbl
npuBaskn 1 Tabnuua ARP. YT0o6bl HacTpouTb HYXHYO QYHKUMIO WAM NOCMOTPETH €e
napameTpsbl, Bolbepute COOTBETCTBYOLMNIA anemMeHT. Hke npuBoantcs nogpobHoe onucaHmne no

KaXKgoMy NMOoAMEH!HO.

4.15.1 MNapameTpbl NPUBA3KU

[laHHoe OKHO copepxuT Tabnuuy MapamMeTpbl NPUBSA3KW, B KOTOPYH Bbl MOXETE BHOCUTb

HeoOxoanmble U3MEHeHUs (CM. puc. 4-84).

MapameTpbl NPUBA3KKN

CeAsbliBaHne ARP: ® OTkniunTe O BrniounTe |  COXpaHWTb

1D MAC-agpec IP-agpec CeRAzath HamennTe

CRWCoK nycT,

[ Oodaeuts Hoeyo |

CTp.

Puc. 4-84 MapameTpbl NpUBA3KN

>  MAC-agpec — MAC-agpec KOHTPONMPYEMOro KOMMbOTEPa SIOKaNbHOM CeTH.

> IP-agpec — HasHayeHHbIN |IP-agpec KOHTpPONUMpyemMoro KoMrbioTepa NnokarnbHOM CETU.
>  Caasartb — BknounTtb yHKUMIO cBA3bIBaHMA ARP.

>  W3MeHuTb — M3MeHnTb unun yganutb CyLLEeCTBYIOLLYIO 3anuch.

Ecnn Bbl xoTuTe 0o6GaBUTb UNU U3MEHUTb 3anucb cBA3biBaHuA IP n MAC-agpecoB, Haxmute
kHornky [lobaBuTb HOBYHO... N U3ameHnTb. [Nepen Bamu OTKPOETCS1 OKHO, NpeACcTaBeHHOe Ha

puc. 4-84, B KOTOPOM Bbl MOXeETe 006aBnTb NN N3MEHUTbL 3aMNuChb.
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MapameTpel cBA3bIBaHNA IP n MAC-agpecos

Cenzartk:

MAC-agpec: | |

IP-agpec: | |

| Coxpannts | | Hasaa |

Puc. 4-85 MapameTtpbl cessbiBaHus IP- 1 MAC-agpecos

YT106bI p06aBUTL 3anucb cBA3biBaHus IP- u MAC-agpeca, Heobxogumo cpaenaTtb

cnepytollee:
1.  Haxmwnte kHonky [lo6aBUTb HOBYH... (CM. puc. 4-83).
Ykaxute MAC- n IP-agpec.

Bbibepute ayenky CBasaTtb.

> w0 BN

YUToObl COXpaHUTb CAeNaHHbIe U3MEHEHMS!, BOCMONb3YMTECH KHOMKON COXPaHUTD.

YT1O6bI U3IMEHUTL WU yAanUTb YXe CYLIeCTBYIOLWYH 3anucb, Heobxoaumo cpenaTtb
cnepywluee:

1. BbliGepuTe 3anuch B Tabnuue.

2. B konoHke M3ameHuTb BbiGepuTe, COOTBETCTBEHHO, PeaakTupoBath 1nv Yaanurb.

YT100bI HANTK CYLLECTBYHIOLLYIO 3aMUCh:
1. HaxmuTe kHonky HanTu, kak nokasaHo Ha puc. 4-84.
2. Beegute MAC nnu IP-agpec.

3. Haxmute kHonky HanTu, kak nokasaHo Ha puc. 4-86.

HaiiTh 3anuce npueBAa3kK IP- n MAC-agpeca

IP-agpec:
D
1

MAC-agpec: |

MAC-agpec:

IP-agpec:

00-0A-EB-00-07-5F 192.168.1.100

Ce3ratk JNIMHK

Ha okHo

[ Haittn | [ Hasan |

Puc. 4-86 Haitun 3anucbk npussasku IP- 1 MAC-agpeca
UToObl akTMBMpPOBATL BCE 3anncu, BOCNONb3yNTECb KHOMKOW BKNounTb BCe.

UToObl yaanutb BCe 3anucu, BOCNOMb3ynTeCb KHOMKON YaanuTb Bce.
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4.15.2 Tabnuua ARP

[nsa ynpaeneHns KOMMNbIOTEPOM Bbl MOXETE BECTM HabntoAeHMe 3a KOMMbIoTeEpaMKU NoKanbHON
cetun, npoeepss ceA3b MAC- n IP-agpeca B Tabnunue ARP. Takke Bbl MOXETE NPOU3BOAUTL
HacTpolKy anemeHToB Tabnuubl ARP. B pgaHHOM okHe oToGpaxaetca Ttabnuua ARP. OnHa
COAEPXKNT MHGOPMaLMIO NO MMetlowmmca 3anmcam ceasbiBaHms IP 1 MAC-agpeca (cm. puc.

4-86).

1D MAC-agpec IP-agpec CocTtoAHue  HacTpoika

1 00-19-66-CA-8A-BE 192.168.1.100 HeceRzaHHD SarpyanTe ¥aanurs

| 3arpysute Bce | [ OGHoBMTS

Pwuc. 4-87 Tabnuuya ARP
» MAC-agpec — MAC-agpec KOHTPONMpYyeMOro KOMMNbOTEPA FOKaNbHOW CceTu
> IP-appec — HasHayeHHbIV IP-agpec KOHTPONMpyeMoro KOMnboTepa JIoKanbHOW CeTu.

» CocTtosiHue — B aTOM none cogepXmntca MHopMaLms NO HaNMNYMI0 UM OTCYTCTBUIO CBA3N

MAC- un IP-agpeca.
» HacTtponka — 3arpy3ntb unu yganuTb 3fIEMEHT.

e 3arpy3uTb — 3arpy3uTb 3fIEMEHT B CMCOK cBa3biBaHma MAC- n IP-agpecos.

e YpanuTb — YOoanuTb 3MNemMeHT.

YToOhI npon3BecTn CBA3biBaHNe ANndA BCEX TEeKYLLUX 3anucen, BOCI'IOJ'Ib3yIZTer KHonkon CBsA3aTb

Bce (byHKUMS AOCTYMHa TOMbKO NOCne akTMBauun 3anucen).
YT06bl 3arpy3nTb BCE 3amnncu B CNUCOK, BOCNONb3YATECH KHOMKON 3arpy3uTb Bce.
YT06bI 0GHOBUTL MHDOPMALIMIO, BOCMONbL3YNTECH KHOMKOV OOHOBUTD.

& [lMpumevaHue:

3anucb He MoXeT ObITb 3arpyxeHa B Tabnuuy ceasbiBaHus IP n MAC-agpecos, ecnn IP-agpec
3anncK yxxe Obin 3arpykeH paHee. B aTom cnyvae nosiBUTCA OKHO C coobLieHnem o6 omodKu.
AHanornyHo dyHKuma "3arpy3antb Bce" 3arpysvT TOMbKO Te 3anMcu, KOTopble HE NepecekatoTcs C

3anncamu, yxxe nMelowmMnca B Crincke.
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4.16 OnHamunyeckun DNS

Mpwu BbIGOPE MeHo AuHamuyeckunin DNS Bbl MoxeTe onpeaensite napaMeTpbl paboTbl PyHKUNK.

Mapwpytnsatop pacnonaraet dyHkuven DDNS (Dynamic Domain Name System), koTopas
AenaeT BO3MOXHbIM XOCTUHI canTa, FTP- nnm nodtoBoro cepeepa ¢ PUKCUPOBAHHBIM JOMEHHbIM
UMeHeM (KOTopoe Bbl yKasblBaeTe camu) U AMHaMUYECKMM afpecom. OTO MO3BOMSET BallvMM
OPy3bsiM MOAKMNOYATbCA K BalleMy CepBepy, yka3aB [OMEHHOE WUMSA BHE 3aBUCUMOCTM OT
3Ha4YeHus IP-agpeca. Mepen Ha4yanom MCMonb3oBaHUs dyHKUMM Heobxoanmo

3apernctpupoBatecsi y  npoBangepa  DDNS-cepsuca, Hanpumep  www.comexe.cn,

www.dyndns.org nnu www.no-ip.com. OT noctaBLUMKa VIHTepHeT-ycnyr Bbl nony4vunTe naposib nnn

KITHO4.

4.16.1 Comexe.cn DDNS

Ecnn B kayecTBe npoBamngepa DNS-cepBuca Obin BbibpaH www.comexe.cn, A0MKHO NOSABUTLCS

OKHO, NoKa3aHHoe Ha puc. 4-88.

Cepeuc-nposanaep: Comexe ( www.comexe.cn ) % | [1epeiTu Kk perucrpaunn. .

[oMEeHHDe MMA:
[oMeHHDE MR
[omeHHoe A
[oMeHHoe MMA:

[oMEHHOE MMA:

MnA nonb30BaTens: username

Maponk: [IXTTYYYY

[] Brniunte DDNS

COCTORHWE NOOKMHYEHNRA: DDME He 3anyckaeTcA!

Bofitn

CoXpaHnTe

Puc. 4-88 Hactpovikn Comexe.cn DDNS

[Ansa yctaHoBkn napametpoB DDNS Heo6xoanMmMo BLINOMHUTL cneaylolime 4eNCTBUS:

1. JomeHHOe uMA BBeauTe cooTBeTCTByOLee 3HadeHue, noryy4yeHHoe OT NnocCTaBLUMKa

NHTepHeT-ycnyr.
2. Yxaxute UMa nonb3oBaTens y4yeTHOW 3anucu.

3. Ykaxute MNaponb y4yeTHOW 3anucu.
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4. Haxmute kHonky BonTu, 4TOOLI BOMTM B CUCTEMY.

CocTosiHue nogknioveHue — CoctosiHne nogknoyeHns K DDNS-cepucy.
UTo6bI BLIATU N3 CUCTEMBI, BOCMOSb3YNTECH KHOMKOW BbIMTH.

& lMpumevaHue:

Ecnun nocrne ycnewHoro BXofa Bbl XOTUTE CHOBA BOWTU HAa APYryl YYETHYH 3aMUCh, HAXMUTE
KHOMKy Bbixop, 3aTeM BBeAMTE HOBOE MMS NOMb30BaTenNs, Naposb U HaxMuTe KHomky Bxop,.

4.16.2 Dyndns.org DDNS

Ecnu B ka4yecTBe npoBangepa DNS-cepBuca 6bin BoibpaH www.dyndns.org, NOSIBUTCS OKHO Kak

nokasaHo Ha puc. 4-89.

Cepeunc-nposangep: Dyndns { www.dyndns.org |} | (epeiiTi K pervcTpaumm. .

Mma nonszogarenn:
Mapone:

OoMEHHOE MR

[] Beniounts DDNS

CocToRHWE NOAKITH4YEHHA: DDMS He aanyckaeTcA!

[ Boiti ] [ Beiitn

CoxpaHnTe

Pwuc. 4-89 Hactpoiikn Dyndns.org DDNS

Ona ycraHoBku napameTpoB DDNS Heo6Gxoaumo BbINOMHUTL criegylolune AencTBua:

1.  Ykaxute UMA nonb3oBaTens y4eTHOW 3anmcu.
2.  Yxaxute Maponb yyeTHON 3anucu.

3. B none [JomeHHOe UMA BBeANTE COOTBETCTBYHOLLEE 3HA4YeHWEe, NONyYeHHOe OT npoBangepa
DNS-cepsuca.

4. HaxmuTe kHonKky BonTu, 4TOGLI BONTU B CUCTEMY.
CocTtosiHue nogknioveHue — CoctosiHne nogknioveHms kK DDNS-cepsucy
UT0ObI BEINTU N3 CUCTEMBI, BOCMOSb3YNTECH KHOMKOW BbIMTH.

& [lMpumevaHue:

Ecnun nocrne ycnewHoro BXofa Bbl XOTUTE CHOBA BOWTU HAa OPYryl YYETHYH 3aMUCh, HAXMUTE
KHOMKy Bbixop, 3aTeM BBeAMTE HOBOE MMSI NOMb30BaTenNs, Naposb U HaxMuTe KHomky Bxop,.
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4.16.3 No-ip.com DDNS

Ecnn B kadecTBe npoBangepa DNS-cepBuca Obin BbiGpaH www.no-ip.com, NOSIBUTCS OKHO Kak
nokasaHo Ha puc. 4-90.

Cepeuc-npoBanaep: Ma-IP { www.no-ip.com | | NepedT K pErMCTRaLMH. .
WmA nonezoeatens: username
Mapons: ssssanEN

JomeHHoe HMA:

[] Brmiouute CDMS

COCTOAHKE NOOKITKHEHNA: DDME He 3anyckaeTcA!

[ Boiitn ] [ Biiitn

CoXpaHuTe

Puc. 4-90 Hactponkn No-ip.com DDNS

[Onsa yctaHoBkn napametpoB DDNS Heo6xoanMmMo BLINOMHUTL cneaylolime 4eNCTBUS:

1.  Ykaxute UMma nonb3oBaTens y4eTHOWN 3anuncu.
2.  Yxaxute Maponb y4eTHON 3anucu.

3. B none lomeHHOe uMA BBEOUTE COoOoTBEeTCTBYylOLlee 3Ha4yeHne, nojiy4yeHHoe OT NnocTtaBLUKa

NHTepHeT-ycnyr.

4. HaxmuTe kHonky BonTh, 4Tobbl BONTHN B CUCTEMY.
CocTtosiHue nogkntoveHme — CocrtosiHme nogkrtodeHns k DDNS-cepsucy.
UT06bI BEINTU N3 CUCTEMBI, BOCTMOMb3YNTECHh KHOMKOW BLINTH.

&= lMpumeyvaHue:

Ecnu nocne ycnewHoro exoaa Bbl XOTUTE CHOBa BOMTU Ha OPYrylo y4eTHYKO 3anncb, HaXXMuUTe
KHOMKY Bbixoa, 3aTem BBEANTE HOBOE UMSA MONb30BaTENS, naposib 1 HaXMUTE KHOMKY Bxog.
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4.17 CuCTeMHbIe UHCTPYMEHTDI

CHCTEMHBIE MHCTPYMEHTHI

- HacTpoiika BpeMeH

- InarHoCTHEA

- DOHOBNEHe BCTPOeHHOro MO

- 3aR0OOCKWE HACTPOMKH

- PezepBHan KONKMA W BoCcCTaHOBNEHN:e
- MNepesanpy3ka

- Mapone

- CHCTEMHLIA ¥ypHan

- CrammcTiia

Puc. 4-91 MeHto CUCTEMHbIE NHCTPYMEHTHI

MeHio CucTeMHble MHCTPYMEHTbI COAEPXUT criegyowme nogmeHio — Hactponka BpemeHu,
OunarHoctuka, O6HoBneHue BcTpoeHHoro MO, 3aBoackue HacTponku, PesepBHasa konua u
BoccTaHoBneHue, [llepesarpy3ka, MMaponb, CuctemHbin XypHan u Cratuctuka. [ns
HACTPOMKN HY>XHOW (pyHKLUKM BbIGEPUTE COOTBETCTBYHOLLIEE MEHIO. Hke npuBoantcs nogpobHoe

onncaHme no Kagoro U3 3Tux nogmMmeHto.

4.17.1 Hactpounka BpeMeHu

BbibpaB MeHi0 CuCTEeMHble MHCTPYMEHTbl - HacTpoiika BpeMeHM, Bbl MOXeTe HacTpaumBaTb

napameTpbl BpeMeHW B OKHE, NPEACTaBNEHHOM Ha PUCYHKE HIKE.

“acrpomampenenn

YacoBon NoAc: |[Gf'u’IT+03:UU] Barnan, Kyeeir, Haipobn, 3p-Puag. Mockea v|
Oara: | 1 | |1 | |2[]0[] | (MecAuncnalrog)
Bpems: | 0 | | ] | | A8 | (4ackMUHYTEI/CEKYHOE)
NTP-cepmepl:  [0.0.0.0 | o ewigopy)
NTP-cepeepll: 0000 | o ewdopy)
r [Monyunre BpemA o rpHHEH‘-IV ]
D BKMYnTE NETHEE BpemA
Havano:
KoHew:
COCTORHWE NETHEMD BPEMEHM: NeTHEE BPEMA BEIKMIYEHD.
BHWIMAHWE: KNUEHWTE N0 TISNYYNTE BPEMA N TPUHENYY YToGs 0GHOEWTE EPEMA C CEPEEPOE FIHTEPHET

Puc. 4-92 Hactpoiika BpeMeHu

» YacoBou nosic — /13 BbinagaroLero cnucka HeobxoaumMo BblbpaTh HYXXHbIA YacOBOW MOSIC.
» [arta — Ykaxute gaty B opmare MM/OO/TT.
> Bpemsa — Ykaxute Bpems B popmate Y4/MM/CC.
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NTP-cepBep I/NTP-cepBep Il — Beegute agpec unu gomeHHoe umsa NTP-cepBepa | nnu
NTP-cepBepa Il, nocrne yero mapwpyTtusatop 6ygetr nonydatb Bpemsi. Kpome TOro, gns
HeKoTOopbIX BCTPOeHHbIXx NTP-cepBepoB MaplupyTM3aTop MOXET MonyyaTb 3HayeHue

BpeMeHn aBTOMaTU4eCKn npu nogknovYeHnm K MHTepHeT.
BknounTtb netHee BpemMsa - OTtmeTbTe FI‘-IGVIKy, 4YTOObI BKITOUYNTL NETHEE BpemM4.

Hauyano - BpeMﬂ, C KOTOpPOro Ha4nHaeTcA neTHee Bpems. Bbl6epVITe MecAdl B nepBoOM norse,

Heaent BO BTOPOM Mnore, 1 BpeMA B TPeTbeM MNorne.

KoHen — BpeMﬂ, Korga 3akaH4uMBaeTcda JleTHee BpeMA. Bbl6epl/ITe Mecdl B nepsoMm norse,

Heaento BO BTOPOM Mnorne, U BpeMA B TPeTbeM Morne.

CocTtosiHue neTHero BpeéMeHU — OTo6pa>KaeT COCTOAHME, NCNonb3yeTcAd I neTHee BpemMA

UInn Her.

YT106bI HACTPOUTL CUCTEMY B PYYHOM pexume:

1
2
3.
4

Bbibepute yacoson nosc.
Ykaxute gaty B bopmarte mecsau/geHb/rog.
Ykaxute BpeMs B popmaTe vyac/MUHyTa/cekyHaa.

Haxmute kHonky CoxpaHuTb.

Y106bI HacTpouUTb CUCTEMY aBTOMaTU4YeCKU:

BbibepuTte yacoBow nosc.
Beeaute agpec nnu gomeHHoe umst NTP-cepsepa | nnn NTP-cepBepa Il.

Haxmute kHomky MonyuuTb Bpems no MpuHBUYY, 4TOObI NonyyaTb CUCTEMHOE BPEMS

yepes VIHTEPHET NpY HanU4nM NOAKMHYEHNS K HEMY.

UT06bI YCTaHOBUTL NleTHEee BPeMA:

1.

2
3.
4

lMocTaBbTe ranoyky B A4enky BkrnounTb netHee Bpems.
Bbibepute Bpems Hayana u3 BbinagatoLlero cnucka B none Havano.
BeiGepuTe Bpems 3aBepLUeHMs 13 BbinagatoLlero cnucka B none KoHew,

[ns coxpaHeHnst HacTpoekK, HaxxMuTe KHOMKY CoxpaHuTb.

KNKYWTE NETHEE EQEMA

Ha4ano: Mapt W || 3-uin + || Bockpecenee ¥ | 2:00 v
Koneu: Horbpe || 240 + || Bockpecenee % | 3:00 v
COCTORHME NETHED BREMEeHH: NeTHEE BPEMA EKNIYEHT.

Puc. 4-93 Hactpoiika BpeMeHu

& MpumeyaHue:

1.

[aHHble HacTporkn ByayT Ucnonb3oBaTbCs PAAOM (PYHKUMIA, TakUX KakK MEXCETEBOW IKPaH.
lMocne Bxoga B MapLupyTM3aTop Bbl AOMMKHbI yKasaTb 4acoBoW nosic. Ecnv 310 He Obino

cAenaHo, To aTn hyHKuum pabotaTb He ByayT.

3HayeHve BpeMeHu ByaeT NoTepsiHO NPW BbIKMHOYEHUN MapLUpyTM3aTopa.
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3. MaplpyTtnsatop MOXeT nonyyuntb cpegHee Bpems no puHBudy (GMT) 13 VHTepHeT npu

Hann4ynm nogKkni4yYeHun4.
4. JleTHee BpeMsi BCTYNUT B CUIY OOHY MUHYTY NOCHe 3aBepLUEHNS HAacTPOeK.
4.17.2 AnarHocTuka

BbibpaB CucteMHble MHCTPYMEHThI - [lnarHocTuka, Bbl MOXeTe npu noMmowm cyHkumn Ping

Traceroute npoBepaTb paboTy ceTn (CM. PUCYHOK HUXKE).

MapameTpel BHArHOCTHKK

WHCTPYMEHT AWATHOCTHKM: ® Ping () Tpaccrpoeka

IP-agpec! [loMeHHOE HMA:

Cuet4mk Ping: 4 (1-50)
Pasmep Ping-nakera: 64 (4-1472 Gait)
BpemA oxwoaHnA Ping: a00 (100-2000 mcK)
TpaccupoBka Max TTL: (1-30)

PesynbTaThl AMarHOCTHKN

\MapwpyTHIaTop roToe.

Puc. 4-94 HCTpyMeHTbI ANarHOCTUKK
» WHCTpyMeHT anarHocTukmn — Boibepnte COOTBETCTBYIOLLYIO SHENKY.

> Ping — OTOT AnarHOCTUYECKUIA UHCTPYMEHT YCTpaHseT npobnembl C MOAKHYaeMOCTbIo,

OOCTXMUMOCTbIO U pasdpelleHneM MMeHn Ona KOHKPETHOro y3sna nnu Lwntko3sa.

> TpaccupoBKa — OTOT MHCTPYMEHT NPOU3BOAMT NPOBEPKY paboTbl NOAKMIOYEHMS.

&= [lMpumevaHue:

Bbl MoOXeTe npuMeHATb WHCTPyMeHTbl Ping/TpaccupoBka ans nposepku |P-agpeca wnu
OOMeHHOro nmexun. Ecnun npoeepka MHCTpymeHTamm Ping/TpaccupoBka B oTHowweHuu IP-agpeca
npoluna ycnewHo, HO C AOMEHHbIM WMEHEM BO3HUKNW npobnembl, 9TO MOXET O3HayaTb
npobnemy c paspelleHnem umeH. B atom cnyyae crnegyetr yb6eauTbCd, YTO LOMEHHOE UMS,
KOTOpOEe Bbl YKa3blBaeTe, SABMSETCA pa3peLlleHHbIM, ncnonbaysa ans atoro DNS-3anpockl (Domain

Name System — Cniyx6a JOMEHHbIX UMEH).

> IP-appec/domeHHOe umsa — Ykaxute |P-agpec unu AOMeHHOe UMS KOMMblOTepa, Ybe

coeanHeHne Bbl XOTUTE ANarHoCTupoBaThb.

> CuyeTumk Ping — NokasbiBaeT YMCcno oTrnpaBneHHbIX 3X0-3anpocoB. Mo ymonyaHuio — 4.
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Pasmep Ping-nakera — YkasbiBaeT konnyecTBo 6anToOB AaHHbIX K oTnpaBke. [lo

yMon4yaHuio - 64.

Bpemsa oxupaHua Ping — 3gech ykasbiBaeTcd Bpemsi oxmaaHus otBeTa Ping-naketa, B

munnucekyHaax. Mo ymonyaxuio — 800.

TpaccupoBka Max TTL - 3agaiite makcMManbHOE KONMMYECTBO OTCKOKOB (4115 AOCTUXKEHUS
MaKkcMmanbHoro 3HadeHus TTL) Ha nyTn B nouckax uenu (HasHadeHus). [lo ymonyaHuio -
20.

UTo6bl HaYaTb NPOBEPKY MOAKMOYEHNS K VIHTEPHET, BOCMONb3ynTech kHonkon Havatb.

B okHe PesynbtaThl AMarHocTvku ByayT npeactaBneHbl pe3ynsraTbl

Ecnu pesynbrat aHanorn4eH pesynbraty, npeactaBlieHHOMY Ha PUCYHKE HUWXe, C NOOKIMIYEeHNEM

K IHTepHeT Bce B nopsiake.

PesynbTaTkl ANArHOCTHKN

Pinging 192.168.1.1 with 54 bytes of data:

ERepI:.-‘fru:um 192.168.1.1; bytes=64 time=1 TTL=64 seq=
ERepI:.-'frujm 1892 168.1.1; bytes=64 time=1 TTL=64 seq
iRepI:.-‘frn:um 192.168.1.1; bytes=64 time=1 TTL=G64 seq
'Reply from 192.168.1.1; bytes=64 time=1 TTL=64 seq=

' Ping statistice for 107 158 14

v Packets: Sent =4, Received = 4, Lost =0 (0% loss),
'.#uuraximate round trip times in milliseconds:

v BRI = 1, Waximom = 1, Average = 1

Puc. 4-95 Pesynbrathbl 4MarHocTmku

‘@:I'Ipwmeanwe:

1.

Tonbko oAuH nonb3oBaTenb B OOHO U TO Xe BPEMS MOXET Nofb30BaTbCs MHCTPYMEHTaMu
ANarHOCTUKMN.
Onumm “KonuuectBo Ping-naketos”, “Pasmep Ping-naketoB” n “Ping Timeout” asndwoTtcs
napameTtpamn ¢yHkumm Ping. “Otckokm Traceroute” sBnsieTca napameTrpoMm  OyHKUMK
Traceroute.

4.17.3 O6HoBneHne BcTpoeHHoro MO

BbibpaB CuctemMHble UHCTPYMEHThI - O6HoBNeHue BcTpoeHHoro MO, Bbl MoxeTe 0GHOBUTL

BCcTpoeHHoe MO mapLupyTnsaTtopa (CM. pPUCYHOK HUXeE).

aiin:
BepcHA NpowwBKM: 2.13.6 Build 111124 Rel.33710n
BepcuA odopyO0BaHNA: WR1043MD v1 00000000

Puc. 4-96 O6HoBneHue BcTpoeHHoro MO
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Bepcwﬂ NPOLWUNBKN — B aTom none nokasbiBaeTcs HOMeEp TeKyLLI.eVI BepCcunn BCTPOEHHOIoO
no.

Bepcusa obopyaoBaHus - B 3ToM none nokasbiBaeTcs HOMEP TEKYLLEN BEPCUMM annapaTHOM
yactTu. Bepcunsa annapaTHol 4acTu dhanna OOHOBMEHUs LOMKHA coBrnagatbh C TeKyLuewn

BEpCUen annapaTHOW YacTu MapLupyTu3aTopa.

YT106bI npousBecT OOHOBNEHMe BCTpoeHHoro [1O wmapwpyTusaTopa, Heob6xogumo

chenaTtb crnegylolyee:

1.
2.

CkavanTte dpann obHoeneHus ¢ Hawero canta (http://www.tp-link.com).

B none ®aun ykaxute wunum BbIbepuTe nNyTb K doanny, Kyga Bbl XOOAUTE COXPaHUTb
3arpyeHHbl hann Ha KoMmnbloTepe.
HaxmuTe kHonky OGHOBUTD.

Mocne 3aBepLUeHUsi OGHOBMNEHNA MapLUPYTU3aTOp BbINOMHUTL NepesarpyskKy.

MpumeyaHue:

dannbl o6HOoBNEHUN HaxoaaTca Ha canTe http://www.tp-link.com, 0TKyAa UX MOXHO ckavaTb.

Cnegyet npou3Bogutb OOHOBMNEHUS TOMbKO TOrAda, Korda HOBasi BEPCUSA COOEPXUT
HeoOxoammyto Bam pyHkumo. OOHako npu BO3HUMKHOBEHWW MNPOOMNeM CBSA3aHHbIX C
MapLLpYyTU3aTOPOM, a He ero HacTpomnkamm, cnegyeT NPpon3BecT o6HOBMEHNE BCTPOEHHOMO
Mo.

Mpu obHoBneHun BcTpoeHHoro MO Bbl MOXeTe NOTEPsiTb TEKyliMe HacTpouku. MoaTomy

crnenyet CoOXpaHUTb neﬁcmyroume HaCTpOVIKM, 4YTOOLI M3bexaTb noTepun BaXKHbIX HACTPOEK.

Mpy 0GHOBMEHWM He BbIKIOYaNTe MapLIpyTU3aTop U He NPou3BoAUTE ero nepesarpysky. B

NPOTUBHOM CIy4ae YCTPOWCTBO MOXET ObITb MOBPEXOEHO.
Bepcus BctpoeHHoro MO gomkHa cCOOTBETCTBOBATbL annapaTHOW YacTu YCTPOMCTBA.

lMpouecc OGHOBNEHWs 3alMET HECKONbKO MWHYT W MO 3aBepLUEHMO OOHOBMNEHMUSA

adBTOMATUYECKN BbIMOJTHUT Nepe3arpya3ky.

4.17.4 3aBoAcKne HaCTPOUKMU

Bbl6paB CucremHble UWHCTPYMEHTDI - 3aBopckue HaCTpOVIKM, Bbl CMOXETe BEPHYTb 3aBOACKME

HaCTPONKN (CM. PUCYHOK HUXE):

HaxmuTe 3Ty KHONKY ANA cipoca BCeX HACTROEK HA 3HAYEHWUA Na YMONYaAHNID.

BocctaHoBuT

Pwuc. 4-97 3aBoackme HaCTpOnKu

Haxxa KHOMKY BoccTtaHOBUTb, Bbl BepHETECb K NCXOOHbIM HaCTpOIZKaM.

>

Nma nonb3oBartens: admin
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> Maponb: admin

> IP-agpec: 192.168.1.1
> Macka nogceTtu: 255.255.255.0

& lMpumevaHue:
Bce coenaHHble HacTponky OyayT NoTepsiHbl MpU BO3BpaTe K 3aBOACKMM HacTpOMKam.

4.17.5 Pe3epBHas Konmsa n BOCCTaHOBJIEHNe

BbibpaB CucTeMHble MHCTPYMeHTbl - Pe3epBHass KOMWsA U BOCCTaHOBIIEHUE, Bbl MOXETE

COXPaHUTb TEeKyLLMEe HACTPONKM B Buae danna n 3arpyanTb Ux u3 canna, Kak nokasaHo Ha puc.

4-98:

Coxpawnts: [ PesepeHad konuAa |

Cain: | |[0830p.. ] [ BoceTaHosmTs

Puc. 4-98 PesepBHas Konusi U BOCCTAHOBINEHNE
» UYTOObl COXpaHUTb BCE TEKylUMe HaCTPOWKM B (pai Ha KOMMbIOTEPE JOKANbHOW CeTw,
HaXkmuTe KHonky Pe3epBHas Konus.
»  UYT0ObI 3arpy3nTb HAaCTPOWKK, HEOOXOANMO caenatb cneayoLlee:
e [lpu nomoLum kHornkn OB630p BbIGEPUTE HYXKHBIN haln UMK YKAKUTE NYTb K HEMY.
e Haxmnte kHOMKy BoccTaHOBWUTb, 4TOObLI 3arpy3nTb HaCTpOWku u3 darna, nyTb K
KOTOPOMY Bbl YKa3anu unv BBENn B NyCTOM rore.
& lMpumevaHwue:

Tekywime HacTporkum OyayT 3amMeHeHbl HacTporkamu u3 channa. lNpouecc 3arpysku OypeT
anutbea okono 20 cekyHA, mnocrie 4ero MapLupyTMsatop aBTOMaTUYecKu nepesarpysuTcs. B

npoLiecce 3arpy3ku He BbIKMoYanTe MapLupyTM3aTop, Tak Kak 3TO MOXET MPUBECTU K MOJIOMKE.

4.17.6 MNepe3arpy3ka

BbibpaB CucteMHble WHCTpyMeHTbl - [lepesarpy3ka, Bbl MOXeTe nepesarpysutb

MapLipyTM3aTop Npu NomMoLLm KHomku Mepesarpyska (CM. pUCyHOK HUXKE).

Mepesarpyska

HasMHTE Ha 3Ty KHONKY, yToGkl NEpe3arpyanTs yCTpoACTED.

MNepesarpyka

Puc. 4-99 lMNepesarpyska
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HekoTopble HAcTPOVKM MapLLpyTM3aTopa BCTyNaloT B CUIY TOJNLKO MOCIE ero nepesarpysku:

» WNameHeHue LAN IP-agpeca (cuctema nepesarpy3mnTcs aBToMaTU4ECKN).
> WNameHeHue HacTpoek DHCP.

» VIameHeHune HacTpoek BecnpoBOHON Nepefayvn AaHHbIX.

> WN3ameHeHne nopTa Beb-ynpaBneHus.

» OO6HoBneHne  BcTpoeHHoro 1O mapwpytmMsatopa  (cuctema  nepesarpysutcs

aBTOMaTU4ECKN).
» BoccTaHoBneHne 3aBOACKUX HACTPOEK (CUCTEMa nepesarpy3vuTcs aBTOMaTUYECKM).

» OO6GHoBMNeHWe HacTpoek 13 darina (cuctema nepesarpy3vTcs aBToMaTU4ECKH).

4.17.7 Naponb

Bbl6paB CucremMHble UHCTPYMEHTbI - I'Iaponb, Bbl MOXeTe 3aMeHUTb WncxogHoe Wwnwvd

nonb3oBaTens unu naposib MapLupyTu3aTopa, kak nokasaHo Ha puc. 4-100.

MIMA NoNb30B3TENA W N3P 0ML HE A0MHKHEl NPEELIWATE 14 CHMBONOE B ANNHY M HE A0MKHE BKNINYATE NpoGent!
Mpeabiayuee WUS NONL30BATENNA:

MpegeaywHin napons:

HoBOE MMA NONL30BATENA!
HoBbIA Napone:

MoaTEepAnTe Naponk:

[ CoxpaHuTte ] [ QYUCTUTE ]

Puc. 4-100 Maponb

HactosiTenbHO  pekomMeHOyeTcsi W3MEHUTb WUCXOAHOEe MMs  Monb3oBaTenss W Naponb
MapLipyTu3aTopa, Tak kak BCem Monb3oBaTtefiemM, kKoTopble OyayT obpaliaTbesi kK BeG-yTUnuTe
“nu macTtepy GbICTPOV HAcTpounku, ByaeT NpeasioKeHo ykasaTb UCXOAHOE MMSI MONb3oBaTens u

napons.

&= lMpumeyvaHue:
[nuHa umeHn nonb3oBaTens 1 napons He AoMxHa npesblwaTtb 14 CUMBOMOB, Y B HEM HEe JOMKHO

ObITb Npobenos. s noATBepXKAeHUS He0OX0AMMO BBECTM Naposib ABaXObI.
UT006bI 3aBEpPLUMTL NPOLEAYPY, HAXMNUTE KHOMKY COXpaHUTb.

UToObl 04YNCTUTL 3anNnCK, BOCNOSb3yNTECh KHOMKON O4YNCTUTL BCe.

4.17.8 CuCTEeMHbIN XypHan

BoibpaB CuCTeMHble MHCTPYMEHTbl - CUCTEeMHbIN XypHan, Bbl MOXETEe MpocmaTpuBaTth

XXYpHanbl MapLupyTm3aTopa.

100



LIRS Ex]\"l] BecnpoBoaHOM rMrabuTHbIM MapLupyTusaTop cepum N

DyHKUWA
apTomathdeckoil  OTkniodeda | HacTpoikn nodTel |
OTNPaBKK NOYTHL:

Tun ypHana: YpoBeHs ¥ypHana: | BLE b

WHgekc Bpems Tun  YpoBeHb CogepwaHwe ¥ypHana

1 st day 00:41:50 |NPOYNE |MH®O  |Userclear system log.

Time = 2000-01-01 0:31:36 1897s

H-Ver =WR1043ND v1 00000000 : 5-Ver = 3.13.6 Build 111124 Rel.33710n
L=192.168.1.1 : M = 255.255.255.0

W1 =STATIC IP: W =172.30.74.68 : M = 255.255.255.0 : G = 172.30.74.1

OtHoeuTs | [ CoxpanutsypHan | [ OTApaBUTh #*ypHaN No noyTe | [ Ounctuts wypHan |

CTpannua

Puc. 4-101 CucteMHbIN XXypHan

(DyHKLIMﬂ aBTOOTNpPaBKN — lNokasbiBaeT cocTosAHNE (*)yHKLl,I/II/I — BKJ1lO4€Ha U BbIKIO4YeHa.

HacTporku noutbl — YKaXuUTe MCXOOHbIA N KOHEYHbIA NOYTOBLIA ALLMK, agpec cepsepa,

I/IHCbOpMaLI,VIFI no aBTopu3auunn, a TakXKe pacnmncaHme and beHKLI,I/IVI aBTOOTNpPaBKN, Kak

nokasaHo Ha puc. 4-102.

on | |

Komy: | |
SMTP-cepBep: | |
O AYTEHTURMEALNA
O BKMIDYNTE dYHKLMK 3ETOOTNPAEKKH

Ka#akii AeHb 0TNPAENATE CUCTEMHEIR ¥YPHAN No agpecy l:l = l:l

OTNPAENATE CHCTEMHEIR XYPHAMN KAXakIE I:l Yacoe

[ Coxpanurs | [Hazaa |

Puc. 4-102 HacTponkn no4ToBOro akkayHTa

e Ot - Baw no4ToBbIN AWMK, Kyga MapLLpyTM3aTop OyaeT oTnpaBnaThb XypHarbl.

e Komy — lNo4ToBbIN AWKMK, Kyaa dyayT NpuxoanTb XKypHarbl.

e SMTP-cepBep — Baw SMTP-cepeep. CoOTBETCTBYET NOYTOBOMY SALLMKY, YKAa3aHHOMY B

none OT. Ecnu Bbl He 3HaeTe agpec, O6paTI/ITer Ha COOTBeTCTByIOUJ.I/Il;l canrt.

e AyteHtTudmkauna — bBonbwmHcTBO SMTP-cepBepoB TpebyoT ayTeHTudmkauum,

KOTOpadA noapasymeBaeT BBOO MMEHU NOoJsib3oBaTesid Uiy naponAa.
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&= lMpumeyvaHue:

Mpw BbIGOPE pexunma ayTeHTUDUKALMN HEOGXOAMMO B COOTBETCTBYIOLLMX NOMSAX yKasaTb MMS

nonb3oBaTena U nNaporsb.

L4 Uma nonb3oBatens — [lo4yToBas ydyeTHaaA 3anncb, ykalaHHada B none Or. Ta vacTb,
KOTOpadA HaxoaAnTCA 3a 3HAaKOM @, He YKa3blBa€eTCH.

e Maponb — Naponb Ballen y4eTHOM NOYTOBOK 3annCHK.
e [loaTBepauTe naponb — [INd NOATBEPXKAEHMS YKaXKMTE Napornb eLle pas.

e BknwounTb (YHKUMIO aBTOOTNpPaBKM — ABTOMaTMYeckass OTMpaBKa CUCTEMHbIX
XypHanoB. Bbl MoxeTe oTnpaBnsTb TEKYLLME XypHanbl Kbl AEHb B ONpeaeneHHon
MMSI UMK Yepes3 ONpeaeneHHbI BPEMEHHOW MHTEPBas, HO TONbKO OAMH MOXET ObiTb
TEKYLLMM OEeCTBYIOLMM NpaBuioM. B COOTBETCTBYIOLMX MONSX YKaXUTE BPEMS UMK

BPEMEHHOW MHTepBarl, Kak nokasaHo Ha puc. 4-101.
YUTobObl COXpaHUTbL HAaCTPOWKK (3ansaTas) BOCNONb3yNTeCh KHOMKOM COXpaHUTb.
HaxmuTte kHonky CoxpaHuTb, 4TOOblI BEPHYTLCA B NpeablayLlee OKHO.

» Twn xypHana — Npu BbIGpaHHOM 3Ha4YeHMU ByayT NokasaHbl XXypHarnbl TOMbLKO 3TOro TMna.

> YpoBeHb XypHana - [Mpu BbiGpaHHOM 3HayeHun ByayT nokasaHbl >KypHarbl TOMbKO 3TOro

YPOBHS.
» OO6HOBUTb — OGHOBUTL OKHO, YTOOLI MOKa3aTb CaMblli aKTyarbHbIA CIUCOK XXYPHanoB.
> CoxpaHuTb XXypHan — CoxpaHeHue Bcex XypHanos B dpanne gopmara txt.

> OTnpaBuTb XypHan no noyte — OTnNpaBuUTb 3MNEKTPOHHLIM MWCbMOM BCe TekKyliue
CUCTEMHbIE XypHarnbl, B COOTBETCTBUM C aApecoM U UHdopMaumen no ayTeHTUdUKaLmu,

yKasaHHOW B pasgene HacTponku noyThbl.

> OuMCTUTBL XypHan — YOanuTb BCe XypHanbl C MaplpyTusaTtopa (He TONbKO XypHarbl.

npeacTaBfieHHbIE B OKHE).

UTo6bl NepeiTn B crieqyroLee OkKHO, BOCNOMb3ynTech kHonkon Cneayrowasn. Utobbl BEpHYTLCS

B Npeablayliee OKHO, BOCMNONb3ynTech kHonkon Mpeabiaywasn.

4.17.9 CtaTnctuka

BbibpaB CUCTeMHble UHCTPYMEHTbI - CTaTUCTUKA, Bbl MOXETE NMPOCMaTpuBaTbh CTaTUCTUKY MO
MapLipyTusatopy, BKrtodas obwmi n Tekywmn Tpaduk no nocrnegHemMy WHTepBany MnakeToB

CTaTUCTUKW.
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>

Texywee COCTORHNE CTATUCTIKM: OTknYeHo
WHTepBana cTaTMCTHEW NakeToB(5~60): 10 ~ | CeKyHobl
ABTOOTHOENEHNE
MpaBuna copTHROBKH: CopTipoBKa No TekyLemy KonndecTay bait M [ COpOCUTE BLe ] [ YAanuTs BLe ]
Beero TEekylEE COCTOAHNE
IP-agpecs Makeos Baifr Naketoe Baifr ICIP Tx UDP Tx TCP SYN Tx viewerre

MAC-agpec

TEKYWMA CNNCOK NyCT.

5 ~ |3anncei Ha cTpannue. |1 + | cTpannua

Pwuc. 4-103 Ctatuctuka

TeKymee COCTOsIHMEe CTAaTUCTUKKN — BkrounTb mnn BeiknounTb. Mo YMOJI4aHUo (*)yHKU.VIFI

OTKIMoYeHa. YTobbl BKNIOUNTE (OYHKLIMIO, BOCMONb3YNTECh KHOMKOM OTKIHYUTD.

MHTtepBan naketoB ctatuctuku (5-60) - Mo ymonuyaHuio npumeHsieTcs 3HadeHue 10.
Bbibepnte 13 BbinagatroLero cnucka 3HaveHve B npegenax ot 5 go 60 cekyHa. [JaHHoe

3Ha4vyeHune onpenenaeT BpeMeHHOIZ MHTEepBan aonda naketoB CTaTUCTUKNA.

MpaBuna coptMpoBkM — [ns  OTOOpaXKeHUst HYXXHOW CTaTUCTMKM  BbiGepuTe

COOTBETCTBYHOLLEe 3Ha4YeHne.

UTo6bI BKMIOUNTE PYHKLMIO ABTOOGHOBIEHUE, BbIDEPUTE COOTBETCTBYIOLLYIO SYENKY.

UT06bI OGHOBWTBL OKHO, BOCMOSb3YNTECH KHOMKON OOHOBUTD.

UToObl OGHYNNTL 3HA4YEeHMSA BCEX 3anucen, BOCnosib3ynTech kHonkon CopocuTb Bee.

YUTtoObl yaanutb 04MCTUTL Tabnuuy, BOCNONb3yNTECh KHOMNKOW YAanuTb BCe.

Tabnuua cTaTUCTUKMU:
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Otobpaxaetca IP un MAC-agpecbl C COOTBETCTBYHOLLEN
IP-appec/MAC-agpec .
CTaTUCTUKOMN.
KonnyectBoO  nmakeToB, MOMYYEHHbIX U OTMPaBMEHHbIX
MakeTbl
MapLlpyTU3aTOpOM.
Bcero
. Konunyectso Oanr, NOSTyYEHHbIX " OTnpaBfeHHbIX
Baut
MapLlpyTU3aTOpOM.
KonnvyectBo nakeToB, MOMYyYEHHbIX W OTMAPaBfieHHbIX 3a
MakeTnbl .
nocrnegHui  UMHTepBan nakeToB CTaTUCTUKM.
Eai KonunyecTtBo 6anT, Nony4yeHHbIX U OTNPaBIEHHbIX 3a MNOCNegHUN
anT
MUHTepBan nakeToB CTaTUCTUKW.
KonuyectBo ICMP-naketoB otnpaBneHHbix kK WAN-ceTu, kak
ykazaHo B none WHTepBan nakeToB CTaTUCTUKU. [laHHOe
ICMP Tx .
3Ha4YeHWe NpPeAcTaBneHO KakK OTHOLUEHMEe "Tekyllasi CKOPOCTb
Tekylee nepegayn/ MakcMmanbHasi CKOPOCTb nepegayn”.
3Ha4YeHue
KonuyectBo UDP-naketoB otnpaBneHHbix K WAN-ceTn, kak
UDP T ykazaHo B none WHTepBan nakeToB CTaTUCTUKU. [laHHOe
X
3Ha4YeHWe NpPeAcTaBneHO KaK OTHOLUEHMEe "Tekyliasi CKOPOCTb
nepegayn/ MakcMmanbHasi CKOPOCTb nepegayn”.
Konuyecteo TCP SYN -naketoB otnpaBneHHbix kK WAN-ceTu, kak
TCP SYN | ykazaHo B none WHTepBan nakeToB cTaTUCTUKKU. [laHHoe
Tx 3HavYeHVe NpeacTaBrneHO Kak OTHOLWIeHMe "Tekyllasi CKOpOCTb
nepegayn/ MakcMmanbHasi CKOPOCTb nepegayn”.
Copocutb | OGHYNUTL 3HaYEeHNe 3anmcu.
N3meHnTb
Yaanutb | Yganutb CyLlecTBYIOLLYIO 3anuch B Tabnuue.

B kaxgom okHe p[omkHO ObiTb 5 3anucen. YTobbl BepHyTbCA B Mpeablgyllee OKHO,
BOCMONb3ynTeCh kHOMKoW MpeAablaywan. Ytobbl nepenitv B cregytolee OKHO, BOCMOMb3yNTECH
KHonkon Cnepyrouas.
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NMpunoxeHue A: HacTo 3agaBaemMble BOMNPOCHI

1. Kak MHe HacTpouTb MapLupyTu3aTop, YTo6bl nonb3oBateny ADSL mornu BbixoAuTb B

UHTepHeT?
1) [Mpexne Bcero HacTponTe mogeM ADSL, HacTpoeHHbI B MocToBoM Moayrne RFC1483.

2) Mopkniounte kabenb Ethernet mogema ADSL k WAN-nopTy maplipytmnsatopa. TenedoHHbIN

kabenb NogknyaeTcs K COOTBETCTBYHOLWEMY NOpTy Mogema ADSL..

3) Bovagute B Mapupytu3atop, Haxmute MeHio CeTb, pacrnonoXeHHOMY B FEBOW 4acTu
MaplpyTusatopa n 3atrem Bblbepute nogmeHio WAN. B okHe WAN B pasgene Tun WAN
coeanHeHve ykaxute PPPoE. B nonax Wmsa nonb3oBatens wu [laponb ykaxuTte

COOTBETCTBEHHO UMA Nosb3oBaTeNd 1 Naporsib. lNocne aToro Haxmute KHOMKY CoeauHNTL.

Tun WAN coeaMHeHnA: PPFPoE/Foccwa PPPoE v OnpegenuTe
MopxnwyeHne PPPoE:
HiA NONb30EaTENA: USername
Mapone: TITTITT T
Moateepaure Nnaponk: ssssssss

Puc. A-1 Tun nogkntoyeHnsa PPPoE

4) Ecnu cepsuc ADSL ycTaHOBMEH B pexunme NoBpeMeHHON onnatbl, Bbibepute MNogknoyeHne
no TpebosaHuio wmnu [llogknioveHne BpydHyl. B none MakcumanbHoe Bpemsa npocTos

YKaXNUTe HY>XHOE 3Ha4YeHune. Takke MOXHO Bbl6paTb pexnm MoaknounTb aBTOMaTUYECKN.

Pexun WAN nogknoHeHun: (&) MogkmownTe No TpedoeaHN
IMakcumaneHoe EpenA npoctos: |16 MAHYT(E) (0 03HAYSET, 4TC coBIMHEHME GYAeT AKTMEHEIM NOCTOAHHD.)
() MogKMOYNTE AETCMATHYECKN
() MoOKMOYEHUE B 33BHCHMOCTI OT EDEMEHU
Mepuog BEpeMern:c : (44:MM) go : (YR
() ToOKMKUMTE ERYUHYK
IMaKCUMANEHOE BpEMA NPOCTOA: MWAHYT(LI) (0 03HAY3ET, 4TO COedMHEHUe YT AKTMEHLIM NOCTOAHHD.)

CoeguHuTe OtkmioyeHo!

Puc. A-2 Twn nogkntoveHuns PPPoE

& MpumeyaHue:

i. WHorpa nopknoyeHne He MOXET ObiTb MNpekpaweHo [daxe ecnu  Bbl  yKasanu
COOTBETCTBYHOLlEE 3HadyeHMe B norne MakcumanbHoe BpeMs MNpOCTOos, T.K. HEKOTopble
NpunoXxeHnsa obpallaroTcs kK pecypcam VIHTEpHET B OHOBOM pEXMME.

ii. Ecnu Bbl ucnonb3yeTte kabenb, NPOM3BEANTE HACTPOWKY MapLLpyTU3aTopa B COOTBETCTBUM C
npmeeneHHbIMA Bbllle MHCTPYKUNAMMWN.
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Kak MHe HacTpouTb MapwpyTusaTop, YTo6bl nons3oBartenu Ethernet mornu BeixoauTb

B UHTepHeT?

Bonante B mapwpytmusatop U Haxmute MeHio CeTb, pacnofioXeHHOMYy B NEBOW 4acTu
Opaysepa, n 3atem Bblbepute nogmeHio WAN. B okHe WAN Bbibepute B none Tun WAN

coeanHeHuns 3HadyeHme JuHamnyeckni IP. HaxmuTe kHonky CoxXpaHUTb.

HekoTopble nocTaBwmkn UHTepHeT-ycnyr TpebytoT peructpaumm MAC-agpeca agantepa,
KoTopbin 6bin nogkntoveH k DSL/kabenbHomy mMogemy B npouecce ycTtaHoBku. Ecnm
nocTaBlWMK WIHTepHeT-ycnyr TpebyeT npoussectu peructpaumto MAC-agpeca, Bongute B
MapLipytusatop u Bbibepute MeHio CeTb B neBon 4actu 6Gpaysepa. 3atem Bbibepute
nogmeHio KnoHupoBaHme MAC-agpeca, 4ToObl nepentn B OkHO KnoHupoBaHue
MAC-agpeca. Ecnn MAC-agpec Bawero komnbioTepa SIBNSIETCS TEM CaMblM agpecoMm,
HaxkmuTe kHonky KnoHupoBatb MAC-agpec, u 10T agpec nossutca B norne MAC-agpec
WAN. Takke MOXHO BBECTU [OaHHoe 3HadveHue B none MAC-agpec WAN. dopmar
MAC-agpeca XX-XX-XX-XX-XX-XX. 3areM HaxmuTe KHonky CoxpaHuTb. CpaenaHHble

M3MEeHEHNA BCTYNAT B CUITY NOCINe nepe3arpy3kun.

MAC-agpec VIAN: D8-5D-4C-F5-43-45 [BoceTaHoBuTs 3aBoackail MAG-aaped]
MAC-agpec Bawero KoMmnerTEpa: [ KnoHWpoBaTe MAC-aapec ]

Puc. A-3 KnoHnupoeaHue MAC-aapeca
A xouy ucnons3oBatb NetMeeting. YTo MHe Hy>XHO Ansa aToro caenaTb?

Ecnn Bbl 3anyctute NetMeeting B kadecTBe yana, BamMm He noTpedyercs npeanpuHumaTtb

Kakux-nnbo OencTBuin.

Ecnn Obl 3anyctute ero B pexume OTBeTa, BaM MNOTpebyeTcss HacTpouTb pyHKLUK

BupTtyanbHbii cepeep unu y3en DMZ, a takxke ybeantbcs B Tom, 4To H323 ALG BkntoveHa.

UTtobbl HacTpouTb BupTyanbHbIi cepBep: BOMAMTE B MapLUpyTU3aToOp, HaXMUTE MEHHO
Mepeappecauus B neBon YacTu 6paysepa u BbibepuTe NogMeHio BupTyanbHble cepBepbl.
B okHe BuptyanbHble cepBepbl Haxmute kHonky [Jo6aBUTb HOBYHO... 3aTemM B OKHE
[Job6aBuTb unNu M3MEHUTb 3anucb BUPTyanbHoOro cepBepa BeBeauTe B none MMoprt
cepBuca 3HayeHue 1720, a B none IP-agpec, Hanpumep, 192.168.1.169. Haxmute KHONKy

BknioyeHo 1 3ateM CoxpaHUTb.
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BupTyanbHble CepBepbl

ID Mopt cepenca

1 1720 21

BHYTpEeHHMIA nopT

IP-Anpec HiMeHUTL

192168.1.21

MpoTokon Cramyc

BCE BrAouMTE MaMeHUTE ¥AaNuTE

[ AoBaeute Hoewto.. | |

BrNHHMTE BLE

] [ Otwiouute Bee | [ vaanuTs Bee

MpEALAYLLEA

CREAyoWER

Puc. A-4 OkHo BupTyanbHbie cepepbl

HobBaeutb nnu NsmeHnTe 3anuck BuptyansHoro Cepeepa

MopT cepenca: 1720 (=0 mnn XX)
BHYTPEHHWA NopT: |:| (XX, AONYCKAETEA TONBKS ANA NopTa ofWero CePENCA UMW OCTAENASTEA MYCTHIM)
IP-agpec: 192.165.1.169
MpoTokon: | BCE v|
CocToRHME: | BrnroueHo V|
CTaHfapTHLIR NopT CepeMca: | --Bribepure-- v |
[ COoXpaHuTE ] [ Hazan ]

Puc. A-5 [1o6aB1Tb nnn nameHnTb 3anncb BUPTYanbHOro cepeepa

& lMpumeyvaHue:

B npotuBononoxHon ctopoHe criegyeT Bbi3aBatb WAN |P, koTopbii oTOoGpaxaeTcs B OKHe

“CocTosiHme”.

4) YT0obbl akTMBMpOBaTL (PyHKUMO y3en DMZ, Bomaute B mMapLupyTusaTop, Bblbepute MeHHo

Mepeaapecauus B neeon yactn 6paysepa n 3atem Bblbepute nogmeHio DMZ. B okHe DMZ

BblbepuTe pagunokHonky BknrounTtb n BBeaute Baw IP-agpec B none IP-agpec DMZ yana,

Hanpumep, 192.168.1.169. Nocne 3Toro HaxxMuTe KHOMKY COXpaHUTb.

TeKylwee COCTORHNE:

IP-agpec DMZ yana:

() Brniounte () OTKNKDWNTE.

192.168.1.169

CoxpaHnTs

Puc. A-6 DMZ

5) BowauTe B MapLipyTmusatop, Bbibepute MeHio BesonacHocTb, HaxoasiLeecs B NEBOW YacTu

okHa 6pay3sepa, 1 BblbepuTe nogmeHio Hactponku 6azoBon 3awmnTtbl. B okHe HacTtponku

6a3oBoW 3awWmThbl Bbibepute pagmokHonky BknrounTtb Bo3ne H323 ALG. HaxmuTe KHONKy

CoxpaHuUTb.
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HacTpoiikn 6asosoi 3almTel
MexceTeBOW 3KpaH
IMexceTeBon 3kpaH SPL: (®) BrnwunTe () BRIKNKUYWTE
VPN
Mponyck tpadkka PPTP: (=) Brnwunte () BeIKNKUKTE
Mponyck Tpadmka L2TP: (®) BrnwunTe () BRIKNKUYWTE
Mponyck Tpadmka IPSec: (& Brnwounte () BHIKNKUYKTE
ALG
FTP ALG: () Brknwuute () BRIKNKWUYKTE
TFTP ALG: (&) Beniounte () BLIKNKYNTL
H323 ALG: () BEIKNKOYKTE
RTSP ALG: (® Brknwuute () BeIKNKWUYKTE

Puc. A-7 HacTtpowkn 6a3oBoi 3alLnThI
Y10 51 foMmKeH Aenatb, YTOObI YCTAaHOBUTL B JIOKaribHOW ceTu Be6-cepBep?

Tak kak mexgy noptoM 80 Beb-cepsepa n noptom 80 Beb-ynpaBneHUss MOXET BO3HUKHYTb
sBNeHMe UuHTepdepeHuun, HeobxoaumMo HasHauMTb JApyron nopT Ans  yHKUMK

Beb-ynpaBneHus.

UTtob6bl M3mMeHUTb MNOpPT Beb-ynpaBneHus: Bonaute B MapLupyTu3aTop, BblibepuTe MeHHo
Be3onacHocTb, pacnonoXxeHHoe B NeBOWM 4acTu Opaysepa, M BblOepuTe MNOAMEHIO
"YpaneHHoe ynpaBneHue". B okHe YaaneHHoe ynpaBneHue B norne [NopTt BeG-ynpaBneHus
ykaxute nobon gpyron Homep kpome 80, Hanpumep 88. Haxmute kHOMKy COXpaHUTb U

nepesarpysute mMapLipyTusaTop.

Saanewwosynpamnene

Mopt Bed-ynpaBneHnA:
IP-agpec yoaneHHOro ynpaeneHna: 0.00.0 (¥kamuTe 255.255.255.255 AnA Bcex)

COXpaHiTE

Puc. A-8 YoaneHHoe ynpaeneHue

&= lMpumeyaHue:

Ecnn BbllweynomMmsiHyTas HacTponka BCTynuT B cuny, Beeaute 192.168.1.1:88 (LAN IP-agpec

mapLpytusartopa: [opt Beb-ynpaBneHus) B cootBeTcTBytowem none. Ecnm LAN IP-agpec

Moaema, COeAMHEHHOro C BallMM MapLUpyTn3aTopoMm, coctaBndaeT 3HaveHne 192.168.1.x, Torga

3HadyeHne LAN IP-agpeca maplwpytMsatopa No YMONYaHWO aBTOMAaTUYECKM CMEHUTCS C

192.168.1.1 Ha 192.168.0.1, 4TOoOLI N3beXxXaTb KOHNUKTA |IP-agpecos.
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Bonante B Mapuwpytmusatop, Bblbepute MeHo [lepeapgpecauuss B 1eBoW 4acTu
MapLupyTusatopa 1 Bblbepute nogmeHio BuptyanbHble cepBepbl. B okHe BuptyanbHble
cepBepbl HaXMUTE KHOMKy lo6aBUTL HOBYHO..., a 3aTeM B OkHe [l06aBUTb NN U3MEHUTb
BUPTyanbHbLIN cepBep ykaxute B nomne Mopt cepBuca 3HavyeHue 80. B none IP-agpec
ykaxute Baw IP-agpec, Hanpumep, 192.168.1.188. [locne 9TOr0 HaXMWUTE KHOMKY

Bknio4yeHo, a 3atem CoxpaHUTb.

BupTyanbHble CepBepbl

ID Mopt cepenca BHYTpEeHHMIA nopT IP-Anpec MpoTokon Cramyc HiMeHUTL

1 1720 21 192.168.1.21 BCE BrAouMTE MaMeHUTE ¥AaNuTE

[ AoBaeuteHoeyto.. | [ Brmodwto Bee | [ OTkmwodmTe Bee | [ YaanwTs Bee

Puc. A-9 BuptyanbHble cepsepbl

Hob6asutb nnn MameHnTb 3anucek BuptyansHoro Cepsepa
MopT cepenca: O N X00)

BHYTpPEHHWI NOpT: l:l ()X, QonycKaeTcA TONBKS ANA NopTa ofWero CepEMCA UMK OCTABNAETCA NYCThIM)

IP-agpec: 192.168.1.185

MpoTokon: | BCE V|
CocTtonHue: |BK.I'IHJ‘-IEHD V|
CTaHAapTHLIA NOPT CepeKca: | —-Brifepnre— V|
[ cowpanmuts | [Hazan |

Puc. A-10 OkHo [Jo6aBUTb M N3aMeHUTb 3anncb BUPTYasribHOro cepeepa

BECﬂpOBOAHbIe CTaHUMUMN HEe MOryT NOAKNHYUTBCA K MapLlpyTusaTtopy.

Y6eguTtecb B TOM, YTO cAenaHa oTMeTKa B siuenike BknounTb 6ecnpOBo.que BellaHune

poyTtepa.

MpoBepbTte, coBnagaetr nm wugeHTudukatop SSID  GecnpoBogHbIX  CTaHUMA  C

naeHTUUKaTopom maplipytusaTopa.

Yb6egutechb B TOM, YTO GECNPOBOAHLIE CTAHLIMM NUCMOSb3YHOT KOPPEKTHbIN KIkoY WG poBaHmWs,

€CInu Takomn PEXNM BKITHOHEH.

Ecnu GGCI'IpOBO,EI,Hoe NoAKNMK4YeHne BO3HUKIIO, HO Bbl HE MOXeTe nonyyYnTtb AO0CTyn K

mapLupyTusaTopy, npoBepbre IP-agpeca Bawwmnx 6eCnpoBOAHbIX CTAHLWA.
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MpunoxeHune B: HacTponka kKomMmnbroTepa

B atoM pasgene Mbl pacckasbiBaem, Kak MpaBUITIbHO MPOM3BECTU YCTAaHOBKY WM HACTPOMKY
npotokona TCP/IP npn OC Windows XP. lNpexae Bcero, ybeanteck B ToM, 4YTo agantep Ethernet

paboTaeT, Npn HeobxoANMOCTU NONb3YNTECh PYKOBOACTBOM K afanTtepy.

1. Hactpownka komnoHeHTa TCP/IP

1) B naHenu 3agay Windows HaxmuTe KHoOmKy 3anyck, a 3atem nepengute B [MaHenb

ynpaBneHust.

2) Haxmute no ukoHke CeTb M nogknioyveHue K MHTepHeT, a 3arteM B nosBuMBLUEMCA OKHE

Ha)XMUTE BKNaaky CeTeBble NOAKNIOYEHUS.

3) HaxmuTe npaBon KHOMKOW MbIK MO MKOHKE W B MOSIBUBLLEMCH MEHIO BbibepuTe pasgen

CBoucTtBa.

D AKNHYEHHE N0 NOKAaNEHDA

' |_=E= CITENHIHHTE

Moak AHYEHHA THNE MOCT

CO3AaTE APNEIK

MeperMeHOEaTE

CBOHCTEA

Pwuc. B-1

4) B npeacTtaBneHHOM Ha PUCYHKE HWXEe OKHe caenante [OBOWHOW LWen4oK Mo pasgeny

MpoTtokon UHTepHeTa (TCP/IP).
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- [Nogxnwue HHE Mo JA0KAJAbHOH CETH - CROMCTEA Ejg|

O6iwme [MpoEepk.a NOEAKHHOCTH || JdonoaHKTENEHD

M OQEMHDYEHHE HEpES!

E&® Fealek PCle GEE Family Contraller

K.oMNOHEHTE, HMCNONe3YEMbBIE 3TN NOQEMOYEHHER!

.@. CnysiBa gocTyna K dainar M npyHTepar ceted Micn &
.@. MnaHupoBWMWE nakeTos QoS
o [pororon MHrepHeTa [TCRAR)

4 *

[ Y oTaHoBMTE. .. CeoicTES

OnucaHue

MNporokan TCPAP - cTaHaapTHEIR NpaTokon raofansHes
CETEH, DAECNEYHEADWME CBASE MEXIY DASAHMYHEINA
ESAUMOAEHCT BYRILLMNM CET AR,

(] Mpu nogk AHYEHUM BRIBECTH SHAY0K B OGAACTH YEELO0MIEHME

YEenarnATE NP ArpaHHMYEHHGM WA OTCUTCTEYHILL SR
MOEE NHOYEHLA

k. ] [ OtraeHa

Puc. B-2
5) Ortkpoetcs okHo CBoncTBa TCP/IP, B KoTOpoMm OyaeT oTkpbiTa Bknagka IP-agpec.

Bbibepute Monyuntb IP-agpec aBTomatnyeckn u Monyunts DNS-cepBep aBTOMaTU4eCKM,

KaK npeacrtaBfieHO Ha PUCYHKEe HUXKe:!
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Ceokcrea: MNMportonon Mute pueta (TCP/IP)

Ofiwme | AnETepHATHEHAA KOHDHIYPALMS

Maparaerpel [P 1MOMYT H3SHAYETECA AETOMETHYECKM, BCNM CETh
NoNAEPKMESET 3TY BO3MOHHOCTE. B ApOTHEHOM ciyyas NapareT okl
[P riosHD NOAYYMTE Y CETEEOMD AAMWHUCTDETORA.

(%) Nonyuure IP-anpec SETOMATHYECKM

) MononksoBaTe cregyiowmi IP-agpec:

(%) Nonyare agpec DNS -cepeepa aBTomMaTHyecky

() Menonesoeate cneguowme anpeca DNS-cepeepoe;

JononHWTENRHD. .

[ OF. l[ OrreHa ]

Pwuc. B-3
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NMpunoxeHue C:

Cneuundunkauumn

O6uwume napameTpbl

MopoaepxuBaemMble

IEEE 802.3, IEEE 802.3u, IEEE 802.11b, IEEE 802.11g and IEEE

CcTaHgapThl 802.11n
Monnepxnsaemble | +op)p pppoE, DHCP, ICMP, NAT, SNTP
NPOTOKOIbI
1 nopt WAN 10/100/1000 M6GuT/c ¢ aBTOCOrmacoBaHWeM C
n pazbemMoMm RJ45, 4 nopta LAN 10/100/1000 Moéwut/c c
opThI .
aBTocornacosaHvem c pasbemoM RJ45 ¢ nogpgepxkon ABTO-
MDI/MDIX
10BASE-T: HeakpaHupoBaHHasa BuTas napa kart. 3, 4, 5 (makc. 100
M)
OkpaHupoBaHHas Butas napa EIA/TIA-568 100Q STP (makc. 100 m)
100BASE-TX: HeakpaHupoBaHHasa BUTas napa kat. 5, 5e (makc.
Tun kabens 100 m)
OkpaHupoBaHHas Butas napa EIA/TIA-568 100Q STP (makc. 100 m)
1000BASE-TX: HeskpaHnpoBaHHas BuTas napa kat. 5, 5e
(makc. 100 m)
OkpaHupoBaHHas Butasa napa EIA/TIA-568 100Q STP (makc. 100 m)
CaeroanonHbie Power, System, WLAN, WAN, LAN (1-4), QSS
NHOMKaTOPbI
CepTtndumkaums FCC, CE

Wireless MNapameTpbl 6ecnpoBogHON CBA3N

[wvana3oH yactoT

2,4~2,4835 Ty

CkopocTb nepenayu

Crangapt 11n: go 300 M6uTt/c (aBTOMaTMYECKOE NEPEKIOYEHNE)

JaHHbIX no | Cranpgapt 11g: 54/48/36/24/18/12/9/6 M6ut/c (aBTOMaTMyeckoe
6ecnpoBogHOMY nepekrnoyeHme)
COEANHEHMIO Cranpapt 11b: 11/5,5/2/1 M6uT/c (ABTOMATUYECKOE NepekriodeHme)
PacwwnpeHne DSSS (lWupokononocHaa Mogynauusa ¢ NpsMbiM pacluMpeHnem
YyacToTbl cnekTpa)
Mogynsaums DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
Ee30MacHOCTL WEP/WPA/WPA2/WPA2-PSK/WPA-PSK
270 M6wurT/c: -68 nbm @10% PER;
130 M6wurT/c: -68 nbm @10% PER
UVBCTBATENBHOCTE 108 Mbéwurt/c: -68 npbm @10% PER;
nymeMHMKa 54 M6uT/c: -68 nbmM @10% PER
P 11 M6ur/c: -85 nBM @8% PER;
6 M6wuT/c: -88 opbm @10% PER;
1 M6wuT/c: -90 obm @8% PER
KoadhdomumeHt

YCUINeHna aHTEeHHbI

3wt * 3 abu
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MapameTpbl OKpyXatoLen cpeabl

Mpu akcnnyataumm : 0°C~40°C (32F~104T)
Mpu xpaHeHuu: -40°C~70°C (-40F~158°)

Mpu akcnnyataummn: 10% - 90%, 6e3 0bpa3zoBaHMsA KOHAEeHCaTa

Temnepartypa

BriaxHocTb
Mpun xpaHeHuun: 5% - 90%, 6e3 obpasoBaHua KoHAeHcaTa

* B CLWA paspelweHo wucnonb3oBaTb TONbko 4actoTel 2,412GHz~2,462 [Ty, noatomy

amMepunKaHCKne nonb3oBaTtesnn mory BbI6V|paTb TONbLKO KaHanbl 1~11.
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NMpunoxeHue D: Mnoccapun

> 80211n — CraHgapt 802.11n noctpoeH Ha npeablaywunx crtanHgaptax 802.11 nytem
pobasneHuns texHonornnm MIMO (MHorokaHanbHbIA BXOA/BbIXOA), B KOTOPOW UCNONb3YHTCA
HEeCKOMbKO nepearLmnx 1 NpUHMMalLLMX aHTEeHH, YTO NO3BOMSET YBENUYUTbL NPOMYCKHYHO
CMOCOBHOCTb Yepe3 MPOCTPaAHCTBEHHOE MYMbTUMMEKCUpOBaHME M GONbLUYHD 30HY OXBaTa
ceT 3a cYeT MCMOomMb30oBaHWS pPasHOro MPOCTPAHCTBEHHOINO pPacrofoOXEeHNs aHTEHH,
BO3MOXHO 4Yepe3 CxeMbl KOOUPOBKY, Takune kak kogmposka Alamouti. KoHcopunym EWC 6bin
co3faH ans yckopeHus passutus ctaHgapta IEEE 802.11n u npoaBuxeHus cneuundukaumm
TEXHOMOMMN B LEenaxX YyryyleHus B3aumMoaencTeust Mexay 6ecrnpoBOAHbIMU CEeTeBbIMU
NPOAYKTamMu criefyoLero NoKoneHus.

»> 802.11b — CraHgapt 802.11b onpepensieT napameTpbl paboTbl 6€CnpoBOAHON CETU MpU
CKOpPOCTM nepefayn gaHHbix 11 M6ut/c, ucnonbsya texHorornto DSSS, u paboTaeT Ha
HenMUeH3npoBaHHOM guanasoHe 2,4 [Ty ¢ ncnonb3oBaHnem anroputma wudgposaxHms WEP.
K cetam ctangapta 802.11b Takke oTHocatca cetn Wi-Fi.

> 802.11g - cneumndukauma aons cosgaHust 6ecnpoBOAHbLIX CETEN CO CKOPOCTbIO nepenayu
OaHHbIX 0o 54 M6wut/c, ncnonb3ys texHonorno DSSS, mogynsaumio OFDM n paboTaeTt Ha
HenuueHanpoBaHHOM guanasoHe 2,4 ['Ty. O6paTHO COBMECTMM C YCTPOMCTBAMM CTaH4apTa
IEEE 802.11b. UcnonbsyeTt anropntm wndposaHna WEP.

»> DDNS (Dynamic Domain Name System — Cuctema guHaMM4eCKUX OOMEHHbLIX UMEH) —
B0o3MOXHOCTb Ha3HayeHusi UKCMPOBAHHOIO Y3NOBOMO W [JOMEHHOro MMeHW Ans

OnHamuyeckoro Internet IP-agpeca.

»> DHCP (Dynamic Host Configuration Protocol — lNpoTokon HacTpoMKM AMHAMMU4YECKOro
y3na) — [1poTokon, KOTOpbIN aBTOMaTM4Yecku Npom3BOAMT HacTpounky napameTtpoB TCP/IP

BCEX KOMMbOTEPOB, nogkntodeHHbix Kk DHCP-cepBepy.

> DMZ (Demilitarized Zone — flemunutapusoBaHHasa 30Ha) — [JaHHaa yHKUUSA No3BondeT
y3ny nokanbHow ceTu obpawaTtbcs kK WHTepHeT pans paboTbl €O cneuvanbHbIMU

NPUNOXEeHNAMNU TakKUMK, Kak MHTepHeT-I/IprI n BI/I,D,GOKOH(*)epeHLI,MI/I.

»> DNS (Domain Name System — CuctemMa AOMEHHbIX UMEeH) — VIHTEepHET CepBUC, KOTOPbIN

nepesoauT MMeHa cantos B IP-agpeca.
> JloMeHHoe umMmsa — onucaTenbHoOe UM A51s agpeca Unu rpynnel agpecos B UHTepHeT

» DSL (Digital Subscriber Line — uncppoBas aboHeHTCKas NUHUA) — TexHonorusi, Kotopas
no3BonsieT OTNPaBnsATb WM MOMNyyYaTb AaHHble, MCMONb3ys CcylecTBylowme TenedoHHbIe

JTIMHUN.

»> ISP (Internet Service Provider — MocTtaBwuk WHTepHeT-ycnyr) — KomnaHus, koTopas

obecneumBaeT goctyn B IHTepHeT.
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MTU (Maximum Transmission Unit — MakcumanbHbIA pa3mep Onoka nepepayu) —

MakcumarbHbIN pa3mMep naketa AaHHbIX, KOTOprIZ MOXeT ObITb nepenaH.

NAT (Network Address Translation — TexHonorus nepeBoga ceTeBbIX aApecoB) —

TexHonorua NAT nepesoguT IP-agpec nokanbHon cetun B IP-agpec cetn MiHTepHer.

PPPoE (Point to Point Protocol over Ethernet — lNpoTokon noakntoyeHus yepes Ethernet
no npuHuuny Touka-Touka) - PPPoE — aTo npoTokon ons nogkniodeHnst yaaneHHbIX y3rnoB
cetn VHTepHeT 4epe3 MOCTOSHHOE MOAKMYeHWe, NOCPeACcTBOM UMUTaLUU MOOKMIOYEHNS

dial-up.

SSID - NpeHTudukatop SSID — 310 KMto4, BKAoYawowmn B cebst o 32 OYKBEHHbLIX U
UMdPOBBIX CMMBOSIOB, KOTOPbLIM WUCMONb3yeTca ANa UMAEHTUMKauUn foKarnbHOW ceTu.
YUTtobbl GecnpoBoaHble YCTPOMCTBA CETU MOrnM oBMeHMBaTbCA AaHHbIMW, OHWU LOMKHbI
ucnonb3oBatb oAuH M TOT Xe SSID. OO6blMHO 3TO HACTPOEYHbI napameTp Ans
fecnposogHon KapTbl kommbtoTepa. CooteBetctByeT ESSID gna ©6ecnpoBogHOM TO4YKM

AOCTyna ¥ UMeHN GecnpoBOAHON CETU.

WEP (Wired Equivalent Privacy — 3KBMBaneHT npoBoaHoOM 3awuTbl) — MexaHu3m
LWKpOBaHNS Ha ocHOBe 64-, 128- unu 152-6MTHOrO COBMECTHOrO KIO4a, Kak yKasaHo B
crangapte IEEE 802.11.

Wi-Fi — Kommepyeckoe HasBaHue ctaHaapTta 802.11b, npucBoeHHoe opraHusaumen Ethernet
Compatibility Alliance (WECA, see (cm.) http://www.wi-fi.net), asnswowenca rpynnon no

paspaboTke NPOMbILLIIEHHbIX CTaHOapToB, paboTatoLuen Hag npobnemon

B3aMMO3aMeEHSAEMOCTM YCTponcTs ctaHgapTa 802.11b.

WLAN (Wireless Local Area Network) - BecnpoBogHas nokanbHas ceTb — rpynna
KOMMbIOTEPOB M CBSI3aHHbIX YCTPOWCTB, B3aMMOAEWCTBYIOLWIMX JpYyr C [OpyroM 4yepes

GecnpoBoaHyto Nepegayvy AaHHbIX B OrpaHUYEHHOM palnoHe.
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